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Abstract—Collaborations between organizations in the pub-
lic sector, e.g., fire brigades, polices, military units, is often
done via liaison officers. A liaison officer liaises between
two organizations by providing a single point of contact and
ensuring the efficient communication and coordination of their
activities. Usually an organization embeds a liaison officer
in another organization to provide face-to-face coordination.
Liaison officers demand special requirements to the security
mechanism of the IT infrastructure of the organization that
act as host for a liaison officer.

This holds, in particular, for Disaster Management Informa-
tion Systems (DMIS). Such systems need, on the one hand, to
support various ways of communication in a flexible and ad
hoc manner. On the other hand, these systems need to protect,
by law, the leakage of sensitive data.

In this paper, we present a novel mechanism, based on
role-based access control (RBAC), for supporting the flexible
and secure information exchange between organizations using
liaison officers. Our mechanism enables liaison officers to
decide on their own authority which information they wants
share with their home organizations while allowing the host
organization to limit the access of liaisons officers to their
system in a fine-grained manner.

Keywords-disaster management, information flow, access
control, liaison officer

I. INTRODUCTION

Liaison officers play an important role in the communi-
cation between large organizations, especially in the public
sector. A liaison officer liaises between two organizations
by providing a single point of contact and ensuring the
efficient communication and coordination of their activities.
This is done to achieve the best utilization of resources
or employment of services of one organization by another.
Usually, the home organization embeds a liaison officer in
the host organization to provide face-to-face coordination.
Liaison officers demand special requirements to the security
mechanism of the IT infrastructure of the organization that
acts as the host for a liaison officer.

Especially in disaster management scenarios, the fast
exchange of necessary information is vital. As the liaison
officer acts as a single communication point, he is respon-
sible for handling requests from both his home organization
and his host organization. Thus, for fulfilling their duties,
liaison officers should be deeply embedded into the host
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organization and should be able to decide on their own
which information needs to be exchanged with their home
organization. Overall, the “honest” liaison officers should act
as a member of the host organization and not, in an abstract
sense, be in charge for the home organization.

This setting creates several security challenges for the im-
plementation of IT systems supporting operational headquar-
ters and crisis management teams, e.g., Disaster Manage-
ment Information Systems (DMIS). On the one hand, such
systems need to support various ways of communication in a
flexible and ad hoc manner and, at the end, should even allow
the liaison officer to declassify information. On the other
hand, these systems need to protect, either based on strategic
reasoning or based on data protection and privacy laws, the
leakage of sensitive data. Usually, several liaison officers,
from different home organizations, are working, at the same
time, in an operational headquarter. As the different home
organizations are subject to different security policies, the
security policies for each liaison officer need to be defined
separately. Thus, while analyzing the compliance of such a
system to a given security policy, one has also to consider
scenarios where information is leaked by interleaved actions
(e.g., declassification), either intended or unintended, by
liaison officers from different organizations.

In this paper, we present a novel approach, based on role-
based access control (RBAC), for enabling the flexible and
secure information sharing between organizations. In more
detail, our contributions are three-fold:

1) a formal requirements analysis of collaboration sce-
narios based on liaison officers

2) acollaboration of RBAC-based systems supporting the
fine-grained dynamic control of liaison officers,

3) the (partial) hiding of internal role hierarchies of
organizations to other cooperating organizations.

The rest of the paper is structured as follows: after
introducing the communication scenario in [Section Il we
present the derived requirements and their formalization in
[Section III} In [Section IVl we present the foundations of
a flexible access control mechanism, based on RBAC, that
implements the derived requirements. Finally, we report on
related work and draw conclusions in
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Figure 1. Communication channels across organizations

II. COLLABORATION OF ORGANIZATIONS

In this section, we describe how collaborations between
different organizations are organized in the presence of
liaison officers. We introduce the general idea of collab-
orations based on liaison officers by a scenario that was
developed, together with the German police organizations
and the German fire brigades within the research project
SoKNOS (http://www.soknos.de), a project concerned with
the development of service-oriented architectures for sup-
porting networks of public security.

A. The Role of a Liaison Officer

In our case study, we assume a natural disaster, e.g.,
a large flooding, whose management requires the collab-
oration between the police, several fire brigades, and the
German Federal Agency for Technical Relief (THW). The
assignment of the different squads is organized, for each
organization, by a hierarchy of crisis management teams.
illustrates the overall organization of the different
operational headquarters (crises management teams).

Each crises management team is supported by a Disaster
Management Information System (DMIS) providing, e.g.,
support for maintaining the current situation, planing, and
simulation. Moreover, such systems provide communication
channels both within the crisis management team and to
the outside. Here, communication to the outside comprises:
first communication to operational headquarters (on the
proceeding and succeeding level in the hierarchy) within the
same organization, second, communication to operational
headquarters of different organizations (e.g., police, fire
brigades, health organizations) with a state-controlled order
with respect to public security, and third, any other private
organization. The latter also includes the general public or
the press.

The communication between the organization in the pub-
lic sector is based on liaison officers. On each organizational
level, two organizations that need to communicate efficiently,
exchange liaison officers. A liaison officer is an officer
that is deputed from his home organization into the crisis
management team of the host organization. Usually, this
is done mutually. For example, the local police delegates

one of his officers to the fire brigade and vice versa, A
liaison officer mainly manages the communication of the
local crises management team with his own organization.
As a rule of thumb, a liaison officer should be loyal to his
host organization, i. e., he is obliged to ensure the secure and
successful operation of the host organization, even if this
can cause drawbacks for his own home organization. This
is exceptionally important, as the host organization needs to
trust the liaison officer to ensure the efficient communication
between host and guest organization.

Moreover, within one crisis management team, several
liaison officers can be working at the same time. In our
example (see this situation occurs for the crisis
management team of the fire brigades on level n. Within
this team, a liaison officer from the police and one from
the THW are working at the same time. With respect to
security concerns, we need to keep this situation in mind, if
we want also to ensure the security of the system in case of
two dishonest liaison officers working together.

While our running example is based on the collaborations
in the context of IT systems for disaster management, the
general concept of liaison officers are used much more
widely, e.g., in the collaboration between the different
police organizations in Europe (e.g., EUROPOL), military
organizations (e. g., NATO), or cross-national collaboration
in general. Therefore, our approach can be applied directly
to the various IT systems used by these organizations.

B. A Supporting IT Architecture

Within the SOKNOS project a DMIS, following the prin-
ciples of a service-oriented architecture (SOA), is devel-
oped. Overall, the SOKNOS DMIS follows a decentralized
approach, i.e., each crisis management team has its own,
local DMIS. In particular, every DMIS has its own, locally
administrated, access control system providing providing
RBAC. The different DMIS systems can be connected via
a common service bus. Therefore, the DMIS support the
direct communication (including the sharing of services and
databases) between the different crisis management teams.

Due to space reason, we restrict ourselves on a brief sum-
mary of the access control relevant features of the SOKNOS
DMIS. With respect to security (i.e., authentication and
authorization), the main components are:

o The Single Sign-On and Certificate Engine manages the
user database (accounts) of the local DMIS, validates
the credential of a user and issues both a long living
session ticket and short living (i.e., only valid for one
specific service call) service ticket. The session ticket,
providing a single sign-on, is only shared between the
user’s client (i. e., the Portal) and the Single Sign-on and
Certificate Engine. The session ticket is never revealed
to a service; for service calls, the Single Sign-on and
Certificate Engine issues a one-time service tickets.
Moreover, the system supports proxy tickets that allows
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a service to act on behalf of a user, e.g., authorizing
inner service calls. i.e., whenever a service needs to
do further service calls that require authentication for
fulfilling its purpose.

o The Policy-Decision Engine (PDE) manages the cen-
tral access-control policy of the DMIS and provides
a generic policy-decision point that is used by each
component of the local DMIS. In general, we support
hierarchical RBAC as means for writing access control
policies. In particular, we supports break-glass concepts
that can be classified into emergency levels [1]].

o The Security Plugin provides the means for both end
users and administrators for configuring the services
offered by the Single Sign-On Engine and the Policy-
Decision Engine. For example, administrators can man-
age accounts (e.g., create new users, delete users)
or assign roles to users and to remove roles from
users. The manager of the crisis management team can
activate or deactivate emergency levels.

All security relevant information is encapsulated in an
additional (encrypted) communication channel and not send
through a complex middleware. This simplifies the secu-
rity analysis dramatically and reduces the security related
requirements that the chosen middleware needs to satisfy.

The overall architecture allows, even in a landscape with
several DMIS systems connected via the SOA infrastruc-
ture, for the local management of security properties. In
particular, the activation of accounts and the mapping of
accounts to roles is done locally, i.e., separately for each
and every DMIS. This construction ensures that each crisis
management team can locally decide the access rights for
the services and data the team is offering.

C. An Example: Exchanging Situational Information

In this section, we show the practicability of our approach
by a small case study. Assume two operational headquar-
tered, one from the police and one from the fire brigade,
on the same level n in the management hierarchy. Both
headquarters are supported by a DMIS, i.e., the police is
supported by the system DMISP?® and the fire brigade by
system DMIS™™ and they exchanged liaison officers.

In our example, we assume a flooding threatening a chem-
ical plant which results in a potential leakage of dangerous
chemicals to the outside. We are in a situation where an
expert of the fire brigade simulated which area would be
affected by such a leakage and visualized his findings in the
situational map in DMIS™™®. This forecast is also of high
value for the police, e.g., as a basis for deciding which
roads need to be blocked. Therefore, he decides that the
situational map should be shared with a group of people at
the operational headquarter of the police. For establishing
this collaboration, the following tasks needs to be executed:

1) The liaison officer of the police receives the inquiry of

his home organization concerning a current simulation

of the flooding.

2) The liaison officer of the police acknowledges the
availability of a current simulation and asks who (from
his home organization) should get access to it.

3) The liaison officer of the police receives, from his
home organization, the request of releasing the current
simulation to the police officers p1, ..., pn.

4) The liaison officer of the polices creates a new role
rsim and assigns the users p1, ..., p, to this role. De-
pending on the trust relation between the fire brigade
and the liaison officer of the police, the liaison officer
may need to send a formal request for implementing
this change of the security configuration to the team
of the fire brigade or he may be able to implement the
change himself.

5) The liaison officer of the police grants the role rgp,
permissions for reading the current simulation.

6) The liaison officer of the police reloads the access
control policy that is affected by the newly configured
roles. This activates his changes to the role-hierarchy
and the new permissions.

7) The liaison officer of the police send a notification
to the contact person in his home organization that
the users p1, ..., p, can access the current simulation
of the fire brigade. Of course, this notification also in-
cludes an explanation on how to access the simulation,
i.e., the Uniform Resource Identifier (URI) of a Web
service.

Similarly, the controlled disclosure of information to the
general public can be managed. In this case, a member of the
operational headquarter, i.e., the press officer, acts similar
to the role of a liaison officer.

III. REQUIREMENT ANALYSIS AND ITS FORMALIZATION

To fulfill these needs we use a fine-grained access-control
for each DMIS. The requirements can be further refined, in
particular the following requirements need to be taken into
account:

1) The operational headquarter that “owns” a piece of
information should be the only one that can grant
access to it.

2) The access control needs to be configurable at runtime,
i.e., new coalitions between organizations needs to be
established during a disaster. Thus, the access control
configuration needs to be adaptable by end-users.

3) There are processes that require the enforcement of
separation of duty principles (“four-eyes-principle”).
For example, it might be the case that information
can only be published to the general public after two
members of operational headquarter agreed on it. It
might even be the case, that two organizations need to
agree before taking a specific action.

4) Liaison officers should be able to decide (to some
extend) on their own, which information is shared with



their home organizations.

5) System must be able to restrict (and log) the actions
of liaison officers. The degree of restrictions depends
on (personal) trust.

6) Several liaison officers from different home organi-
zations (with different levels of trust and, therefore,
different rights) are, at the same time, in a single
host organization. Therefore, the system must also be
able to prevent information leakage against several,
collaborating, liaison officers.

To fulfill these requirements, we propose to realize the
access control for each individual DMIS by a by hierarchical
RBAC. Every organization has its own implementation of
RBAGC, i.e., its own role hierarchy. We define role-based
access control consisting of roles R, users U, objects O,
actions A, permission P, and an ordering < as follows:

Definition 1 (RBAC): An RBAC is a sextuple R =
(R,U,0,A,P, =), together with corresponding relations
UA C U xR, PA CP xR and functions Ob : P — 2° and
Op : P — 2A We write PA(r) = {p € P | (p,r) € PA}.

=< C R x R is a partial ordering on roles and defines
the hierarchy of roles in R, i.e., r =< 7’ implies Vu €
U. UA(u,r’) — UA(u,r) and Vp € P. PA(p,7") —
PA(p, 7).

Let < be a relation then, as usual, <* denotes its transitive
closure. Furthermore, the closure [r]< of a role » with re-
spect to an ordering <C R X R is the set {r' € R |/ <* r}
of all roles subsumed by 7. Given a user u € U then
Ry, = {r € R| (u,r) € UA} specifies the set of roles
of w in a given R.

An RBAC satisfies a static separation if and only if an
action has to be signed off by two different roles and there
exists no subject that is participating in both roles. This
can be generalized to an arbitrary number n of roles and
formalized:

Definition 2 (static separation of duty): An RBAC R
satisfies a static separation of duty SSD C 2R x N iff
V(R,n) € SSD. Vu € U. |{r | UA(u,r) Ar € R}| < n.

An access control solution for DMIS needs to support the
fine-grained access control for both communications within
an operational headquarter (e.g., preventing information
leakage by two or more collaborating liaison officers from
different organizations) and for the communications to the
outside. We need to support the dynamic establishment
of new coalitions. Liaison officers establish a two way
communication: first, a liaison officer sends messages or
requests to his home organization and, second, a liaison
officer sends messages or requests to his host organization.

IV. SECURITY MECHANISMS

In the following we introduce the notion of an interface
for an RBAC representing the entrance a liaison officer offers
his home organization for the host organization. It exports
a subset of roles and the ordering within these roles to the

outside. For example, each rescue organization has a person
in the control post that is responsible for the food supply of
its staff in the field. So one of the interface roles may be
dedicated to issues of food supply.

The interface comes along with its own set of roles and set
of users. The interface roles only exist in the interface and
are mapped (dynamically) to roles of the hosting system.
The idea is that the liaison officer is able to adjust the
interface dynamically by changing the mapping between an
interface role and the attached roles in the host organization.
Interface users are kept separate from standard users of the
hosting system. This allows us to restrain interface users
from using their interface role in a hosting DMIS to hop off
to another DMIS, which would result an unwanted transitive
trust relationship between different organizations.

A security policy of the hosting organization regulates
the abilities of the liaison officer, i.e., which roles in the
hosting organization can be assigned to an interface role. In
particular liaison officers are not allowed to map interface
roles for one guest organization to interface roles of another
because otherwise this could result in a potentially malicious
collaboration of liaison officers.

A. Interfaces

We start with the formal definition of inferfaces for the
DMIS, which are tailored to the individual liaison officers
of the host organization. Each interface is controlled by a
liaison officer who has restricted rights to adjust the roles
that a member of his home organizations may acquire in the
hosting DMIS. For this reason the host exposes an interface
consisting of (a hierarchy of) roles and a set of guest users
which is disjunct from regular users of the host system.
Formally we define:

Definition 3: Let R be an RBAC. An interface I for R
is a tuple (R], Us, j[,UA[) such that <; € Rg x Ry, RN
RR:Q), U[ﬁUR:(Z), andUAIQUIxR[.

The interface for a guest organization is attached to the
host system in the obvious way. We combine interface and
system roles as well as interface- and system-users. Overall,
we have multiple interfaces for different organizations.

Definition 4: Let R be an RBAC and Z = {I1,...,I,}
be a set of interfaces for R with I; = (Ry;, Uy, <1,, UAp,).
The extension Rz of R by Z 1is the RBAC
(RR17 URI, ORI, A’sz P’R17 j’RI) with ORI = Og,
Ar; = Ar, Pr; = Pr, PAg, = PAg, Obgr, = Obg,
Opgr, = Opgr and

* Rr; =Rr UU, <<, Ry

e Ug, =UgU Ulgjgn Ufj’

. j’RI: (j’R UUlngn jlj)*~

. UAARZ = {(U,T) € URI X RRI | I’ e RRI- (u,r') €

UAR U Ulgjgn UA[J. AT 2R, r’}.

Extensions of the hosting system have to satisfy some
restrictions to keep the ordinary roles of the system disjoint
from roles of the interface (and analogously the set of



ordinary users disjoint from the set of interface users).
Furthermore, to avoid interferences between liaison officers
we demand that two interfaces do not share any common
interface role or interface user.

Definition 5: A set of interfaces Z = {I3,..
admissible for an RBAC R iff

. Vj€1,...7n. RRﬂRjj :w/\URﬁU[j :(Z), and

o Vi,jel,... n. RIiﬂR[j #@\/U[i ﬂU[j 75@ -

1=7,

The R-roles R, of a user u € U 1, for some interface I; € 7
is defined by R, = {r € R | r 2z, 7" A (u,r") € UA[ }.
The following lemma guarantees that adding interfaces to
an RBAC does not affect the roles of original users nor do
different interface interfere with each other.

Lemma 1 (Noninterference): Let R be an RBAC and Z,
7’ be two sets of interfaces both admissible for R, then

o Yu € Ugr Vr € Rr,. (u,r) € UAR iff (u,r) € UAg,

o If I €ZNZ' then Vu € Uy Vr € Rr, URg_,. (u,7) €

UAg, iff (u,7) € UAg_,.

Proof: The first clause of the noninterference lemma is
an easy consequence of the fact that all » € R;; are maximal
with respect to. <g,. Therefore they cannot be inherited
by a role v € Rgz. An analogous argument holds for the
second clause since roles of one interface cannot be inherited
by roles of other interfaces. Since different interfaces do
not share common users, the roles of an interface user is
independent of the definition of any other interfaces. ]

SIn} s

B. Static Separation of Duty

Users of the interfaces have to adhere to the static sep-
aration of duty constraints in the hosting DMIS. Interfaces
do not have any static separation of duty constraints of their
own but inherit the constraints of the hosting system. This
is covered in the following definition.

Definition 6: An interface I for R respects a static sepa-
ration of duty SSD of R iff Vu € U;y. V(R,n) € SSD. |R, N
R| < n.

Since individual interfaces are encapsulated and do not
interfere with each other, it is easy to prove the following
lemma:

Lemma 2: Let R be an RBAC satisfying a static sep-
aration of duty SSD. An extension Rz of R by a set
Z ={L,...,I,} of interfaces satisfies SSD if I; respects
SSD forall j€1,...,n.

Proof: Consider an arbitrary user v € Uz, and some
(R,n) € SSD. Suppose u € Ug then we know from the first
clause of that u has the same roles in Rz as in R
and therefore the constraint (R, n) is satisfied for u also in
Rz. Now suppose, u € Uy; is an interface user. According
to the second clause of u has the same roles in
Rz as in Ryy,;. But since [; preserves SSD we know that
|IR. NR| < n and therefore Ry} satisfies SSD. |

The provides the sufficient constraints under
which an extended RBAC will satisfy SSD constraints of

the original RBAC. However, these constraints refer to roles
and their hierarchy in R. Technically speaking, this means
that to guarantee these constraints one has to know about
the roles and their hierarchy in the host organization. There
we define

Definition 7: Let R be an extension of an RBAC R and

I € Z. Then rg; : Ry — 2= is given by rg(r) = {r' €
Rz | v’ <g, r} for all » € R;. Let R C Ry then rg(R) =
Urer m9(7)-
If we suppose that a home organization should not learn
about this information then it will be unable to check
whether a collection of interface roles might violate the static
separation of duty constraints of the host organization. There
are two different general ways in which the interface could
violate the constraints.

First, the liaison officer might map an individual interface
role to competing roles in the hosting system. In this case no
user can acquire the role because it would instantly violate
the SSD constraints. Since this situation would render the
role useless, we restrict the mappings of interface roles in
the following way.

Definition 8: Let Rz be an extension of an RBAC R
and SSD be a static separation of duty for R. An interface
I € T complies to SSD iff Vr € R;. V(R,n) € SSD. [RN
rg;(r)}| <n.

Second, a user of the home organization acquires different
interface roles and due to the mapping of the interface roles
would gain competing roles in the host organization. While
the host can check whether an accumulation of interface
roles will violate SSD constraints, the home organization
cannot since it has no access to the internal roles and
hierarchies of the host. Hence the next step is to provide SSD
constraints for the interfaces defined in terms of interface
roles that ensure the satisfiability of the SSD constraints in
the host organization. This step requires some preliminary
work that is covered by the following paragraphs.

Definition 9: Let Rz be an extension of an RBAC R with
SSD = Uielqu(Ri,ni) and R; C Ry. Its extensional pro-
Jjection Exty(SSD) of SSD to an interface I € Z is defined by
Ext;(SSD) ={RCR; |Viel,...,k |[R;Nrg(R)| < n;}.

Assuming that the set R; of roles in an interface I of R is
finite, we can trivially calculate Extg, (SSD) which consists
of all sets of interface roles that are compatible to each other
in the sense that an interface user can acquire all roles of
such a set without violating the static separation of duty
constraints of the hosting system. Knowing the extensional
projection to an interface I, we are also able to formulate
static separation of duty constraints in terms of interface
roles R;.

Definition 10: Let Ext be a set of sets of roles closed
under subset relation (i.e., if R” € Ext and R” < R’ then
R"” € Ext) and R be a set of roles. Then the maximal overlap
mo(Ext, R) of Ext and R is the maximum of {|R’'NR| | R’ €
Ext}.



mo(Ext, R) specifies the maximal number of roles in R
that can occur in some element of Ext. Hence, to specify the
specific constraints SSD; for the interface I we enumerate
all subsets R C Ry and compute mo(Ext, R):

Definition 11: Let Rz be an extension of an RBAC R.
Then the interface constraints SSD; of SSD and I € 7 is
defined by SSD; = {(R, mo(Eztg,(SSD),R) +1) | R C
R;}. An interface I satisfies SSD; iff for all w € U; and all
(R,n) € SSD;. |R, NR| < n.

Lemma 3: Let Rz be an extension of an RBAC R and
let R satisfying a SSD. Then, R; satisfies SSD iff each
interface I € 7 satisfies the interface constraints SSD; of
SSD and 1.

Proof: Suppose, there is an interface user u € Uy
violating SSD;. Thus, there is an (R,n) € SSD; and
IR, NR| > n = mo(Extg,(SSD),R) + 1. This means that
IR, N'R| > mo(Extg,(SSD),R) and therefore R, N R ¢
Extgr, (SSD). Thus, rg(R,,) violates SSD.

Now suppose, there is a user v € Rj violating SSD.
Obviously, u has to be a user of some interface I because
R satisfies SSD and holds. Hence, 3(R,n) €
SSD. |R N rg(Ry)| > n and therefore R, ¢ Ext;(SSD).
With u as counter example SSD; is not satisfied. ]

allows us to interpret interfaces as abstract
views on a host RBAC. It exports the necessary information
about the separation of duty constraints to the outside with-
out disclosing the internal structure of the host organization.

A home organization makes use of the interfaces of a host
organization by identifying some of its roles and users with
roles and users of the interface.

Definition 12: A guest access to an interface I € Z of
Rz by an (extended) RBAC R, is a pair (¢, 1)) of partial
mappings with ¢ : Ugs — Uy and ¢ : Rpr = Ry.

An guest access (¢, ) to an interface I satisfies the static
separation of duty constraints SSD; of I iff for all users u in
the domain of v holds that the set {¢)(r) | (u,r) € UAg/}
satisfies the SSD constraints of [.

Notice that only “standard” users of the home organization
(i.e., u € Ugw/) but not users of its interfaces 7' are
allowed to access some interface of R;. This prevents
guests from hopping along a chain of interfaces to third
party organizations, which would result in an uncontrolled
transitive information flow between different organizations.
It also prevents guests from getting back to their home
organization along some paths of third-party organizations,
which would raise the problem of keeping all the role
hierarchies of these organizations including the mappings
of guest accesses in a consistent state.

C. Dynamic Aspects

As mentioned before, each interface of a host organization
corresponds to a particular home organization. The interface
is controlled by a liaison officer who is a member of the
home organization but who is physically situated in the

crisis team of the host organization. The liaison officer has
to resolve the conflicting interests of both home and host
organization. He must determine an appropriate fragment of
information provided by the host organization that is suitable
to his home organization. On the one hand the disclosure of
information must not violate any legal regulations and on
the other hand his home organization needs appropriate in-
formation to plan and decide on further steps. In practice the
degree to which a liaison officer gets access to information
in the host organization depends on the trust in the individual
(human) person.

To support the work flow of a liaison officer by a DMIS
the liaison officer has to be authorized to dynamically
modify the mapping between interface roles and roles of
the hosting system, which in general causes also a change of
the role hierarchy and the corresponding static separation of
duty constraints in the interface. Encoding different levels or
types of confidentiality into (a hierarchy of) different roles,
the liaison officer is able to make additional information ac-
cessible to this home organization by adding corresponding
roles of the host system to the range of the mapping of the
interface roles.

The liaison officer is a user of the host system and main-
tains a subset of roles in the host system that he can assign to
interface roles. The set of roles he can maintain is in general
different from the set of roles he can acquire personally
(otherwise he would be not able to assign competing roles
to different interface users) and are disjoint from roles of
any other interface.

A liaison officer LO; of an extended RBAC R; for an
interface I € 7 is a user LO; € Ux maintaining a set
Rro, € Ry of roles. He is authorized to alter a mapping
=<7 to some = in the interface I iff V(r,7') € (=7 \ =}
YU (=5 \ =1). 7 € Rpo, holds.

Thus the liaison officer is only allowed to change the
mapping =7 of the interface as long as only roles in Rz,
are affected. Notice that this restriction does not only prevent
the liaison officer from unfaithfully equipping an interface
role with too many permissions but it also guarantees that
specific roles cannot be withdrawn by a liaison officer. This
applies in particular to roles corresponding to administrative
cooperations, which are regulated by national laws.

The question arises as to how the change of <; is done
in practice. Suppose, a guest user has acquired a role 7’ in
the hosting system via some interface role r. He uses this
role r’ to execute a service on the host system. If the liaison
officer withdraws ' from the mapping of the interface role
r, then the guest user looses the right to execute the service.
As a result, this service is stopped immediately and the user
has to authorize itself again (this time gaining the changed
roles). This procedure simplifies access control in contrast
to a procedure in which a user would have persistent roles
till the end of the corresponding session. In such a case
we would have to maintain a history of different RBACs



corresponding to the security policies of the points in time
in which individual sessions have been created.

D. Multiple Hosting Systems

Up to now we considered the case of one DMIS hosting
various home organizations. In practice, we are faced with
the situation that there are multiple hosts, like for instance,
the police and the fire brigade and that there is a liaison
officer of the police situated inside the control center of the
fire brigade as well as a liaison officer of the fire brigade
located in the control center of the police.

Suppose, there are two DMIS with corresponding ex-
tended RBACs Rz and R’'7/. Within Z there is an interface [
provided for R’z and vice versa I’ € 7' denotes an interface
for Rz. Then in theory, there is the problem that a user in
Rz might acquire a role in R’z via the interface I’ which
allows him to make use of the interface I to hop back to its
own system Rz but now acquiring a role that is superior to
his original role. This problem is known as the elevation of
rights problem.

We counteract this problem by the simple restriction that
interface users of I € Z in a system Rz are not allowed
to make use of any interface I’ provided by a system R’z
to Rz. Technically, we enforce this restriction by restricting
the accesses (¢,) to the interface I’. We simply restrict
the domain of ¢ to users of R and thus preventing interface
users in 7Rz to make use of the access. Roughly speaking,
this restriction corresponds to some kind of intransitive flow
policy between different organizations.

Liaison officers can only change the interface for their
own home organization. In we proved that the
change of one interface does not affect the roles or users
of the original RBAC or any other interface. This prevents
potential malicious collaborations between various liaison
officers. Also there is no interference possible between
liaison officers located in different organizations since we do
not allow guests in a host organization to access an interface
of a third organization.

V. DISCUSSION
A. Related Work

We see several lines of related work. The security chal-
lenges of dynamic coalitions are, e. g., discussed in [2]. With
respect to the application scenario, the closest related work
is [3[]. The authors of [3] report on the collaboration be-
tween EUROPOL, the European Police Office and Eurojust,
the European Judicial Cooperation which is also based on
liaison officers. In fact, each of the 27 member states has
an appointed Liaison Officer and a Contact Point to interact
with EUROPOL and Eurojust. Moreover, they propose an
extension of the XACML [4] for supporting distributed
roles, i.e., dRBAC [5]]. Distributed roles are known to the
collaborating partners and can, locally, be mapped to system
roles. We avoid the need of distributed roles by allowing

the liaison officer to create new roles on the fly. Moreover,
we provide for each hosted liaison officers a separate sub-
hierarchy within the role hierarchy.

Security research on delegation, e. g., [6]], [[7] focuses on
determining the set of rights (e. g., expressed as changes to
a given policy) that need to be transferred. Such techniques
can be integrated into our approach, e.g., as systems that
assist the liaison officer while defining new roles for staff
members of his home organization.

Moreover, there are works on merging RBAC policies of
collaborating organizations [§] and on mining or mapping
roles (i.e., finding similar roles) between different RBAC
policies [9]], [10], [L1]. All these approaches have in common
that they try to minimize the overall number of roles by re-
using already existing roles. In contrast, our solution allows
for a fine-grained configuration for each guest organizations
at runtime.

While there exists a substantial body of literature [I],
[12], [13], [14], [15] extending RBAC, hierarchical RBAC
is sufficient to capture the requirements in the disaster
management area [16]. As our approach does not rely on
a specific RBAC model, it can be combined with most of
these models.

B. Conclusion and Future Work

We presented an approach for supporting the flexible and
secure information exchange between organizations using
liaison officers. In particular, our mechanism allows the
liaison officers to decide on its own authority which informa-
tion he wants to exchange with is home organization while
allowing the host organization to limit the access of liaisons
officers to their system in a fine-grained manner.

As our approach is based on creating roles dynamically,
there is the danger of creating complex role hierarchies
that are difficult to maintain. One possibility to reduce this
risk, could be the integration of role-mining approaches for
finding similar roles and allowing liaison officers for reusing
already existing roles. While this reduces the number of
roles, it requires a careful analysis showing that such a
system still satisfy the required security properties.

Future work includes the analysis of collaboration sce-
narios with liaison officer in an environment requiring data
labeling, e.g., Bell-LaPadulla [17]. In this case, the fine
grained de-classification of information may require, on the
one hand, that data is labeled with a set of labels, and, on
the other hand, for each operation an own space for security
labels (similar to the own subspace of roles in our presented
approach) may be required.
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