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Abstract

Today’s large enterprise systems are service-oriented, i. e., they are built
by composing independent components, called services, that encapsulate
a certain business functionality. Service-oriented enterprise system impose
many challenges in general and in particular with respect to their security.
The dynamic nature of service-oriented systems as well as the fact that a
service-oriented system is usually composed out of services from many
different providers, makes these system a particular interesting target for
model-based or specification-based testing approaches.
In this talk, we will motivate the challenges of testing service-oriented
systems in general and, in particular, we will present an approach for
modeling and (conformance) testing security policies for Web services. Our
approach is based on previous work in using HOL-TestGen for conformance
testing of security policies.
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Has Sony been Hacked this Week?
http://hassonybeenhackedthisweek.com/

Time-line of the Sony Hack(s) (excerpt):

2011-04-20 Sony PSN goes down

2011-05-21 Sony BMG Greece: data of 8300 users leaked

2011-05-23 Sony Japanese database leaked

2011-05-24 Sony Canada: roughly 2,000 leaked

2011-06-05 Sony Pictures Russia

2011-06-06 Sony Portugal

2011-06-20 20th breach within 2 months, 177k email addresses leaked
(http://hassonybeenhackedthisweek.com/history)

Consequences:

• account data of close to 100 million individuals exposed

• over 12 million credit and debit cards compromised

• more than 55 class-action lawsuits

• costs of $ 170 million only in 2011
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Costs of Computer Hacks

• TJX Company, Inc. (2007) $ 250 million

• Sony (2011) $ 170 million

• Heartland Payment Systems (2009) $ 41 million

“ A hack not only costs a company money, but also its reputation and
the trust of its customers. It can take years and millions of dollars
to repair the damage that a single computer hack inflicts.

(http://financialedge.investopedia.com/financial-edge/0711/Most-Costly-Computer-Hacks-Of-All-Time.aspx)
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Observation

The two main causes are:

• “bad” programming
resulting in: SQL Injections, XSS, backdoors, . . .

• configuration errors:
inactive access control, data leakage, . . .

Countermeasures:

• (Security) Training

• Static (source code) analysis

• (Specification-based) Testing
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HOL-TestGen

• HOL-TestGen:
• specification-based testing
• based on Isabelle/HOL

• HOL (Higher-order Logic):
• “Functional PL with Quantifiers”
• plus libraries on Sets, Lists, . . .

• Interactive User Interface:
• user interface of Isabelle

• Test harness/driver
• automatically generated for SML
• others via foreign language interface

• Applications:
• Unit testing
• Sequence testing
• Security policies (firewall policies)

test data

test cases

program under test

test harness

test script

test specification

(Test Result)
Test Trace

HOL-TestGen

Isabelle/HOL

SML-systemtest executable
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The HOL-TestGen Workflow

The HOL-TestGen workflow is basically fivefold:

1 Step I: writing a test theory (in HOL)

2 Step II: writing a test specification
(in the context of the test theory)

3 Step III: generating a test theorem (roughly: testcases)

4 Step IV: generating test data

5 Step V: generating a test script

And of course:

• building an executable test driver

• and running the test driver

© 2012 SAP AG. All Rights Reserved. Page 8 of 32

A Simple Test Theory

theory List_test
imports Main begin

consts is_sorted:: "(’a::ord) list ⇒bool"
primrec "is_sorted [] = True"

"is_sorted (x#xs) = case xs of
[] ⇒True

| y#ys ⇒((x < y) ∨(x = y))
∧ is_sorted xs"

test_spec "is_sorted (prog (l::(’a list)))"
apply(gen_test_cases prog)

store_test_thm "test_sorting"

gen_test_data "test_sorting"
gen_test_script "test_lists.sml" list" prog

end
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Today’s World is Distributed

Modern applications are built

• by composing (black-box) services

• are re-composing happens relatively often

• require complex security configurations

There are

• widely adopted standards (e. g., WSDL)

• powerful frameworks for building Web Services

Idea:

• Let’s try to apply HOL-TestGen in this scenario

Necessary steps:

• model Web Service Application API in HOL

• connect HOL-TestGen to a Web service Framework
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Local Testing Setup

System under
Test

Test Script Test Driver
HOL-

TestGen

Test Harness
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Remote Testing Setup

System under
Test

Test Script

Mappings

Test Binary
HOL-

TestGen

Test Harness

WSDL File

8080

Provide support for the .net/mono framework:
• Add support for F# code generator to Isabelle (HOL-TestGen)
• Develop Test Harness in F#
• Use the WSDL toolchain for C# (F# not stable yet)
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Case Study: Overview

• HealthCare web service

• Policy conformance testing

• Data handled:
• Summary care records
• Entries
• Legitimate Relationships
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Case Study: Policy

• Role-based access control
• Nurse
• Clinical practitioner
• Clerical

• Legitimate relationships

• Sealed envelopes

© 2012 SAP AG. All Rights Reserved. Page 16 of 32

Demo: Unit Test Scenario

Three users:

• Alice: Nurse

• Bob: Clinical Practitioner

• Charlie: Clerical

Example test case:

• createSCR Charlie Smith

• addLR Charlie Smith 0 {Bob, Charlie}

• appendEntry Bob Smith (Open, 1, "Entry content")

• readSCR Bob Smith

• readEntry Alice Smith 1
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Demo: Sequence Test Scenario

Test specification:

• 1st operation: createSCR

• 2nd operation: addLR

• 3rd operation: appendEntry

• 4th operation: readEntry or readSCR

⇒ 88 generated test data
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Web Service Compositions
Many Applications are process-driven
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A Typical SOA/Process-based Architecture

Business
Object
Layer

User
Interface
Layer

Application
Layer

Business
Layer

Policy Storage
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Using BPMN Models for Testing

Integrating HOL-TestGen and a BPMN tool provides a

• graphical way of writing test specifications

• interactive way of exploring the test space / test cases (coverage!)
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SAP Overview 

SAP Research Overview 

• Outline 

• Practices & Realization Groups 

• Living Labs 

• The Business Web – A Core Project 

 

 

Agenda 

SAP Overview 
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SAP Today 

54,500+  
SAP employees worldwide 

120 
countries 

25 
industries 

37 
languages 

75 
country offices 

1,200+ 
services partners worldwide 
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SAP Product Strategy 

ON DEVICE 

Any Time, Anywhere Access 

 

ON DEMAND 

Analytics & Information  

Management Platform 

 

ON PREMISE 

Business Process Platform 
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Improves business insight 

Drives business efficiency 

Enables flexibility and innovation 

 

Business 

Performance Optimization 

Modular End-to-End 

Business Processes 

Technology 

Platform 

Information 

Platform 

Benefits of the SAP Portfolio Strategy 
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24,480 

28,410 28,797 29,610 
32,205 

35,873 

2000 2001 2002 2003 2004 2005 

6,265 

7,341 7,413 
7,025 

7,514 

8,509 

2006 

39,355 

9,393 

2007 

44,023 

10,242 

2008 

11,565 

51,544 47,578 

2,578 2,732 2,840 

803 

1,312 
1,626 

1,724 
2,018 

2,337 

2009 

Revenue*  Operating income* Employees *€ millions 

SAP’s Performance in the Last 10 Years 

10,671 

2,640 

53,517 

12,464 

2,591 

2010 
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Leading Companies Trust SAP’s Industry Expertise 

Services 

Consumer 
Industries 

Trading 
Industries 

Financial 
Services 

Process 
Manufacturing 

Discrete 
Manufacturing 

Public 
Services 

SAP Research Overview: 

Outline 
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About SAP Research 

• The global technology research and 

innovation unit of SAP. 

• 19 research locations worldwide with 

700 employees (including PhD 

candidates). 

• Seven thematic research practices 

and four realization groups 

• A network of more than 800 partners 

from industry and academia 
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SAP Research within SAP‘s Value Chain 

SALES 

 

SERVICES 

 

SOLUTIONS GO-TO-MARKET 

ECOSYSTEM & CHANNELS 

S
U

P
P

O
R

T
 

SUPPORTING FUNCTIONS: HR, FINANCE, OPERATIONS… 

ON  

DEMAND 

ON DEVICE 

ON 

PREMISE 

ANALYTICS  & 
TECHNOLOGY 

S
O
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U
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S
S

E
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R
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E
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Product Delivery Customer Value 
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• Drive business impact by exploring and materializing emerging IT trends 

• Accelerate prototyping and catalyze first versions of new products 

• Co-innovate with customers, industry, and academic partners 

• Act as an IT thought leader for the company and its ecosystem 

• Acquire and develop top talents for SAP 

 

Mission  
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Pretoria 

Palo Alto 

Vancouver 

Bangalore 

Sydney 

Brisbane 

Ra‘anana 

Montréal 

Dublin 

Belfast 

Darmstadt 

Dresden 

St.Gallen 

Zurich 
Paris 

Sophia Antipolis 

Walldorf 

A Global Team 

Tokyo 

Karlsruhe NEW: 
Skolkovo 

NEW: 
Singapore 
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External Co-Innovation 

• Global community of more than 800 partners 

• SAP customers as well as industry, academia, and government 

• Projects: 

• Publicly-funded research projects 

• Bi- and multilateral research and innovation projects (with ecosystem partners) 

• SAP grant projects (with academic partners) 

 

Internal Collaboration  

• Coordinated prototype development (until version 0.9) with SAP’s development 

and field organizations  

• Transfer of individual research results, knowledge and talent 

 

 

 

 

 

 

A Global Network 
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A Selection of Co-Innovation Partners 
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SAP Research Process 

Channeling 

Trends 

 

Identifying, 

evaluating, and 

monitoring emerging 

trends and ideas 

across our co- 

innovation network 

Knowledge & 

Technology Transfer   

 

Creating new 

technologies and 

solutions from 

prototypes and 

improving existing 

products  

Co-innovative 

Research 

 

Conducting 

collaborative 

research projects 

involving SAP’s 

product groups, 

customers, and 

partners  

 

Designing Portfolio 

& Roadmap 

 

Creating a 

strategic research 

framework based  

on identified  

and evaluated  

trends 

Relevant Trends & 

Developments 

 

 

 

Customer Pilots, 

Fast Productization 

 

Demonstrators & 

Prototypes 

 

 

Focus 

Topics 

 

Discovery Invention Innovation 
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BUSINESS NETWORK ORCHESTRATION 

INTERNET APPLICATIONS & SERVICES 

MOBILE COMPUTING & USER EXPERIENCE 

CO-INNOVATION LABS 

GLOBAL BUSINESS INCUBATOR 

SECURITY & TRUST 

SOFTWARE ENGINEERING & TOOLS 

TECHNOLOGY INFRASTRUCTURE 

BUSINESS INTELLIGENCE 

R
E

A
L

IZ
A

T
IO

N
 G
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U
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S
  

IMAGINEERING 

COO 

SAP Research Set-Up 

PROTOTYPING GROUP 
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SAP Research Portfolio Overview 

Business Web 

 Shared Memory 

Supercomputing 

 Performance Analysis & Tools  

 Merge Transaction and 

Analytics Base 

 

Technology Infrastructure  

 Collaborative Software 

Engineering 

 Platform Engineering 

 Lean and Agile Development 

 Application Engineering 

Workbench 

Software Engineering 

 User Centric BI 

 Advanced Visualization 

 Self Service BI 

 Data Mashups 

Business Intelligence 

 User Centric BI 

 Advanced Visualization 

 Self Service BI 

 Data Mashups 

Business Network       

Orchestration  

 Application Security 

Engineering 

 Security as Technology 

Foundation 

 Security as Business Enabler 

 Security Expert Consulting 

Security & Trust 

 Internet Business Platform 

 Content as a Service 

 Public Sector 

 E-Energy 

 Emerging Markets 

Internet Application & 

Services  

 Mobile and IOT Applications 

 Mobile and IOT Infrastructure 

 User Experience 

 Business Research 

Mobile Computing &  

User Experience  

SAP Research Overview: 

Practices & Realization Groups 
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Objectives 

• Focus on user-centric business intelligence and analytics 

• Build research prototypes, which have positive impact on the business user to 

help achieve one billion users 

• Concentrate on simple, powerful design, demonstrating a tangible value 

proposition in analytics  

 

Research Areas/Topic Portfolio 

• Easy data access (e.g. self service, data mash-ups, real-time) 

• Easy querying (e.g. search, exploration, recommendation)  

• Personal analytics ( e.g. personal KPIs, decision support, collaboration) 

 

 

 

 

 

 

Business Intelligence 
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Objectives 

• Explore the use of information technology to facilitate the arrangement, 

coordination, and management of heterogeneous business networks  

• Create net value, competitive advantage or business opportunities for involved 

participants, stakeholders, and customers  

• Members seek to overcome temporal, spatial, judicial, and capability barriers 

 

Research Areas/Topic Portfolio 

• Sustainable business networks 

• Logistics networks orchestration 

• Collaboration 

• On-demand BPM 

 

 

 

 

 

 

 

Business Network Orchestration 
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Objectives 

Consulting for industry-specific, as well as cross-technology and cross-industry 

platform technology, applications, services and application domains (e.g. Urban 

Management, E-Energy, Emerging Markets) 

 

Research Areas/Topic Portfolio 

• Future Internet business platform design and development 

• Apps and services repositories for emerging, fast growing and mature markets 

• Internet applications and services economics (business research) 

 

 

 

 

 

 

 

Internet Applications & Services 
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Objectives 

• Deliver high-impact product innovations in mobile computing, Internet of Things, 

and user experience technologies 

• Strong industry focus in domains, such as manufacturing, retail, logistics, and 

energy management 

 

Research Areas/Topic Portfolio 

• Mobile Computing: Run-time and development infrastructure, mobile clients, 

mobile applications, business research 

• Internet of Things: Device to business integration, product-service systems 

• User Experience: User-centric interfaces, advanced UI technologies, design time 

and development tools 

 

 

 

 

 

 

 

Mobile Computing & User Experience 

© 2011 SAP AG. All rights reserved. 26 

Security & Trust 

Objectives 

• Ensure security quality of software and services through systematic and rigorous 

engineering 

• Provide innovative solutions for the security challenges in business networks  

• Act as trusted security advisor for the company 

 

Research Areas/Topic Portfolio 

• Security Engineering   

• Security Technology   

• Security Economics 

• Security Expert Work 

• Secure Business Context 

• Trusted Collaboration 
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Objectives 

• Develop methods and tools to support incremental software development 

• Increase efficiency of and insight into software development processes 

• Improve the quality management and non-functional aspects in software 

engineering 

 

Research Areas/Topic Portfolio 

• Agile and lean engineering processes, e.g. for the Internet of Services and Things 

• Software platform variability and extensibility mechanisms 

• Social and collaborative engineering platform for software ecosystems 

• Workbench for 360° engineering, deployment, validation, operation & analytics 

 

 

 

 

 

 

 

 

 

Software Engineering & Tools 
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Objectives 

• Provide cutting-edge technology infrastructure for advanced development 

• Focus on business-driven IT management of enterprise IT systems 

• Research new architectures and systems for in-memory computing 

• Build blocks for scalable, sustainable, reliable cloud-based enterprise IT systems 

 

Research Areas/Topic Portfolio 

• Next generation In-Memory computing infrastructure 

• Cloud management/Total Cost of Ownership (TCO) 

• Cloud orchestration 

 

 

 

 

 

 

 

Technology Infrastructure 
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Objectives 

• Drive and facilitate project-based co-innovation with partners  

• Serve as intelligent interface between SAP and its ecosystem on innovation 

• Showcase joint achievements in prime locations around the globe 

 

Innovation Areas/Topic Portfolio 

Contributions have been made to following areas:  

 

 

 

 

 

 

 

 

 

 

 

 

 

Co-Innovation Lab (COIL) 

• Analytics & Search 

• Applications & Industry Solutions  

• Infrastructure Management 

• Localization 

• Mobility 

• NetWeaver Technology,  

• Sustainability, Virtualization & Cloud 
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Objectives 

• Build new lines of business organically within SAP 

• Take ideas that are adjacent to SAP’s core business through to commercialization 

 

Innovation Areas/Topic Portfolio 

• Consumer mobile  

• Content services 

• Virtualization 

• Smart meter utility analytics 

 

 

 

 

 

 

 

 

 

Global Business Incubator 
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Objectives:  

• Deliver proof of concept solutions that help customers navigate the “shifts” 

effecting their future investments in SAP solutions 

• Understand business user requirements and derive applicable disruptive 

technologies available within the immediate to18 month time horizon 

• Help the SAP field and partners to fulfill their goals and satisfy customer needs 

 

Innovation Areas/Topic Portfolio 

• Empowering and attracting new users to SAP  

• Due diligence on both technical and business value of new solutions 

• Prototyping and testing real working software 

 

 

 

 

 

Imagineering 
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Objectives 

• Co-develop prototypes with research practices and internal as well as external 

partners to validate research concepts and to integrate the latest trends in 

technologies and businesses 

• Deliver prototypes for customer evaluation and market validation 

• Accelerate product roadmap when required (e.g. prototype integration into 

commercial product) 

• Transfer knowledge and support in engineering & solution management teams in 

first-wave product development 

 

Research Areas/Topic Portfolio 

• Business Web (focus topic 2011/2012) 

• Next generation semantic layer for Business Intelligence 

• Mobility 

 

 

 

 

 

 

 

 

 

 

 

Prototyping Group 

SAP Research Overview: 

Living Labs 
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Co-Innovation through Living Labs 

 

• Turn prospective SAP solutions into 

tangible experiences 

 

• Demonstrate technological research in 

real-world settings 

 

• Gather and integrate feedback from 

customers and partners with a direct 

impact on the research and 

development process 
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SAP Research’s Living Labs 

Future Factory Initiative 

 Dresden, Germany 

 Focus: Manufacturing  

Future Retail Center 

 Regensdorf, Switzerland 

 Focus: Retail, warehousing  

& supply chains 

Future Public Security Center 

 Darmstadt, Germany 

 Focus: Urban & emergency  

management 

Technologies for Emerging Economies 

 Pretoria, South Africa 

 Focus: Small, midsize  

& micro-enterprises 

Future Logistics Living Lab 

 Sydney, Australia 

 Focus: Logistics network 

orchestration 

Future Energy Center 

 Karlsruhe, Germany 

 Focus: Energy management  

& E-mobility 
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Location: SAP Research Dresden 

 

Focus: 

 Fostering research and development for the 

manufacturing industry 

 Joint effort between SAP Research and  

industrial partners 

 

Details: 

 R&D test and validation platform 

 Current & future SAP solutions for  

manufacturing & logistics 

 Guided tours: face-to-face and via web cam 

 Customer workshops and information days 

 Joint research projects with partners 

 

 

SAP Research’s Living Lab  

Future Factory Initiative 
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Location: SAP Research Zurich                          
Co-located with the field organization of SAP’s 

Swiss subsidiary in Regensdorf 

Focus: 

 Fostering research and development for the trading 

industry 

 Enabling close collaboration between academia, 

customers and SAP groups 

 

Details: 

 “Research-to-touch” for partners, customers and the 

public on retail, warehousing and supply chains 

 Close collaboration with partners and customers for 

exchange of technology, business know-how, and 

experience 

 End-to-end processes: research demonstrators are 

integrated into SAP software 

 

 

SAP Research’s Living Lab  

Future Retail Center 
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Location: SAP Research Darmstadt  

 

Focus: 

 Drawing on existing SAP Research expertise in the 

field of public security    

 Strengthening emergency response and simulation of 

control center operations 

 

Details: 

 User-oriented prototype solutions for civil protection 

and emergency response 

 Disaster management command staff can use a multi 

touch screen to maintain a fast and comprehensive 

overview of the situation  

 

 

SAP Research’s Living Lab  

Future Public Security Center 
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Location: Situated in rural areas of South Africa 
Cooperation with the SAP Meraka Unit for 

Technology Development 

 

Focus: 

 Addressing the challenges of small, midsize, and 

micro-enterprises in developing countries 

 Improving the livelihood of users 

 

Details: 

 Projects are conducted using living lab methodology 

 Current main projects:  

– Collaboration at Rural (C@R) 

– Patient Health System (PaTHS) 

– Rustica 

– Overture 

 

 

 

SAP Research’s Living Lab  

Technologies for Emerging Economies 
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Location: SAP Research Sydney 

Co-located at the National ICT Australia 

(NICTA) offices 

Founded by SAP, Fraunhofer IESE, NICTA 

 

Focus: 

 Aiding the transportation and logistics sector in the 

face of the resources boom 

 Being 'test bed' for industry solutions and research 

innovations 

 

Details: 

 Involve customers in R&D of new products and 

services 

 Stimulate discussion on future trends with logistics 

industry 

 

 

 

SAP Research’s Living Lab  

Future Logistics 
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Location: SAP Research Karlsruhe 

 

Focus: 

 Demonstrating how IT can support the future of 

sustainable energy generation, distribution, storage, 

and utilization 

 Providing a real-time look into research trials and 

applications 

 

Details: 

 Research prototypes and demo installations provided 

and maintained by SAP and research partners 

 Contributing public-funded research projects: ELVIRE, 

e-mobility, Future Fleet, MeRegio, MeRegioMobil, 

NOBEL, Mirabel, SmartHouse/SmartGrid 

 

 

SAP Research’s Living Lab  

Future Energy Center 

SAP Research Overview:  

The Business Web – A core project 
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Trends in Enterprise Computing 

Businesses are moving away from static supply chains towards 

adaptive and dynamic value networks formed through 

collaboration. 

Business Network 

as the Model 

Business activities from mainstream industries will move into the 

Internet of Services and will be presented as the next wave of 

consumable services. 

Everything as a 

Service 

Massive volumes of information from intelligent and connected 

things will change the way businesses and consumers interact. 

Internet of 

Things 

Traditional business models are being disrupted by technology 

trends including enterprise mobility, in-memory capabilities, 

real-time analytics and cloud computing. 

Technology 

Disruption 
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The Application Market is Shifting 

Number of Apps 

N
u

m
b

e
r 

o
f 

C
u

s
to

m
e
rs

 Traditional 

Apps 

 New Apps 

 Fast Development 

 Instant Use 

 Real-time Data 

 Exciting User Experience 

 On any Device 

Need to Complement 

Existing Solutions 
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Business Web: A True Business Cloud for the Enterprise 

Business Web 

Trusted Network of 

Business Service 

Providers 

Service Center 

 One-Stop Shop 

for Mobile 

Business 

App Store 

 

Globally Aggregated 

Business Intelligence for 

Real-Time Trading 

Content Center 

 

Infrastructure 

 Tools for Developing  

and Operating Business 

Services on the Cloud 

The Business Web is a cloud-based business environment that provides access 

to the necessary infrastructure, applications, content, and connectivity to deliver 

end-to-end business services optimized for mobility and ease of participation.  
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Business Web: Marketplace and Trading Network 

Scenarios  

in B2M, B2C  

and B2B space 
 

Trusted Network of 

Business Service 

Providers 

Service Center 

 

Globally Aggregated 

Business Intelligence for 

Real-Time Trading 

Content Center 

 

Infrastructure 

 Tools for Developing  

and Operating Business 

Services on the Cloud 

One-Stop Shop for  

Mobile Business 

App Store 
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About SAP Research

• The global technology research
and innovation unit of SAP.

• 19 research locations worldwide
with 700 employees
(SAP: > 54 500).

• Seven thematic research
practices and four realization
groups

• A network of more than 800
partners from industry and
academia
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SAP Research Locations
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SAP Research Set-up
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SAP Research Process
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Research vs. Development
An Exaggerating and Simplified View

Research Development

Time horizon: 3–5 years 0.5 years

Work mode: “it’s ready,
when it’s ready”

SCRUM
with 4 week tacts

Technologies: no limitations limited selection

Process: flexible rigorous SDL

Results: papers (knowledge),
patents (IP),
small prototypes

mission critical,
large products
(> 10 MLOC)

Support: best efforts > 20 years
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The Researchers Dilemma

“ A research should drive the future of the company
but

not act as extended work bench.

The three main challenges are:

• Timing

• Knowing the right persons

• Resources

Personally, I have experience with

• Top-down: (large) transfer projects (likely to result in high visibility)

• Bottom-up: (small) personal collaborations (likely to generate impact)
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Personal Experiences

“ People do not refer to (trust) organizations,
they refer to (trust) other people!

Advise:

• Try to become an expert the key decision people refer to (trust).

• Do networking across your reporting line
(talk to the people on the same floor, building, etc.)

Some example stories:

• Mobile

• Advanced access control models

• Static code analysis and testing
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Thank you!
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