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Abstract

In protocol verification we observe a wide spectrum from fully automated methods to interactive
theorem proving with proof assistants like Isabelle/HOL. In this AFP entry, we present a fully-
automated approach for verifying stateful security protocols, i.e., protocols with mutable state that
may span several sessions. The approach supports reachability goals like secrecy and authentica-
tion. We also include a simple user-friendly transaction-based protocol specification language that
is embedded into Isabelle.
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1 Introduction

In protocol verification we observe a wide spectrum from fully automated methods to interactive theorem proving
with proof assistants like Isabelle/HOL. The latter provide overwhelmingly high assurance of the correctness,
which automated methods often cannot: due to their complexity, bugs in such automated verification tools are
likely and thus the risk of erroneously verifying a flawed protocol is non-negligible. There are a few works that
try to combine advantages from both ends of the spectrum: a high degree of automation and assurance.

Inspired by [1], we present here a first step towards achieving this for a more challenging class of protocols,
namely those that work with a mutable long-term state. To our knowledge this is the first approach that achieves
fully automated verification of stateful protocols in an LCF-style theorem prover. The approach also includes
a simple user-friendly transaction-based protocol specification language embedded into Isabelle, and can also
leverage a number of existing results such as soundness of a typed model (see, e.g., [2H4]) and compositionality
(see, e.g., 2L B]). The Isabelle formalization extends the AFP entry on stateful protocol composition and
typing [6].

The rest of this document is automatically generated from the formalization in Isabelle/HOL, i.e., all content
is checked by Isabelle. Overall, the structure of this document follows the theory dependencies (see :
We start with the formal framework for verifying stateful security protocols (chapter 2). We continue with the
setup for supporting the high-level protocol specifications language for security protocols (the Trac format) and

the implementation of the fully automated proof tactics (chapter 3|). Finally, we present examples (chapter 4)).

Acknowledgments This work was supported by the Sapere-Aude project “Composec: Secure Composition of
Distributed Systems”, grant 4184-00334B of the Danish Council for Independent Research.
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2 Stateful Protocol Verification

2.1 Protocol Transactions (Transactions)

theory Transactions
imports
Stateful_Protocol_Composition_and_Typing.Typed_Model
Stateful_Protocol_Composition_and_Typing.Labeled_Stateful_Strands
begin

2.1.1 Definitions

datatype °’b prot_atom =
is_Atom: Atom ’b
Value

SetType

AttackType

Bottom

OccursSecType

—_— — — — —

datatype (’a,’b,’c) prot_fun =
Fu (the_Fu: ’a)

Set (the_Set: ’c)

Val (the_Val: "nat X bool")
Abs (the_Abs: "’c set")
Pair

Attack nat

PubConstAtom ’b nat
PubConstSetType nat
PubConstAttackType nat
PubConstBottom nat
PubConstOccursSecType nat
OccursFact

OccursSec

—_—— e — o — o — — — —

definition "is_Fun_Set t = is_Fun t A args t = [] A is_Set (the_Fun t)"

abbreviation occurs where
"occurs t = Fun OccursFact [Fun OccursSec [], t]"

type_synonym (’a,’b,’c) prot_term_type = "((’a,’b,’c) prot_fun,’b prot_atom) term_type"

type_synonym (’a,’b,’c) prot_var = "(’a,’b,’c) prot_term_type X nat"

type_synonym (’a,’b,’c) prot_term = "((’a,’b,’c) prot_fun, (’a,’b,’c) prot_var) term"
type_-synonym (’a,’b,’c) prot_terms = "(’a,’b,’c) prot_term set"

type_synonym (’a,’b,’c) prot_subst = "((’a,’b,’c) prot_fun, (’a,’b,’c) prot_var) subst"

type_synonym (’a,’b,’c,’d) prot_strand_step =

"((’a,’b,’c) prot_fun, (’a,’b,’c) prot_var, ’d) labeled_stateful_strand_step"
type_-synonym (’a,’b,’c,’d) prot_strand = "(’a,’b,’c,’d) prot_strand_step list"
type_synonym (’a,’b,’c,’d) prot_constr = "(’a,’b,’c,’d) prot_strand_step list"

datatype (’a,’b,’c,’d) prot_transaction =
Transaction
(transaction_fresh: "(’a,’b,’c) prot_var list")



2 Stateful Protocol Verification

(transaction_receive: "(’a,’b,’c,’d) prot_strand")
(transaction_selects: "(’a,’b,’c,’d) prot_strand")

(transaction_checks: "(’a,’b,’c,’d) prot_strand")
(transaction_updates: "(’a,’b,’c,’d) prot_strand")
(transaction_send: "(’a,’b,’c,’d) prot_strand")

definition transaction_strand where
"transaction_strand T =
transaction_receive T@transaction_selects T@transaction_checks T@
transaction_updates T@transaction_send T"

fun transaction_proj where
"transaction_proj 1 (Transaction A B CDE F) = (
let f = proj 1
in Transaction A (f B) (f C) (f D) (f E) (f F))"

fun transaction_star_proj where
"transaction_star_proj (Transaction A B C D E F) = (
let f = filter is_LabelS
in Transaction A (f B) (f C) (£ D) (£ E) (f F))"

abbreviation fv_transaction where
"fv_transaction T = fv;ss¢+ (transaction_strand T)"

abbreviation bvars_transaction where
"bvars_transaction T = bvars;ss: (transaction_strand T)"

abbreviation vars_transaction where
"vars_transaction T = vars;ss: (transaction_strand T)"

abbreviation trms_transaction where

"trms_transaction T = trms;ss: (transaction_strand T)"

abbreviation setops_transaction where

"setops_transaction T = setopsss: (unlabel (transaction_strand T))"

definition wellformed_transaction where
"wellformed_transaction T =
list_all is_Receive (unlabel (transaction_receive T)) A
list_all is_Assignment (unlabel (transaction_selects T)) A
list_all is_Check (unlabel (transaction_checks T)) A
list_all is_Update (unlabel (transaction_updates T)) A
list_all is_Send (unlabel (transaction_send T)) A
set (transaction_fresh T) C fv;ss+ (transaction_updates T) U fv;ss; (transaction_send T) A
set (transaction_fresh T) N fv;ss: (transaction_receive T) = {} A
set (transaction_fresh T) N fv;sst (transaction_selects T) = {} A
fv_transaction T N bvars_transaction T = {} A
fvisst (transaction_checks T) C fv;ss¢ (transaction_receive T) U fv;ss¢ (transaction_selects T) A
fvisst (transaction_updates T) U fv;ss+ (transaction_send T) - set (transaction_fresh T)
C fvysst (transaction_receive T) U fv;ss: (transaction_selects T) A
(Vx € set (unlabel (transaction_selects T)).
is_Equality x — fv (the_rhs x) C fv,ss+ (transaction_receive T))"

type_synonym (’a,’b,’c,’d) prot = "(’a,’b,’c,’d) prot_transaction list"

abbreviation Var_Value_term ("(_),") where
"(n)y = Var (Var Value, n)::(’a,’b,’c) prot_term"

abbreviation Fun_Fu_term ("(_ _);") where
"(f T)¢+ = Fun (Fu f) T::(’a,’b,’c) prot_term"

abbreviation Fun_Fu_const_term ("{(_).") where
"(c)e = Fun (Fu ¢) []::(’a,’b,’c) prot_term"

10



2.1 Protocol Transactions (Transactions)

abbreviation Fun_Set_const_term ("(_);") where
"(f)s = Fun (Set f) []::(’a,’b,’c) prot_term"

abbreviation Fun_Abs_const_term ("{(_),") where
"(a)e = Fun (Abs a) []::(’a,’b,’c) prot_term"

abbreviation Fun_Attack_const_term ("attack(_)") where
"attack(n) = Fun (Attack n) []::(’a,’b,’c) prot_term"

"transaction; (S1::(’a,’b,’c,’d) prot_strand) S2 new (B::(’a,’b,’c) prot_term list) S3 S4
= Transaction (map the_Var B) S1 [] S2 S3 S4"

abbreviation prot_transactionl ("transactioni _ _ new ") where

abbreviation prot_transaction2 ("transactions _ _ _") where
"transactionos (S1::(’a,’b,’c,’d) prot_strand) S2 S3 S4
= Transaction [] S1 [] S2 S3 S4"

2.1.2 Lemmata

lemma prot_atom_UNIV:
"(UNIV::’b prot_atom set) = range Atom U {Value, SetType, AttackType, Bottom, OccursSecTypel}"

(proof)

instance prot_atom::(finite) finite
(proof)

instantiation prot_atom:: (enum) enum

begin

definition "enum_prot_atom == map Atom enum_class.enum@[Value, SetType, AttackType, Bottom, OccursSecType]"
definition "enum_all_prot_atom P == list_all P (map Atom enum_class.enum@[Value, SetType, AttackType, Bottom,
OccursSecTypel)"

definition "enum_ex_prot_atom P == list_ex P (map Atom enum_class.enum@[Value, SetType, AttackType, Bottom,
OccursSecTypel)"

instance

(proof )
end

lemma wellformed_transaction_cases:
assumes "wellformed_transaction T"
shows
"(1,x) € set (transaction_receive T) = Jt. x = receive(t)" (is "7A = 74°")
"(1,x) € set (transaction_selects T) —>
(3t s. x = (t :=s)) V (It s. x = select(t,s))" (is "?B = ?B’")
"(1,x) € set (transaction_checks T) —
(3t s. x=(t ==s)) V (It s. x=(t ins)) V (IXF G. x = VX(V#: F V¢: G))" (is "7C
= 7C°")
"(1,x) € set (transaction_updates T) —
(3t s. x = insert(t,s)) V (It s. x = delete(t,s))" (is "?D = 7?D’")
"(1,x) € set (transaction_send T) —> 3Jt. x = send(t)" (is "?E —> ?7E’")
(proof)

lemma wellformed_transaction_unlabel_cases:
assumes "wellformed_transaction T"
shows
"x € set (unlabel (transaction_receive T)) =—> Jt. x = receive(t)" (is "7A = ?4°")
"x € set (unlabel (transaction_selects T)) —
(It s. x = (t :=s)) V (It s. x = select(t,s))" (is "?B = 7B’")
"x € set (unlabel (transaction_checks T)) —>
(3t s. x=(t ==s5)) V (3t s. x=(t ins)) V (3XF G. x = VX(V#: F V¢: G))"
(is "?2C¢ = ?2C’")
"x € set (unlabel (transaction_updates T)) —

11



2 Stateful Protocol Verification

(3t s. x = insert(t,s)) V (It s. x = delete(t,s))" (is "?D = ?D’")
"x € set (unlabel (transaction_send T)) = Jt. x = send(t)" (is "7E = 7E’")

{proof)

lemma transaction_strand_subsets[simp]:
"set (transaction_receive T) C set (transaction_strand T)"
"set (transaction_selects T) C set (transaction_strand T)"
"set (transaction_checks T) C set (tramsaction_strand T)"
"set (transaction_updates T) C set (transaction_strand T)"
"set (transaction_send T) C set (transaction_strand T)"
"set (unlabel (transaction_receive T)) C set (unlabel (transaction_strand T))"
"set (unlabel (transaction_selects T)) C set (unlabel (transaction_strand T))"
"set (unlabel (transaction_checks T)) C set (unlabel (transaction_strand T))"
"set (unlabel (transaction_updates T)) C set (unlabel (transaction_strand T))"
"set (unlabel (transaction_send T)) C set (unlabel (transaction_strand T))"

(proof)

lemma transaction_strand_subst_subsets[simp]:
"set (transaction_receive T -ss¢ ¥) C set (transaction_strand T -jss¢ U)"
"set (transaction_selects T -s5¢: ) C set (transaction_strand T -jss¢ U)"
"set (transaction_checks T -ss¢ ¥) C set (transaction_strand T -jss¢ OU)"
"set (transaction_updates T -;ss¢+ ¥) C set (transaction_strand T -jss¢ U)"
"set (transaction_send T -ss¢+ ¥) C set (transaction_strand T -jss¢ ¥)"
"set (unlabel (transaction_receive T -ss: 1)) C set (unlabel (transaction_strand T -jss¢ ¥9))"
"set (unlabel (transaction_selects T <55+ ¥)) C set (unlabel (transaction_strand T -jsst U))"
"set (unlabel (transaction_checks T -;ss¢+ ¥)) C set (unlabel (transaction_strand T -jss¢ ¥))"
"set (unlabel (transaction_updates T -ss¢ ¥V)) C set (unlabel (transaction_strand T -jss¢ U))"
"set (unlabel (transaction_send T -;ss¢+ ¥)) C set (unlabel (transaction_strand T -jss¢ ¥))"

lemma transaction_dual_subst_unfold:

"unlabel (dual;ss: (transaction_strand T -jss¢ U)) =
unlabel (dual;ss: (transaction_receive T -jss¢ U))@
unlabel (dual;ss¢ (transaction_selects T -jss¢t U))@
unlabel (dual;ss¢ (transaction_checks T -jss¢ U))@
unlabel (dual;ss+ (transaction_updates T -ss¢ ¥))@
unlabel (dual;ss: (transaction_send T -jss¢ 9))"

{proof)

lemma trms_transaction_unfold:
"trms_transaction T =
trms;ss¢ (transaction_receive T) U trms;ss¢ (transaction_selects T) U
trms;ss¢ (transaction_checks T) U trms;,s: (transaction_updates T) U
trms;ss¢ (transaction_send T)"

(proof)

lemma trms_transaction_subst_unfold:
"trms;ss¢ (transaction_strand T -jss¢ ¥) =
trms;ss¢ (transaction_receive T +jss¢ ¥) U trms;ss: (transaction_selects T -ss¢t U) U
trms;ss: (transaction_checks T -ss¢ ¥) U trms;ss: (transaction_updates T -jss¢ ¥) U
trms;ss¢ (transaction_send T -jss¢ )"

(proof)

lemma vars_transaction_unfold:
"vars_transaction T =
vars;ss¢ (transaction_receive T) U vars;ss; (transaction_selects T) U
vars;sst (transaction_checks T) U vars;ss: (transaction_updates T) U
vars;sst (transaction_send T)"

{proof)

lemma vars_transaction_subst_unfold:
"vars;ss¢ (transaction_strand T -jss¢ U) =
vars;ss¢ (transaction_receive T -ss¢ U) U vars;ss: (transaction_selects T -jss¢ ¥) U

12



2.1 Protocol Transactions (Transactions)

vars;sst (transaction_checks T -ss¢+ ¥) U vars;ss: (transaction_updates T -jss¢ ¥) U
vars;sst (transaction_send T -jss¢ U)"

{proof)

lemma fv_transaction_unfold:
"fv_transaction T =
fvisst (transaction_receive T) U fv;ss: (transaction_selects T) U
fvisst (transaction_checks T) U fv;ss+ (transaction_updates T) U
fvisst (transaction_send T)"

{proof)

lemma fv_transaction_subst_unfold:
"fviss¢ (transaction_strand T -jss¢ ) =
fvisst (transaction_receive T <55+ ¥) U fviss: (transaction_selects T -js5¢ ¥) U
fvisst (transaction_checks T -jss¢ ¥) U fviss: (transaction_updates T - ss¢ ¥) U
fvisst (transaction_send T -jss¢ U)"

(proof)

lemma fv_wellformed_transaction_unfold:
assumes "wellformed_transaction T"
shows "fv_transaction T =
fvisst (transaction_receive T) U fv;ss: (transaction_selects T) U set (transaction_fresh T)"

(proof)

lemma bvars_transaction_unfold:
"bvars_transaction T =
bvars;ss: (transaction_receive T) U bvars;ss: (transaction_selects T) U
bvars;ss¢+ (transaction_checks T) U bvars;ss:+ (transaction_updates T) U
bvars;ss¢ (transaction_send T)"

(proof)

lemma bvars_transaction_subst_unfold:
"bvars;ss¢ (transaction_strand T -jss¢ ¥) =
bvars;ss: (transaction_receive T -;ss¢ ¥) U bvars;ss: (transaction_selects T -jss¢t U) U
bvars;ss¢+ (transaction_checks T -ss¢ ¥V) U bvars;ss; (transaction_updates T -jss¢ ¥) U
bvars;ss¢ (transaction_send T -jss¢ U)"

(proof)

lemma bvars_wellformed_transaction_unfold:
assumes "wellformed_transaction T"
shows "bvars_transaction T = bvars;ss; (transaction_checks T)" (is 74)
and "bvars;ss¢ (transaction_receive T) = {}" (is 7B)
and "bvars;ss: (transaction_selects T) = {}" (is ?C)
and "bvars;ss: (transaction_updates T) = {}" (is 7D)
and "bvars;ss¢ (transaction_send T) = {}" (is ?E)

(proof)

lemma transaction_strand_memberD[dest] :
assumes "x € set (transaction_strand T)"
shows "x € set (transaction_receive T) V x € set (transaction_selects T) V
x € set (transaction_checks T) V x € set (transaction_updates T) V
x € set (transaction_send T)"

(proof)

lemma transaction_strand_unlabel_memberD[dest] :
assumes "x € set (unlabel (transaction_strand T))"
shows "x € set (unlabel (transaction_receive T)) V x € set (unlabel (tramsaction_selects T)) V
x € set (unlabel (transaction_checks T)) V x € set (unlabel (transaction_updates T)) V
x € set (unlabel (transaction_send T))"

(proof)

lemma wellformed_transaction_strand_memberD [dest] :
assumes "wellformed_transaction T" and "(1,x) € set (transaction_strand T)"

13
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"x = receive(t) =—> (1,x) € set (transaction_receive T)" (is "7A —> ?74°")

x = select(t,s) = (1,x) € set (transaction_selects T)" (is "?B = 7B’")

x = (t == s) = (1,x) € set (transaction_checks T)" (is "?C = 7C’")

x = (t in s) = (1,x) € set (transaction_checks T)" (is "?D = 7D’")

x = VX(V#: F V¢: G) = (1,x) € set (tramsaction_checks T)" (is "?E — ?E’")
x = insert(t,s) = (1,x) € set (transaction_updates T)" (is "7F = ?F’")

x = delete(t,s) = (1,x) € set (transaction_updates T)" (is "?G = 7G’")

x = send(t) => (1,x) € set (transaction_send T)" (is "?H =—> ?7H’")

lemma wellformed_transaction_strand_unlabel_memberD[dest]:

assumes "wellformed_transaction T" and "x € set (unlabel (transaction_strand T))"

shows

"x = receive(t) =—> x € set (unlabel (transaction_receive T))" (is "?A = ?A’")

x = select(t,s) = x € set (unlabel (tramsaction_selects T))" (is "?B =— 7B’")
x = (t == s) = x € set (unlabel (transaction_checks T))" (is "?C = 7C’")
x = (t in s) = x € set (unlabel (transaction_checks T))" (is "?D = 7D’")
x = VX(V#: F V¢: G) = x € set (unlabel (transaction_checks T))" (is "?E — 7E’")
x = insert(t,s) = x € set (unlabel (tramsaction_updates T))" (is "?F =— 7F’")
x = delete(t,s) = x € set (unlabel (tramsaction_updates T))" (is "?G = 7G’")
x = send(t) = x € set (unlabel (tramsaction_send T))" (is "?H — ?H’")

lemma wellformed_transaction_send_receive_trm_cases:
assumes T: "wellformed_transaction T"
shows "t € trms;ss: (transaction_receive T) =—> receive(t) € set (unlabel (transaction_receive T))"
and "t € trms;ss: (transaction_send T) —> send(t) € set (unlabel (transaction_send T))"

(proof)

lemma wellformed_transaction_send_receive_subst_trm_cases:
assumes T: "wellformed_transaction T"
shows "t € trms;ss: (transaction_receive T) -5t ¥ =—> receive(t) € set (unlabel (transaction_receive
T 1sst U))"
and "t € trms;ss: (transaction_send T) -sc¢ ¥ —> send(t) € set (unlabel (transaction_send T -jss¢ ¥))"

(proof)

lemma wellformed_transaction_send_receive_fv_subset:
assumes T: "wellformed_transaction T"
shows "t € trms;ss¢ (transaction_receive T) — fv t C fv_transaction T" (is "7A — 7A°")
and "t € trms;ss; (transaction_send T) —> fv t C fv_transaction T" (is "?B — 7B’")

(proof)

lemma dual_wellformed_transaction_ident_cases[dest]:
"list_all is_Assignment (unlabel S) — dual;sst S = S"
"list_all is_Check (unlabel S) — dual;ss¢ S = S"
"list_all is_Update (unlabel S) =—> dual;sst S = S"

(proof)

lemma wellformed_transaction_wfgss¢:
fixes T::"(’a, ’b, ’c, ’d) prot_transaction"
assumes T: "wellformed_transaction T"
shows "wf’ss: (set (transaction_fresh T)) (unlabel (dual;ss: (transaction_strand T)))" (is ?4)
and "fv_transaction T N bvars_transaction T = {}" (is 7B)
and "set (transaction_fresh T) N bvars_transaction T = {}" (is 7C)

{proof)

lemma dual_wellformed_transaction_ident_cases’[dest]:
assumes "wellformed_transaction T"
shows "dual;ss: (transaction_selects T) = transaction_selects T"
"dual;ss: (transaction_checks T) = transaction_checks T"
"dual,ss¢+ (transaction_updates T) = transaction_updates T"

(proof)

14
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lemma dual_transaction_strand:
assumes "wellformed_transaction T"
shows "dual;ss: (transaction_strand T) =
dual;ss: (transaction_receive T)@transaction_selects T@transaction_checks T@
transaction_updates T@dual;ss; (transaction_send T)"

(proof)

lemma dual_unlabel_transaction_strand:
assumes "wellformed_transaction T"
shows "unlabel (dual;s;s: (transaction_strand T)) =
(unlabel (dual;ss: (transaction_receive T)))@(unlabel (transaction_selects T))@
(unlabel (transaction_checks T))@(unlabel (transaction_updates T))@
(unlabel (dual;ss: (transaction_send T)))"

(proof)

lemma dual_transaction_strand_subst:
assumes "wellformed_transaction T"
shows "dual;ss: (transaction_strand T -jss¢ 0) =
(dual;ss¢ (transaction_receive T)@transaction_selects T@transaction_checks T@
transaction_updates T@dual;ss:+ (transaction_send T)) -jsst 0"

(proof)

lemma dual_transaction_ik_is_transaction_send:
assumes "wellformed_transaction T"
shows "ikss: (unlabel (dual;ss¢ (transaction_strand T))) = trmsss: (unlabel (transaction_send T))"
(is "?A = ?B")

(proof)

lemma dual_transaction_ik_is_transaction_send’:
fixes §::"(’a, ’b,’c) prot_subst"
assumes "wellformed_transaction T"
shows "ik.,s: (unlabel (dual;ss; (transaction_strand T -jss¢ 0))) =
trmsss¢ (unlabel (transaction_send T)) -set 0" (is "?A = ?B")

{proof)

lemma dbss¢_transaction_prefix_eq:
assumes T: "wellformed_transaction T"
and S: "prefix S (transaction_receive T@transaction_selects T@transaction_checks T)"
shows "db;ss¢ A = dbisse (A@dualisse (S -1sst 6))"
{proof )

lemma db;ss:_dual;ssi_set_ex:
assumes "d € set (db’;ss¢ (dual;sst A -1ss¢ U) I D)"
"Vt u. insert(t,u) € set (unlabel 4) — (3s. u = Fun (Set s) [])"
"Vt u. delete(t,u) € set (unlabel A) — (3s. u = Fun (Set s) [])"
"Vd € set D. ds. snd d = Fun (Set s) []"
shows "ds. snd d = Fun (Set s) []"
(proof)

lemma is_Fun_SetE[elim]:
assumes t: "is_Fun_Set t"
obtains s where "t = Fun (Set s) []"

{proof)

lemma Fun_Set_InSet_iff:
"(u = (a: Var x € Fun (Set s) []1)) <+—
(is_InSet u N is_Var (the_elem_term u) N is_Fun_Set (the_set_term u) A
the_Set (the_Fun (the_set_term u)) = s A the_Var (the_elem_term u) = x A the_check u = a)"
(is "?A +— 7B")

{proof)

lemma Fun_Set_NotInSet_iff:
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"(u = (Var x not in Fun (Set s) [1)) +—
(is_NegChecks u A bvarssstp u = [] A the_eqs u = [] A length (the_ins u) =1 A
is_Var (fst (hd (the_ins u))) A is_Fun_Set (snd (hd (the_ins u)))) A
the_Set (the_Fun (snd (hd (the_ins u)))) = s A the_Var (fst (hd (the_ins u))) = x"
(is "?A +— ?B")

(proof)

lemma is_Fun_Set_exi: "is_Fun_Set x +— (ds. x = Fun (Set s) [])"

{proof)

lemma is_Fun_Set_subst:
assumes "is_Fun_Set S’"
shows "is_Fun_Set (S’ - o)"

(proof)

lemma is_Update_in_transaction_updates:
assumes tu: "is_Update t"
assumes t: "t € set (unlabel (transaction_strand TT))"
assumes vt: "wellformed_transaction TT"
shows "t € set (unlabel (transaction_updates TT))"

{proof)

lemma transaction_fresh_vars_subset:
assumes "wellformed_transaction T"
shows "set (transaction_fresh T) C fv_transaction T"

{proof)

lemma transaction_fresh_vars_notin:
assumes T: "wellformed_transaction T"
and x: "x € set (transaction_fresh T)"

shows "x ¢ fv,,s+ (transaction_receive T)" (is 74)
and "x ¢ fv;.s¢ (transaction_selects T)" (is 7B)
and "x ¢ fv;ss+ (transaction_checks T)" (is ?C)
and "x ¢ vars;ss: (transaction_receive T)" (is 7D)
and "x ¢ vars;ss: (transaction_selects T)" (is 7E)
and "x ¢ vars;ss: (transaction_checks T)" (is 7F)
and "x ¢ bvars;ss:+ (transaction_receive T)" (is ?G)
and "x ¢ bvars;ss; (transaction_selects T)" (is 7H)
and "x ¢ bvars;ss: (transaction_checks T)" (is ?I)

(proof)

lemma transaction_proj_member:
assumes "T € set P"
shows "transaction_proj n T € set (map (transaction_proj n) P)"

(proof)

lemma transaction_strand_proj:
"transaction_strand (transaction_proj n T) = proj n (transaction_strand T)"

(proof)

lemma transaction_proj_fresh_eq:
"transaction_fresh (transaction_proj n T) = transaction_fresh T"

{proof)

lemma transaction_proj_trms_subset:
"trms_transaction (transaction_proj n T) C trms_transaction T"

{proof)

lemma transaction_proj_vars_subset:
"vars_transaction (transaction_proj n T) C vars_transaction T"

{proof)
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end

2.2 Term Abstraction (Term_Abstraction)

theory Term_Abstraction
imports Transactions
begin

2.2.1 Definitions

fun to_abs ("ap") where
"ag [1 - = {}"
| "og ((Fun (Val m) [],Fun (Set s) S)#D) n =
(if m = n then insert s (oo D n) else ag D n)"
| "oop (_#D) n = a9 D n"

fun abs_apply_term (infixl "-," 67) where

"Var x o a = Var x"
| "Fun (Val n) T o o = Fun (Abs (a n)) (map (At. t o a) T)"
| "Fun £ T -« a = Fun £ (map (At. t o a) T)"

definition abs_apply_list (infixl "-q;;s:" 67) where
"M -qrist @« = map (At. t o a) M"

definition abs_apply_terms (infixl "-qsc+" 67) where
"M ogset @ = (At. t 4 @) ¢ M"

definition abs_apply_pairs (infixl "-qpeirs" 67) where
"F apairs @ = map (A(s,t). (s ‘o @, t o a)) F"

definition abs_apply_strand_step (infixl ".4s:p" 67) where
"S -astp @ = (case s of

(1,send(t)) = (1,send(t o «))

(1,receive(t)) = (1,receive(t -o «))

(1,{(ac: t = t’)) = (1,{ac: (t o« @) = (t’ o a)))

(1,insert(t,t’)) = (l,imsert(t o a,t’ o «))

(1,delete(t,t’)) = (1,delete(t o a,t’ o «))

(1,{(ac: t € t’)) = (1,{ac: (t o« @) € (t’ o @)

—_——— — — —

definition abs_apply_strand (infixl "-os:" 67) where
"S ast @ = map (Ax. X -qstp @) S"

2.2.2 Lemmata

lemma to_abs_alt_def:
"oop D n = {s. 3S8. (Fun (Val n) [], Fun (Set s) S) € set D}"
(proof )

lemma abs_term_apply_const[simp] :
"is_Val f = Fun f [] -« a = Fun (Abs (a (the_Val £))) []"
"—is_Val f —> Fun f [] '« a = Fun f []"

(proof)

lemma abs_fv: "fv (t - a) = fv t"

{proof)

lemma abs_eq_if_no_Val:
assumes "Vf € funs_term t. —is_Val f"
shows "t -, a =1t o b"

(proof)

(1,VX(V#: F V¢: F’)) = (1,VX(NV#: (F -apairs &) V&: (F’

2.2 Term Abstraction (Term_Abstraction)

‘apairs a) >)) "
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lemma abs_list_set_is_set_abs_set: "set (M -4iist @) = (set M) -qset Q"
(proof )

lemma abs_set_empty[simp]: "{} -qset @ = {}"
(proof)

lemma abs_in:
assumes "t € M"
shows "t o @ € M gset "

{proof)

lemma abs_set_union: "(A U B) ‘gset @ = (A ‘qset @) U (B -qset a)"
(proof )

lemma abs_subterms: "subterms (t .o «) = subterms t -aset Q"
(proof )

lemma abs_subterms_in: "s € subterms t —> s o a € subterms (t -, a)"
(proof )

lemma abs_ik_append-' "(iksst (A@B) ‘set I) ‘aset A = (iksst A et I) ‘aset @ U (iksst B set I) ‘aset
(proof)

lemma to_abs_in:
assumes "(Fun (Val n) [], Fun (Set s) []) € set D"
shows "s € ag D n"

(proof)

lemma to_abs_empty_iff_notin_db:
"Fun (Val n) [] ‘o oo D = Fun (4bs {}) [] +— (Fs S. (Fun (Val n) [], Fun (Set s) S) € set D)"
(proof )

lemma to_abs_list_insert:

assumes "Fun (Val n) [] # t"

shows "ag D n = a9 (List.insert (t,s) D) n"
(proof)

lemma to_abs_list_insert’:
"insert s (oo D n) = oo (List.insert (Fun (Val n) [], Fun (Set s) S) D) n"
(proof)

lemma to_abs_list_remove_all:

assumes "Fun (Val n) [] # t"

shows "oy D n = a9 (List.removeAll (t,s) D) n"
(proof )

lemma to_abs_list_remove_all’:
"ag Dn - {s} = ao (filter (\d. #S. d = (Fun (Val n) [], Fun (Set s) S)) D) n"
(proof )

lemma to_abs_dbs:_append:
assumes "Vu s. insert(u, s) € set B — Fun (Val n) [] # u - I"
and "Vu s. delete(u, s) € set B — Fun (Val n) [] # u - I"
shows "ag (db’ss¢ A Z D) n = a9 (db’ss¢ (A@GB) Z D) n"
(proof)

lemma to_abs_neq_imp_db_update:

assumes "ap (dbsst 4 I) n # «aop (dbsst (AGB) I) n"

shows "Ju s. u - I = Fun (Val n) [] A (insert(u,s) € set B V delete(u,s) € set B)"
(proof)

lemma abs_term_subst_eq:
fixes § ¥::"((’a,’b,’c) prot_fun, (’d,’e prot_atom) term X nat) subst"
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2.3 Stateful Protocol Model (Stateful Protocol_Model)

assumes "Vx € fvt. § x \w a =Y x o b"
and "fn T. Fun (Val n) T € subterms t"
shows "t -+ § '\w a=t -0 o b"
(proof)

lemma abs_term_subst_eq’:
fixes § ¥::"((’a,’b,’c) prot_fun, (’d,’e prot_atom) term X nat) subst"
assumes "Vx € fvt. § x (o a =19 x"
and "An T. Fun (Val n) T € subterms t"
shows "t - § '\ a =t - 09"

(proof)

lemma abs_val_in_funs_term:

assumes "f € funs_term t" "is_Val f"

shows "Abs (a (the_Val f)) € funs_term (t -o a)"
(proof)

end

2.3 Stateful Protocol Model (Stateful_Protocol_Model)

theory Stateful_Protocol_Model
imports Stateful_Protocol_Composition_and_Typing.Stateful_Compositionality
Transactions Term_Abstraction
begin

2.3.1 Locale Setup

locale stateful_protocol_model =
fixes arityy::"’fun = nat"
and aritys::"’sets = nat"
and publicy::"’fun = bool"
and Anay::"’fun = (((’fun,’atom::finite,’sets) prot_fun, nat) term list X nat list)"
and I'y::"’fun = ’atom option"
and label_witness1::"’1bl"
and label_witness2::"’1bl"
assumes Anay_assml: "Vf. let (K, M) = Anay f in (Vk € subterms,.; (set K).
is_Fun k — (is_Fu (the_Fun k)) A length (args k) = arity; (the_Fu (the_Fun k)))"
and Anay_assm2: "Vf. let (K, M) = Anay f in Vi € fvse; (set K) U set M. i < arityy f"
and publicy_assm: "Vf. arityy f > (0::nat) — publicy f"
and I'y_assm: "Vf. arity; f = (0::nat) — I'y f # None"
and label_witness_assm: "label_witnessl 76 label_witness2"
begin

lemma Anay_assmi_alt:

assumes "Anay f = (K,M)" "k € subtermss.; (set K)"

shows "(Jx. k = Var x) V (3h T. k = Fun (Fu h) T A length T = arityy h)"
(proof)

lemma Anay_assm2_alt:
assumes "Anay f = (K,M)" "i € fvse; (set K) U set M"
shows "i < arityy f"

{proof)

2.3.2 Definitions

fun arity where

"arity (Fu f) = arity; f"
"arity (Set s) = aritys s"
"arity (Val _) = 0"

"arity (Abs _) = 0"

"arity Pair = 2"

—_—— — —
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"arity (Attack _) = 0"

"arity OccursFact = 2"

"arity OccursSec = 0"

"arity (PubConstAtom _ _) = 0"

"arity (PubConstSetType _) = 0"
"arity (PubConstAttackType _) = 0"
"arity (PubConstBottom _) = 0"

"arity (PubConstOccursSecType _) = 0"

e

fun public where

"public (Fu f) = publicy f"

"public (Set s) = (arity, s > 0)"
"public (Val n) = snd n"

"public (Abs _) = False"

"public Pair = True"

"public (Attack _) = False"

"public OccursFact = True"

"public OccursSec = False"

"public (PubConstAtom _ _) = True"
"public (PubConstSetType _) = True"
"public (PubConstAttackType _) = True"
"public (PubConstBottom _) = True"
"public (PubConstOccursSecType _) = True"

—~— m— e e e =

fun Ana where
"Ana (Fun (Fu f) T) = (
if arityy f = length T A arityy £ > 0
then let (K,M) = Anay f in (K -3¢ (!) T, map ((!) T) M)
else ([1, [1))"
| "Ana _ = ([], [1])"

definition I', where
"Ty v = (
if (Vt € subterms (fst v).
case t of (TComp f T) = arity f > 0 A arity f = length T |
then fst v
else TAtom Bottom)"

= True)

fun I' where
"T" (var v) = TI'y, v"
| "T" (Fun £ T) = (
if arity £ = 0
then case f of
(Fu g) = TAtom (case I'y g of Some a = Atom a | None = Bottom)
| (Val _) = TAtom Value
| (Abs _) = TAtom Value
| (Set _) = TAtom SetType
| (Attack _) = TAtom AttackType
| OccursSec = TAtom OccursSecType
| (PubConstAtom a _) = TAtom (Atom a)
| (PubConstSetType _) = TAtom SetType
| (PubConstAttackType _) = TAtom AttackType
| (PubConstBottom _) => TAtom Bottom
| (PubConstOccursSecType _) = TAtom OccursSecType
/ = TAtom Bottom
else TComp f (map I' T))"

lemma I'_consts_simps[simp] :
"arityy g = 0 = I' (Fun (Fu g) []) = TAtom (case I'y g of Some a = Atom a | None = Bottom)"
"I" (Fun (Val n) []) = TAtom Value"
"I" (Fun (Abs b) []) = TAtom Value"
"aritys s = 0 = I' (Fun (Set s) []) = TAtom SetType"
"I (Fun (Attack x) []) = TAtom AttackType"
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"' (Fun OccursSec []) = TAtom OccursSecType"

"T" (Fun (PubConstAtom a t) []) = TAtom (Atom a)"

"I' (Fun (PubConstSetType t) []) = TAtom SetType"

"I (Fun (PubConstAttackType t) []) = TAtom AttackType"

"T" (Fun (PubConstBottom t) []) = TAtom Bottom"

"I' (Fun (PubConstOccursSecType t) []) = TAtom OccursSecType"

(proof)

lemma I'_Set_simps[simp]:
"aritys s # 0 = I' (Fun (Set s) T) = TComp (Set s) (map I' T)"
"I" (Fun (Set s) T) = TAtom SetType V I' (Fun (Set s) T) = TComp (Set s) (map I T)"
"I (Fun (Set s) T) TAtom Value"
"T" (Fun (Set s) T) TAtom (Atom a)"
"I' (Fun (Set s) T) TAtom AttackType"
"T" (Fun (Set s) T) TAtom OccursSecType"
"T" (Fun (Set s) T) TAtom Bottom"

(proof)

RN I N N

2.3.3 Locale Interpretations

lemma Ana_Fu_cases:
assumes "Ana (Fun £ T) = (K,M)"
and "f = Fu g"
and "Anay g = (K’,M’)"
shows "(K,M) = (if arityy g = length T A arityy; g > 0
then (K’ -1is¢ (1) T, map ((!) T) M)
else ([1,[1))" (is 74)
and "(K,M) = (K’ -5s¢ (1) T, map ((!) T) M’) VvV (K,M) = ([1,[1)" (is ?B)
(proof)

lemma Ana_Fu_intro:
assumes "arityy f = length T" "arity; f > 0"
and "Anay f = (K’,M’)"
shows "Ana (Fun (Fu f) T) = (K’ -5s¢ (!) T, map ((!) T) M’)"
(proof)

lemma Ana_Fu_elim:
assumes "Ana (Fun f T) = (K,M)"
and "f = Fu g"
and "Anay g = (K’,M’)"
and "(K,M) # ([1,[1])"
shows "arity; g = length T" (is 74)
and "(K,M) = (K’ -5s¢ (1) T, map ((!) T) M’)" (is 7B)
(proof )

lemma Ana_nonempty_inv:
assumes "Adna t # ([],[1)"
shows "3f T. t = Fun (Fu f) T A arityy f = length T A arityy £ > 0 A
(3K M. Anay f = (K, M) A Ana t = (K -155¢ (!) T, map ((!) T) M))"
(proof)

lemma assmi:
assumes "Ana t = (K,M)"
shows "fv,.; (set K) C fv t"

(proof)

lemma assm2:
assumes "Ana t = (K,M)"
and "Ag S’. Fun g S C t = length S’ = arity g"
and "k € set K"
and "Fun f T° C k"
shows "length T’ = arity f"

{proof)
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lemma assm4:
assumes "Ana (Fun £ T) = (K, M)"
shows "set M C set T"

(proof)

lemma assm5: "Ana t = (K,M) = K # [] VM # [] = Ana (t - 6) = (K ‘1ist 0, M 55t 6)"
(proof )

sublocale intruder_model arity public Ana
(proof)

adhoc_overloading INTRUDER_SYNTH intruder_synth
adhoc_overloading INTRUDER_DEDUCT intruder_deduct

lemma assm6: "arity ¢ = 0 => Ja. VX. I' (Fun ¢ X) = TAtom a" (proof)
lemma assm7: "0 < arity £ = I" (Fun £ T) = TComp f (map I' T)" (proof)

lemma assm8: "infinite {c. I' (Fun ¢ []::(’fun,’atom,’sets) prot_term) = TAtom a A public c}"
(is "?P a")
(proof)

lemma assm9: "TComp f T C I' t = arity £ > 0"
(proof)

lemma assmi10: "wfipm (I (Var x))"
(proof)

lemma assmil: "arity £ > 0 = public £" (proof)
lemma assmi12: "TI' (Var (7, n)) = T' (Var (7, m))" (proof)
lemma assmi3: "arity ¢ = 0 = Ana (Fun ¢ T) = ([],[1)" (proof)

lemma assmi4:
assumes "Ana (Fun £ T) = (K,M)"
shows "Ana (Fun £ T - 6) = (K -15s¢ 0, M 155t 0)"

(proof)

sublocale labeled_stateful_typed_model’ arity public Ana I' Pair label_witnessl label_witness2
(proof)

2.3.4 Minor Lemmata

lemma I',_TAtom[simp]: "I', (TAtom a, n) = TAtom a"
(proof)

lemma I',_TAtom’:
assumes "a # Bottom"
shows "I'y, (7, n) = TAtom a +— 7 = TAtom a"

{proof)

lemma I',_TAtom_inv:

"'y x = TAtom (Atom a) —> dm. x = (TAtom (Atom a), m)"

"'y, x = TAtom Value —> dm. x = (TAtom Value, m)"

"I'y x = TAtom SetType = dm. x = (TAtom SetType, m)"

"T'y x = TAtom AttackType — dm. x = (TAtom AttackType, m)"

"I'y x = TAtom OccursSecType =—> Jm. x = (TAtom OccursSecType, m)"
(proof)

lemma I',_TAtom’’:
"(fst x = TAtom (Atom a)) = (I'y x = TAtom (Atom a))" (is "7A = ?A°")
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"(fst x = TAtom Value) = (I’
"(fst x = TAtom SetType) =
"(fst x =
"(fst x =

(proof)

lemma I',_Var_image:
"T, ¢X=T ¢Var < X"
(proof )

lemma I'_Fu_const:
assumes "arityy g = 0"

shows "Ja. I' (Fun (Fu g) T) = TAtom (Atom a)"

(proof)

lemma Fun_Value_type_inv:

fixes T::"(’fun, ’atom, ’sets) prot_term list"

assumes "I’ (Fun f T) = TAtom Value"

shows "(dn. f = Val n) V (dbs. f = Abs bs)"

(proof)

lemma abs_I': "' t =T (t o a)"
(proof)

lemma Ana;_keys_not_pubval_terms:
assumes "Adnay f = (K, T)"
and "k € set K"
and "g € funs_term k"
shows "-is_Val g"
(proof)

lemma Anay_keys_not_abs_terms:
assumes "Anay f = (K, T)"
and "k € set K"
and "g € funs_term k"
shows "-is_Abs g"
(proof)

lemma Anay;_keys_not_pairs:
assumes "Anay f = (K, T)"
and "k € set K"
and "g € funs_term k"
shows "g # Pair"

{proof)

lemma Ana_Fu_keys_funs_term_subset:

fixes K::"(’fun, ’atom, ’sets) prot_term list"

assumes "Ana (Fun (Fu f) S) = (K, T)"
and "Anay f = (K’, T’)"

2.3 Stateful Protocol Model (Stateful Protocol_Model)

v X = TAtom Value)" (is "?B = 7B’")

(T'y x = TAtom SetType)" (is "?C = ?7C’")

TAtom AttackType) = (I'y, x = TAtom AttackType)" (is "?D = 7D’")
TAtom OccursSecType) = (I'y, x = TAtom OccursSecType)" (is "7E = 7E’")

shows ”U (funs_term ¢ set K) C U (funs_term ¢ set K’) U funs_term (Fun (Fu f) S)"

(proof)

lemma Ana_Fu_keys_not_pubval_terms:
fixes k::"(’fun, ’atom, ’sets) prot_term"
assumes "Ana (Fun (Fu f) S) = (K, T)"
and "Anay f = (K>, T’)"
and "k € set K"

and "Vg € funs_term (Fun (Fu f) S). is_Val g — —public g"
shows "Vg € funs_term k. is_Val g — —public g"

(proof)

lemma Ana_Fu_keys_not_abs_terms:
fixes k::"(’fun, ’atom, ’sets) prot_term"
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assumes "Ana (Fun (Fu f) S) = (K, T)"

and "Anay f = (K’, T’)"

and "k € set K"

and "Vg € funs_term (Fun (Fu f) S). —is_Abs g"
shows "Vg € funs_term k. —is_Abs g"

(proof)

lemma Ana_Fu_keys_not_pairs:
fixes k::"(’fun, ’atom, ’sets) prot_term"
assumes "Ana (Fun (Fu f) S) = (K, T)"
and "Anay f = (K’, T’)"
and "k € set K"
and "Vg € funs_term (Fun (Fu f) S). g # Pair"
shows "Vg € funs_term k. g # Pair"

(proof)

lemma deduct_occurs_in_ik:
fixes t::"(’fun, ’atom, ’sets) prot_term"
assumes t: "M - occurs t"
and M: "Vs € subtermsse; M. OccursFact ¢ |J (funs_term ¢ set (snd (Ana s)))"
"V's € subtermsse: M. OccursSec ¢ |J (funs_term ‘ set (snd (Ana s)))"
"Fun OccursSec [] ¢ M"
shows "occurs t € M"

(proof)

lemma wellformed_transaction_sem_receives:
fixes T::"(’fun, ’atom, ’sets,’1bl) prot_transaction"
assumes T_valid: "wellformed_transaction T"
and Z: "strand_sem_stateful IK DB (unlabel (dual;ss: (transaction_strand T -jss¢ U))) I"
and s: "receive(t) € set (unlabel (transaction_receive T g5t ¥))"
shows "IK - t - I"

(proof)

lemma wellformed_transaction_sem_selects:
assumes T_valid: "wellformed_transaction T"
and 7: "strand_sem_stateful IK DB (unlabel (dual;ss: (transaction_strand T -ss¢ U))) I"
and "select(t,u) € set (unlabel (transaction_selects T -jsst U))"
shows "(t - Z, u - Z) € DB"
(proof )

lemma wellformed_transaction_sem_pos_checks:
assumes T _valid: "wellformed_transaction T"
and Z: "strand_sem_stateful IK DB (unlabel (dual;ss: (transaction_strand T -jss¢ ©¥))) I"
and "(t in u) € set (unlabel (transaction_checks T -ss1 ¥))"
shows "(t - Z, u - Z) € DB"
(proof)

lemma wellformed_transaction_sem_neg_checks:
assumes T_valid: "wellformed_transaction T"
and Z: "strand_sem_stateful IK DB (unlabel (dual;ss: (transaction_strand T -jss¢ U))) I"
and "NegChecks X [] [(t,u)] € set (unlabel (transaction_checks T -sst ¥9))"
shows "V{. subst_domain § = set X A ground (subst_range ) — (t - § -Z, u - - Z) ¢ DB" (is
and "X = [] = (¢t -Z, u - Z) ¢ DB" (is "?B =—> ?7B’")

{proof)

lemma wellformed_transaction_fv_in_receives_or_selects:
assumes T: "wellformed_transaction T"
and x: "x € fv_transaction T" "x ¢ set (transaction_fresh T)"
shows "x € fv;ss¢ (transaction_receive T) U fv;ss¢ (transaction_selects T)"

{proof)

lemma dual_transaction_ik_is_transaction_send’’:
fixes § Z::"(’a,’b,’c) prot_subst"
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assumes "wellformed_transaction T"
shows "(ikss+ (unlabel (dual;ss: (transaction_strand T -jsst 0))) -set L) ‘aset @ =
(trmsss¢ (unlabel (transaction_send T)) ‘set O ‘set L) -aset a" (is "PA = ?B")

{proof)

lemma while_prot_terms_fun_mono:
"mono (AM’. M U |J (subterms ¢ M’) U |J ((set o fst o Ana) ¢ M’))"
(proof)

lemma while_prot_terms_SMP_overapprox:
fixes M::"(’fun, ’atom, ’sets) prot_terms"
assumes N_supset: "M U |J (subterms ‘ N) U |J ((set o fst o Ana) ‘ N) C N"
and Value_vars_only: "Vx € fvge: N. I'y x = TAtom Value"
shows "SMP M C {a - § | a 6. a € N A Wteubst 0 N Wwltrms (sSubst_range §)}"
(proof)

2.3.5 The Protocol Transition System, Defined in Terms of the Reachable Constraints

definition transaction_fresh_subst where
"transaction_fresh_subst ¢ T A =
subst_domain o = set (transaction_fresh T) A
(Vt € subst_range o. dn. t = Fun (Val (m,False)) []) A
(Vt € subst_range o. t ¢ subtermsse: (trmsissi A)) A
(Vt € subst_range o. t ¢ subterms,e: (trms_tramsaction T)) A
inj_on o (subst_domain o)"

definition transaction_renaming_subst where
"transaction_renaming_subst a P A =
Jn > max_var_set (|J (vars_transaction ¢ set P) U vars;ss: A). o = var_rename n"

definition constraint_model where
"constraint_model 7 A =
constr_sem_stateful Z (unlabel A) A
interpretationsupst Z A
wfirms (subst_range Z)"

definition welltyped_constraint_model where
"welltyped_constraint_model T A = wtsubst L A constraint_model Z A"

lemma constraint_model_prefix:
assumes "constraint_model I (AG@GB)"
shows "constraint_model I A"

{proof)

lemma welltyped_constraint_model_prefix:
assumes "welltyped_constraint_model I (A@B)"
shows "welltyped_constraint_model I A"

{proof)

lemma constraint_model_Val_is_Value_term:
assumes "welltyped_constraint_model I A"
and "t - I = Fun (Val n) []"
shows "t = Fun (Val n) [] V (dm. t = Var (TAtom Value, m))"

(proof)

The set of symbolic constraints reachable in any symbolic run of the protocol P.
o instantiates the fresh variables of transaction T with fresh terms. « is a variable-renaming whose range
consists of fresh variables.

inductive_set reachable_constraints::
"(’fun,’atom, ’sets, ’1bl) prot = (’fun,’atom,’sets,’lbl) prot_constr set"
for P::"(’fun,’atom, ’sets, ’1bl) prot"

where
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init:
"[] € reachable_constraints P"
| step:
"[A € reachable_constraints P;
T € set P;
transaction_fresh_subst o T A;
transaction_renaming_subst a P A
]] —> A@dual;ss+ (transaction_strand T -sst 0 Os o) € reachable_constraints P"

2.3.6 Admissible Transactions

definition admissible_transaction_checks where
"admissible_transaction_checks T =
Vx € set (unlabel (transaction_checks T)).
is_Check x A
(is_InSet x —
is_Var (the_elem_term x) A is_Fun_Set (the_set_term x) A
fst (the_Var (the_elem_term x)) = TAtom Value) A
(is_NegChecks x —
bvarssstp x = [1 A
((the_eqgs x = [] N length (the_ins x) = 1) V
(the_ins x = [] A length (the_egs x) = 1))) A
(is_NegChecks x A the_eqs x = [] — (let h = hd (the_ins x) in
is_Var (fst h) A is_Fun_Set (snd h) A
fst (the_Var (fst h)) = TAtom Value))"

definition admissible_transaction_selects where
"admissible_transaction_selects T =
Vx € set (unlabel (transaction_selects T)).
is_InSet x A the_check x = Assign A is_Var (the_elem_term x) A is_Fun_Set (the_set_term x) A
fst (the_Var (the_elem_term x)) = TAtom Value"

definition admissible_transaction_updates where
"admissible_transaction_updates T =
Vx € set (unlabel (transaction_updates T)).
is_Update x A is_Var (the_elem_term x) A is_Fun_Set (the_set_term x) A
fst (the_Var (the_elem_term x)) = TAtom Value"

definition admissible_transaction_terms where
"admissible_transaction_terms T =
Wlirms’ arity (trms;ss: (transaction_strand T)) A
(Vf € U (funs_term ¢ trms_transaction T).
—is_Val £ A —is_Abs f A —is_PubConstSetType f A f # Pair A
—is_PubConstAttackType f A —is_PubConstBottom f A —is_PubConstOccursSecType f) A
(Vr € set (unlabel (transaction_strand T)).
(3f € | (funs_term ° (trmsssip r)). is_Attack f) —
(let t = the_msg r in is_Send r A is_Fun t A is_Attack (the_Fun t) A args t = []))"

definition admissible_transaction_occurs_checks where
"admissible_transaction_occurs_checks T = (
(Vx € fv_transaction T - set (transaction_fresh T). fst x = TAtom Value —
receive(occurs (Var x)) € set (unlabel (transaction_receive T))) A
(Vx € set (transaction_fresh T). fst x = TAtom Value —>
send(occurs (Var x)) € set (unlabel (transaction_send T))) A
(Vr € set (unlabel (transaction_receive T)). is_Receive r —
(OccursFact € funs_term (the_msg r) V OccursSec € funs_term (the_msg r)) —
(dx € fv_transaction T - set (transaction_fresh T).
fst x = TAtom Value A the_msg r = occurs (Var x))) A
(Vr € set (unlabel (transaction_send T)). is_Send r —
(OccursFact € funs_term (the_msg r) V OccursSec € funs_term (the_msg r)) —>
(dx € set (transaction_fresh T).
fst x = TAtom Value A the_msg r = occurs (Var x)))
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definition admissible_transaction where
"admissible_transaction T = (
wellformed_transaction T A
distinct (transaction_fresh T) A
list_all (Ax. fst x = TAtom Value) (transaction_fresh T) A
(Vx € vars;sst (transaction_strand T). is_Var (fst x) A (the_Var (fst x) = Value)) A
bvars;ss¢ (transaction_strand T) = {} A
(Vx € fv_transaction T - set (transaction_fresh T).
Vy € fv_transaction T - set (transaction_fresh T).
x #y — (Var x != Var y) € set (unlabel (transaction_checks T)) V
(Var y != Var x) € set (unlabel (transaction_checks T))) A
admissible_transaction_selects T A
admissible_transaction_checks T A
admissible_transaction_updates T A
admissible_transaction_terms T A
admissible_transaction_occurs_checks T

)n

lemma transaction_no_bvars:
assumes "admissible_transaction T"
shows "fv_transaction T = vars_transaction T"
and "bvars_transaction T = {}"

(proof)

lemma transactions_fv_bvars_disj:
assumes "V T € set P. admissible_transaction T"
shows "(|JT € set P. fv_tramsaction T) N (|JT € set P. bvars_transaction T) = {}"

{proof)

lemma transaction_bvars_no_Value_type:
assumes "admissible_transaction T"
and "x € bvars_transaction T"
shows "—TAtom Value C I', x"

{proof)

lemma transaction_receive_deduct:
assumes T_adm: "admissible_transaction T"
and 7: "constraint_model 7T (A@dual;ss: (transaction_strand T -jss¢t O 05 ))"
and o: "transaction_fresh_subst o T A"
and o: "transaction_renaming_subst a P A"
and t: "receive(t) € set (unlabel (transaction_receive T <55t 0 05 a))"
shows "ikjsst A ‘set Z H t - "

{proof)

lemma transaction_checks_db:
assumes T: "admissible_transaction T"
and 7Z: "constraint_model I (A@dual;ss; (transaction_strand T -jss¢t O 05 ))"
and o: "transaction_fresh_subst o T A"
and a: "transaction_renaming_subst a P A"
shows "(Var (TAtom Value, n) in Fun (Set s) []) € set (unlabel (transaction_checks T))
= (o (TAtom Value, n) - Z, Fun (Set s) []) € set (dbissi A I)"
(is "?A = 7B")
and "(Var (TAtom Value, n) not in Fun (Set s) []) € set (unlabel (transaction_checks T))
—> (a (TAtom Value, n) - Z, Fun (Set s) []) ¢ set (dbisst A I)"
(is "?C = ?7D")

(proof)

lemma transaction_selects_db:
assumes T: "admissible_transaction T"
and Z: "constraint_model Z (A@dual;ss: (transaction_strand T -sst 0 05 a))"
and o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst « P A"
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shows "select(Var (TAtom Value, n), Fun (Set s) []) € set (unlabel (transaction_selects T))
— (a (TAtom Value, n) - Z, Fun (Set s) []) € set (dbjsst A I)"
(is "?4 = 7B")
(proof)

lemma transactions_have_no_Value_consts:
assumes "admissible_transaction T"
and "t € subtermss.: (trms;ss: (transaction_strand T))"
shows "#a T. t = Fun (Val a) T" (is ?4)
and "fla T. t = Fun (Abs a) T" (is 7B)
(proof )

lemma transactions_have_no_Value_consts’:
assumes "admissible_transaction T"
and "t € trms;ss¢ (transaction_strand T)"
shows "#la T. Fun (Val a) T € subterms t"
and "Ba T. Fun (4bs a) T € subterms t"

{proof)

lemma transactions_have_no_PubConsts:
assumes "admissible_transaction T"
and "t € subtermsge; (trms;ss: (transaction_strand T))'"
shows "fla T. t = Fun (PubConstSetType a) T" (is 7A)
and "f#la T. t = Fun (PubConstAttackType a) T" (is 7B)
and "fla T. t = Fun (PubConstBottom a) T" (is 7C)
and "f#la T. t = Fun (PubConstOccursSecType a) T" (is 7D)

(proof)

lemma transactions_have_no_PubConsts’:
assumes "admissible_transaction T"
and "t € trms;ss¢ (transaction_strand T)"
shows "f#la T. Fun (PubConstSetType a) T € subterms t"
and "#a T. Fun (PubConstAttackType a) T € subterms t"
and "#a T. Fun (PubConstBottom a) T € subterms t"
and "#la T. Fun (PubConstOccursSecType a) T € subterms t"

(proof)

lemma transaction_inserts_are_Value_vars:
assumes T _valid: "wellformed_transaction T"
and "admissible_transaction_updates T"
and "insert(t,s) € set (unlabel (transaction_strand T))"
shows "dn. t = Var (TAtom Value, n)"
and "Ju. s = Fun (Set u) []"

{proof)

lemma transaction_deletes_are_Value_vars:
assumes T _valid: "wellformed_transaction T"
and "admissible_transaction_updates T"
and "delete(t,s) € set (unlabel (transaction_strand T))"
shows "dn. t = Var (TAtom Value, n)"
and "Ju. s = Fun (Set u) []"

(proof)

lemma transaction_selects_are_Value_vars:
assumes T_valid: "wellformed_transaction T"
and "admissible_transaction_selects T"
and "select(t,s) € set (unlabel (transaction_strand T))"
shows "Jn. t = Var (TAtom Value, n) A (TAtom Value, n) ¢ set (transaction_fresh T)" (is 74)
and "Ju. s = Fun (Set u) []" (is 7B)
(proof)

lemma transaction_inset_checks_are_Value_vars:
assumes T_valid: "wellformed_transaction T"
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and "admissible_transaction_checks T"
and "(t in s) € set (unlabel (transaction_strand T))"

shows "3In. t = Var (TAtom Value, n) A (TAtom Value, n) ¢ set (tramsaction_fresh T)" (is ?4)
s

and "du.
(proof )

= Fun (Set u) []" (is 7B)

lemma transaction_notinset_checks_are_Value_vars:
assumes T_valid: "wellformed_transaction T"
and "admissible_transaction_checks T"
and "VX(V#: F V¢: G) € set (unlabel (transaction_strand T))"
and "(t,s) € set G"

shows "3In. t = Var (TAtom Value, n) A (TAtom Value, n) ¢ set (tramsaction_fresh T)" (is ?4)
s

and "du.

(proof)

= Fun (Set u) []" (is 7B)

lemma admissible_transaction_strand_step_cases:
assumes T_adm: "admissible_transaction T"

shows "r € set (unlabel (transaction_receive T)) = Jt. r = receive(t)"

(is "?4 — 7A°")
and "r € set (unlabel (transaction_selects T)) —
dx s. r = select(Var x, Fun (Set s) []) A

fst x = TAtom Value N x € fv_transaction T - set (transaction_fresh T)"

(is "?B = ?7B’")
and "r € set (unlabel (transaction_checks T)) —>

(3x s. (r = (Var x in Fun (Set s) []) V r = (Var x not in Fun (Set s) []1)) A
fst x = TAtom Value N x € fv_transaction T - set (transaction_fresh T)) V

(s t. r=(s==t) Vr={(s!I=t)"
(is "?C = 7C’")
and "r € set (unlabel (transaction_updates T)) —

Jx s. (r = insert(Var x, Fun (Set s) []) V r = delete(Var x, Fun (Set s) [1)) A

fst x = TAtom Value"
(is "?D = 7D’")
and "r € set (unlabel (tramsaction_send T)) =—> Jt. r = send(t)"
(is "?E == 7E’")
(proof)

lemma transaction_Value_vars_are_fv:
assumes "admissible_transaction T"
and "x € vars_transaction T"
and "I'y, x = TAtom Value"
shows "x € fv_transaction T"

(proof)

lemma protocol_transaction_vars_TAtom_typed:
assumes P: "admissible_transaction T"

shows "Vx € vars_transaction T. Iy, x = TAtom Value V (da. I'y x = TAtom (Atom a))"
and "Vx € fv_transaction T. I'y, x = TAtom Value V (Ja. I'y, x = TAtom (Atom a))"

and "Vx € set (transaction_fresh T). I'y, x = TAtom Value"
(proof)

lemma protocol_transactions_no_pubconsts:
assumes "admissible_transaction T"
shows "Fun (Val (n,True)) S ¢ subtermss.; (trms_transaction T)"

{proof)

lemma protocol_transactions_no_abss:
assumes "admissible_transaction T"
shows "Fun (Abs n) S ¢ subterms,e: (trms_transaction T)"

(proof)

lemma admissible_transaction_strand_sem_fv_ineq:
assumes T_adm: "admissible_transaction T"

and Z: "strand_sem_stateful IK DB (unlabel (dual;ss: (transaction_strand T -jss¢ U)))

I"
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and x: "x € fv_transaction T - set (transaction_fresh T)"
and y: "y € fv_transaction T - set (transaction_fresh T)"

and x_not_y: "x # y"
shows "V x - Z #9 y - I"
(proof )

lemma admissible_transactions_wfirms:
assumes "admissible_transaction T"
shows "wfirms (trms_transaction T)"

{proof)

lemma admissible_transaction_no_Ana_Attack:
assumes "admissible_transaction_terms T"
and "t € subtermss.: (trms_transaction T)"
shows "attack(n) ¢ set (snd (4dna t))"

(proof)

lemma admissible_transaction_occurs_fv_types:
assumes "admissible_transaction T"
and "x € vars_transaction T"

shows "Ja. I' (Var x) = TAtom a A I' (Var x) # TAtom OccursSecType"

(proof)

lemma admissible_transaction_Value_vars:
assumes T: "admissible_transaction T"
and x: "x € fv_transaction T"
shows "I', x = TAtom Value"

(proof)

2.3.7 Lemmata: Renaming and Fresh Substitutions

lemma transaction_renaming_subst_is_renaming:
fixes «::"(’fun,’atom, ’sets) prot_subst"
assumes "transaction_renaming_subst o P A"
shows "dm. « (7,n) = Var (7,n+Suc m)"

{proof)

lemma transaction_renaming subst_is_renaming’:
fixes «::"(’fun,’atom, ’sets) prot_subst"
assumes "transaction_renaming_subst o P A"
shows "Jy. a x = Var y"

{proof)

lemma transaction_renaming_subst_vars_disj:
fixes «::"(’fun,’atom, ’sets) prot_subst"
assumes "transaction_renaming_subst o P A"

shows "fvgse: (@ ¢ (U (vars_transaction ¢ set P))) N (U (vars_transaction ¢ set P)) = {}" (is 74)

and "fvse: (o ¢ varsjsst A) N vars;sse A = {}" (is ?B)

and "T € set P = vars_transaction T N range_vars a = {}" (is "T € set P = 7C1")

and "T € set P = bvars_transaction T N range_vars o

{}" (is "T € set P — 7C2")

and "T € set P = fv_transaction T N range_vars a = {}" (is "T € set P = 7C3")

and "vars;ss: A N range_vars « = {}" (is 7D1)
and "bvars;ss¢+ A N range_vars o = {}" (is 7D2)
and "fv;ss¢ A N range_vars o = {}" (is ?D3)

(proof)

lemma transaction_renaming_subst_wt:
fixes «::"(’fun,’atom, ’sets) prot_subst"
assumes "transaction_renaming_subst o P A"
shows "wtgsyupst a"

{proof)

lemma transacti on_renaming_subst_is_wf_trm:
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fixes «::"(’fun,’atom, ’sets) prot_subst"
assumes "transaction_renaming_subst o P A"
shows "wfirm (a0 v)"

(proof)

lemma transaction_renaming_subst_range_wf_trms:
fixes «::"(’fun,’atom, ’sets) prot_subst"
assumes "transaction_renaming_subst o P A"
shows "wfi,y,s (subst_range )"

{proof)

lemma transaction_renaming_subst_range_notin_vars:
fixes «::"(’fun,’atom, ’sets) prot_subst"
assumes "transaction_renaming_subst a P A"
shows "Jy. a x = Var y A y ¢ | (vars_transaction ‘ set P) U vars;ss; A"

(proof)

lemma transaction_renaming_subst_var_obtain:
fixes «::"(’fun,’atom,’sets) prot_subst"
assumes x: "x € fvgsr (S 55t )"
and «: "transaction_renaming_subst « P A"
shows "Jy. a y = Var x"

{proof)

lemma transaction_fresh_subst_is_wf_trm:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
shows "wfirm (o V)"

{proof)

lemma transaction_fresh_subst_wt:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
and "Vx € set (transaction_fresh T). I'y, x = TAtom Value"
shows "wtsupst 0"

(proof)

lemma transaction_fresh_subst_domain:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes '"transaction_fresh_subst o T A"
shows "subst_domain o = set (transaction_fresh T)"

(proof)

lemma transaction_fresh_subst_range_wf_trms:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes '"transaction_fresh_subst o T A"
shows "wfirys (subst_range o)"

(proof)

lemma transaction_fresh_subst_range_fresh:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes '"transaction_fresh_subst o T A"
shows "Vt € subst_range o. t ¢ subtermsge¢ (trmsiss¢ A)"

and "Vt € subst_range o. t ¢ subterms..; (trms;ss: (transaction_strand T))"

(proof)

lemma transaction_fresh_subst_sends_to_val:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
and "y € set (transaction_fresh T)"
obtains n where "o y = Fun (Val n) []" "Fun (Val n) [] € subst_range o"

(proof)
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lemma transaction_fresh_subst_sends_to_val’:
fixes o «::"(’fun,’atom,’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
and "y € set (transaction_fresh T)"
obtains n where "(o o; @) y - Z = Fun (Val n) []" "Fun (Val n) [] € subst_range o"

(proof)

lemma transaction_fresh_subst_grounds_domain:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
and "y € set (transaction_fresh T)"
shows "fv (o y) = {}"
(proof)

lemma transaction_fresh_subst_transaction_renaming_subst_range:
fixes o «::"(’fun,’atom,’sets) prot_subst"
assumes "transaction_fresh_subst o T A" "transaction_renaming_subst « P A"
shows "x € set (tramsaction_fresh T) —> dn. (o os a) x = Fun (Val (n,False)) []"
and "x ¢ set (tramsaction_fresh T) —> Jy. (o os, a) x = Var y"

(proof)

lemma transaction_fresh_subst_transaction_renaming_subst_range’:
fixes 0 «::"(’fun,’atom,’sets) prot_subst"
assumes "transaction_fresh_subst o T A" "transaction_renaming_subst « P A"
and "t € subst_range (o os a)"
shows "(dn. t = Fun (Val (n,False)) []) V (Ix. t = Var x)"
(proof)

lemma transaction_fresh_subst_transaction_renaming_subst_range’’:
fixes ¢ a::"(’fun, ’atom, ’sets) prot_subst"
assumes s: "transaction_fresh_subst o T A" "transaction_renaming_subst a P A"
and y: "y € fv ((0 o5 o) x)"
shows "o x = Var x"
and "a x = Var y"
and "(o os, a) x = Var y"

(proof)

lemma transaction_fresh_subst_transaction_renaming_subst_vars_subset:

fixes ¢ a::"(’fun, ’atom, ’sets) prot_subst"

assumes o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst a P A"

shows "|J (fv_transaction ¢ set P) C subst_domain (o os a)" (is 74)
and "fv;ss¢ A C subst_domain (o os «)" (is 7B)
and "T’ € set P —> fv_transaction T’ C subst_domain (o os «)" (is "T’ € set P —> 7C")
and "T’ € set P = fv;ss: (transaction_strand T’ -ss+ (0 os o)) C range_vars (o os a)"

(is "T’ € set P = ?7D")

(proof)

lemma transaction_fresh_subst_transaction_renaming_subst_vars_disj:
fixes 0 «::"(’fun,’atom,’sets) prot_subst"
assumes o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst o P A"
shows "fvge: ((0 o5 a) ¢ (|J (vars_transaction ¢ set P))) N (|J (vars_transaction ¢ set P)) = {}"
(is ?74)
and "x € |J (vars_transaction ¢ set P) = fv ((0 o5 a) x) N (|J (vars_transaction ¢ set P)) = {}"
(is "?B’ — 7B")
and "T’ € set P — vars_transaction T’ N range_vars (o os a) = {}" (is "T’ € set P — 7C1")
and "T’ € set P — bvars_transaction T’ N range_vars (o oy a) = {}" (is "T’ € set P — 7C2")
and "T’ € set P —> fv_transaction T’ N range_vars (o os a) = {}" (is "T’ € set P — 7C3")
and "vars;ss: A N range_vars (o os o) = {}" (is ?D1)
and "bvars;ssi A N range_vars (o os a) = {}" (is 7D2)
and "fv;ss: A N range_vars (o o, a) = {}" (is ?D3)
(proof)
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lemma transaction_fresh_subst_transaction_renaming_subst_trms:
fixes ¢ a::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A" "transaction_renaming_subst « P A"
and "bvars;ss¢ S N subst_domain o = {}"
and "bvars;ss¢ S (N subst_domain « = {}"
shows "subtermsse: (trmsi;sst (S -1sst (0 05 a))) = subtermsser (trmsisst S) ‘set (0 05 a)"

(proof)

lemma transaction_fresh_subst_transaction_renaming_ wt:
fixes 0 «::"(’fun,’atom,’sets) prot_subst"
assumes "transaction_fresh_subst o T A" "transaction_renaming_subst o P A"
and "Vx € set (transaction_fresh T). I'y, x = TAtom Value"
shows "Wwtsubst (0 05 )"

(proof)

lemma transaction_fresh_subst_transaction_renaming_fv:
fixes 0 a::"(’fun, ’atom, ’sets) prot_subst"
assumes o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst a P A"
and x: "x € fvisst (dual;ss¢ (transaction_strand T -jss¢ 0 05 a))"
shows "dJy € fv_transaction T - set (transaction_fresh T). (o os a) y = Var x"

{proof)

lemma transaction_fresh_subst_transaction_renaming_subst_occurs_fact_send_receive:
fixes t::"(’fun,’atom, ’sets) prot_term"
assumes o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst o P A"
and T: "wellformed_transaction T"
shows "send(occurs t) € set (unlabel (transaction_strand T ‘jss¢t 0 Os «))
= Js. send(occurs s) € set (unlabel (transaction_send T)) At =35 -0 o5 a"
(is "7A = 74°")
and "receive(occurs t) € set (unlabel (transaction_strand T -sst 0 05 @))
= Is. receive(occurs s) € set (unlabel (transaction_receive T)) At =s - 0 o5 "
(is "?B = ?B’")

(proof)

lemma transaction_fresh_subst_proj:
assumes "transaction_fresh_subst o T A"
shows "transaction_fresh_subst ¢ (transaction_proj n T) (proj n A)"

{proof)

lemma transaction_renaming_subst_proj:
assumes "transaction_renaming_subst o P A"
shows "transaction_renaming subst « (map (transaction_proj n) P) (proj n A)"

(proof)

lemma protocol_transaction_wf_subst:
fixes o «::"(’fun,’atom,’sets) prot_subst"
assumes T: "wf’g,s: (set (transaction_fresh T)) (unlabel (dual;ss: (transaction_strand T)))"
and o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst o P A"
shows "wf’,.: {} (unlabel (dual;,s:+ (transaction_strand T -jss¢t O 05 )))"

{proof)

2.3.8 Lemmata: Reachable Constraints

lemma reachable_constraints_wfiyrms:
assumes "V T € set P. wfirms (trms_transaction T)"
and "A € reachable_constraints P"
shows "wfirms (trmsisse A)"
(proof )
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lemma reachable_constraints_TAtom_types:
assumes "A € reachable_constraints P"
and "VT € set P. Vx € set (transaction_fresh T). I', x = TAtom Value"
shows "I'y, ¢ fvisst A C (UT € set P. Iy, ¢ fv_transaction T)" (is "7A4 A")
and "I'y, ¢ bvars;sst A C (JT € set P. I'y, ¢ bvars_transaction T)" (is "7?B A")
and "T', ¢ vars;sst A C (UT € set P. T, ¢ vars_transaction T)" (is "?C A")
(proof)

lemma reachable_constraints_no_bvars:
assumes A: "A € reachable_constraints P"
and P: "VT € set P. bvars;ss: (transaction_strand T) = {}"
shows "bvars;ss¢: A = {}"
(proof)

lemma reachable_constraints_fv_bvars_disj:
assumes A_reach: "A € reachable_constraints P"
and P: "VS € set P. admissible_transaction S"
shows "fv;sst A N bvars;sst A = {}"
(proof)

lemma reachable_constraints_vars_TAtom_typed:
assumes A_reach: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
and x: "x € vars;sst A"
shows "I', x = TAtom Value V (da. I'y, x = TAtom (Atom a))"
(proof )

lemma reachable_constraints_Value_vars_are_fv:
assumes A_reach: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
and x: "x € vars;sst A"
and "I'y x = TAtom Value"
shows "x € fviss¢ A"
(proof)

lemma reachable_constraints_subterms_subst:
assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model T A"
and P: "VT € set P. admissible_transaction T"
shows "subtermsse: (trmsisst (A -1sst L)) = (subtermsser (trmsisst A)) ‘set Z"
(proof)

lemma reachable_constraints_val_funs_private:
assumes A_reach: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
and f: "f € |J (funs_term ° trmsiss: A)"
shows "is_Val f =— -public f"
and "-is_Abs f"
{proof)

lemma reachable_constraints_occurs_fact_ik_case:
assumes A_reach: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
and occ: "occurs t € ikjsst A"
shows "dn. t = Fun (Val (n,False)) []"

(proof)
lemma reachable_constraints_occurs_fact_send_ex:
assumes A_reach: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"

and x: "I'y x = TAtom Value" "x € fvisst A"

shows "send(occurs (Var x)) € set (unlabel A)"
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(proof)

lemma reachable_constraints_db;ssi_set_args_empty:
assumes A: "A € reachable_constraints P"
and PP: "list_all wellformed_transaction P"
and admissible_transaction_updates:

"let £ = (AT. Vx € set (unlabel (transaction_updates T)).
is_Update x A is_Var (the_elem_term x) A is_Fun_Set (the_set_term x) A
fst (the_Var (the_elem_term x)) = TAtom Value)

in list_all f P"

and d: "(t, s) € set (dbisst A I)"
shows "dss. s = Fun (Set ss) []"
(proof)

lemma reachable_constraints_occurs_fact_ik_ground:
assumes A_reach: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
and t: "occurs t € ikjsst A"
shows "fv (occurs t) = {}"

(proof)

lemma reachable_constraints_occurs_fact_ik_funs_terms:
fixes A::"(’fun, ’atom, ’sets, ’1bl) prot_constr"
assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model I A"
and P: "VT € set P. admissible_transaction T"
shows "Vs € subtermsse: (ikisst A ‘set I). OccursFact ¢ |J (funs_term ¢ set (snd (4na s)))" (is "?A A")
and "Vs € subtermsset (ikisst A ‘set I). OccursSec ¢ |J (funs_term ¢ set (snd (Ana s)))" (is "7B A")
and "Fun OccursSec [] ¢ ikisst A -sex I" (is "?C A")
and "Vx € vars;sst A. I x # Fun OccursSec []" (is "?D A")
(proof)

lemma reachable_constraints_occurs_fact_ik_subst_aux:
assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model I A"
and P: "VT € set P. admissible_transaction T"
and t: "t € ikiss¢e A" "t - I = occurs s"
shows "Ju. t = occurs u"

(proof)

lemma reachable_constraints_occurs_fact_ik_subst:
assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model I A"
and P: "VT € set P. admissible_transaction T"
and t: "occurs t € ikjysst A set I"
shows "occurs t € ikjsst A"

{proof)

lemma reachable_constraints_occurs_fact_send_in_ik:
assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model I A"
and P: "VT € set P. admissible_transaction T"
and x: "send(occurs (Var x)) € set (unlabel A)"
shows "occurs (I x) € ikjss¢ A"

(proof)

lemma reachable_contraints_fv_bvars_subset:
assumes A: "A € reachable_constraints P"
shows "bvars;ss¢ A C (UT € set P. bvars_transaction T)"

(proof)

lemma reachable_contraints_fv_di s5j:
assumes A: "A € reachable_constraints P"
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shows "fviss: A N (UT € set P. bvars_tramsaction T) = {}"
(proof )

lemma reachable_contraints_fv_bvars_disj:
assumes P: "VT € set P. wellformed_transaction T"
and A: "A € reachable_constraints P"
shows "fviss¢ A N bvars;sse A = {}"

(proof)

lemma reachable_constraints_wf:
assumes P:
"YT € set P. wellformed_transaction T"
"YT € set P. wfirms’ arity (trms_transaction T)"
and A: "A € reachable_constraints P"
shows "wfss; (unlabel A)"
and "wfirms (trmsisse A)"

(proof)

lemma reachable_constraints_no_Ana_Attack:
assumes A: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
and t: "t € subtermsse: (ikjss¢ A)"
shows "attack(n) ¢ set (snd (Ana t))"
(proof)

lemma constraint_model_Value_term_is_Val:
assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model I A"
and P: "VT € set P. admissible_transaction T"
and x: "I'y x = TAtom Value" "x € fvisst A"
shows "dn. I x = Fun (Val (n,False)) []"
(proof )

lemma constraint_model_Value_term_is_Val’:
assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model I A"
and P: "VT € set P. admissible_transaction T"
and x: "(TAtom Value, m) € fviss; A"
shows "dn. I (TAtom Value, m) = Fun (Val (n,False)) []"
(proof)

lemma constraint_model_Value_var_in_constr_prefix:
assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model T A"
and P: "VT € set P. admissible_transaction T"
shows "Vx € fviss¢e A. T’y x = TAtom Value
— (3B. prefix B AN x ¢ fvisst B N L x € subtermsse: (trms;ss¢ B))"
(proof)

lemma admissible_transaction_occurs_checks_prop:
assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model T A"
and P: "VT € set P. admissible_transaction T"
and f: "f € |J (funs_term ¢ (Z ¢ fviest A))"
shows "is_Val f = —public f"
and "—is_Abs f"
{proof)

lemma admissible_transaction_occurs_checks_prop’:

assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model 7 A"

and P: "VT € set P. admissible_transaction T"
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and f: "f € |J (funs_term ‘ (T ° fvisst A"
shows "#n. f = Val (n,True)"
and "#n. £ = Abs n"

(proof)

lemma transaction_var_becomes_Val:
assumes A_reach: "A@dual;;s: (transaction_strand T ;ss¢ 0 05 &) € reachable_constraints P"
and Z: "welltyped_constraint_model Z (.A@dual;ss; (transaction_strand T -;ss¢ 0 05 a))"

and o: "transaction_fresh_subst o T A"

and «: "transaction_renaming _subst a P A"

and P: "VT € set P. admissible_transaction T"

and T: "T € set P"

and x: "x € fv_transaction T" "fst x = TAtom Value"

shows "3In. Fun (Val (n,False)) [] = (0 os a) x - I"
(proof )

lemma reachable_constraints_SMP_subset:
assumes A: "A € reachable_constraints P"
and P: "VT € set P. Vx € set (transaction_fresh T). I', x = TAtom Value"
shows "SMP (trms;sst A) C SMP (UT € set P. trms_transaction T)" (is "?7A A")
and "SMP (pair‘setopsss: (unlabel A)) C SMP (|JTE€set P. pair‘setops_transaction T)" (is "?B A")

(proof)

lemma reachable_constraints_no_Pair_fun:
assumes A: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
shows "Pair ¢ |J (funs_term ¢ SMP (trms;ss: A))"

(proof)

lemma reachable_constraints_setops_form:
assumes A: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
and t: "t € pair ¢ setopsss: (unlabel A)"
shows "dJc s. t = pair (c, Fun (Set s) []) AN T ¢ = TAtom Value"

{proof)

lemma reachable_constraints_setops_type:
fixes t::"(’fun,’atom, ’sets) prot_term"
assumes A: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
and t: "t € pair ¢ setopsss: (unlabel A)"
shows "I' t = TComp Pair [TAtom Value, TAtom SetType]"

(proof)

lemma reachable_constraints_setops_same_type_if_unifiable:
assumes A: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
shows "Vs € pair ¢ setopsss:t (unlabel A). Vt € pair
(36. Unifier § s t) — ' s =T t"
(is "?P A")

(proof)

[4

setopsss: (unlabel A).

lemma reachable_constraints_setops_unfiable_if_wt_instance_unifiable:
assumes A: "A € reachable_constraints P"
and P: "VT € set P. admissible_transaction T"
shows "Vs € pair ¢ setopsss+ (unlabel A). Vt € pair ‘ setopsss:+ (unlabel A).
(o ¥ 0. Wtsubst 0 N Wtsubst O A Wfirms (sSubst_range o) A wfirms (subst_range ¥) A
Unifier 9o (s - o) (t - 9))
— (39. Unifier § s t)"

¢

(proof)

lemma reachable_constraints_tfr:
assumes M:
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"M = |JT € set P. trms_transaction T"
"has_all_wt_instances_of I' M N"
"finite N"
"tfrse:e N"
"th"ms N
and P:
"YT € set P. admissible_transaction T"
"VT € set P. list_all tfrgs:p (unlabel (transaction_strand T))"
and A: "A € reachable_constraints P"
shows "tfrss: (unlabel A)"

(proof)

lemma reachable_constraints_tfr’:
assumes M:
"M = UT € set P. trms_transaction T U pair’ Pair
"has_all_wt_instances_of I' M N"
"finite N"
"tfrsee N"
"Wwftrms N"
and P:
"YT € set P. Vx € set (transaction_fresh T). I, x = TAtom Value"
"YT € set P. wfirms’ arity (trms_transaction T)"
"VT € set P. list_all tfrgs:p (unlabel (transaction_strand T))"
and A: "A € reachable_constraints P"
shows "tfrss; (unlabel A)"

{proof)

¢ setops_transaction T"

lemma reachable_constraints_typing_condss::
assumes M:
"M = |JT € set P. trms_tramsaction T U pair’ Pair
"has_all_wt_instances_of I' M N"

¢ setops_transaction T"

"finite N"
"tfrse:e N"
"Wwftrms N"
and P:
"YT € set P. wellformed_transaction T"
"VT € set P. wfirms’ arity (trms_transaction T)"
"YT € set P. Vx € set (tramnsaction_fresh T). I, x = TAtom Value"
"VT € set P. list_all tfrgs;p (unlabel (transaction_strand T))"

and A: "A € reachable_constraints P"
shows "typing_condss: (unlabel A)"

(proof)

context
begin
private lemma reachable_constraints_par_comp;sst_aux:
fixes P
defines "Ts = concat (map transaction_strand P)"
assumes P_fresh_wf: "VT € set P. Vx € set (tramsaction_fresh T). I', x = TAtom Value"
(is "VT € set P. ?fresh_wf T")
and A: "A € reachable_constraints P"
shows "Vb € set (dual;ss¢ A). Ja € set Ts. I6. b = a -sstp 0 A
Wtsubst 0 A WEirms (subst_range §) A
(Vt € subst_range 6. (Ix. t = Var x) V (Jc. t = Fun ¢ []))"
(is "Vb € set (dual;ss¢ A). Ja € set Ts. ?P b a')

(proof)
lemma reachable_constraints_par_comp;sst¢:
fixes P
defines "f AM. {t -5 |t d. t €M A wtsupst 0 N WEirms (subst_range 6) A fv (t - )

and "Ts = concat (map transaction_strand P)"
assumes P_pc: "comp_par_comp;ss; public arity Ana I' Pair Ts M S"
and P_wf: "VT € set P. Vx € set (transaction_fresh T). I'y, x = TAtom Value"
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and A: "A € reachable_constraints P"
shows "par_comp;ss: A ((f (set S)) - {m. intruder_synth {} m})"
(proof)

end

lemma reachable_constraints_par_comp_constr:

fixes P f S

defines "f = AM. {t - 6 | t 0. t € M A Wtsubst 0 A Wftrms (subst_range §) A fv (t - ) = {}}"
and "Ts = concat (map transaction_strand P)"
and "Sec = (f (set S)) - {m. intruder_synth {} m}"
and "M = |JT € set P. trms_transaction T U pair’ Pair

assumes M:

"has_all_wt_instances_of I'" M N"

¢ setops_transaction T"

"finite N"
"tfrse:e N"
"Wftr'ms N
and P:
"YT € set P. wellformed_transaction T"
"YT € set P. wfirms’ arity (trms_transaction T)"
"YT € set P. Vx € set (transaction_fresh T). I, x = TAtom Value"
"VT € set P. list_all tfrgs;p (unlabel (transaction_strand T))"

"comp_par_comp;ss+ public arity Ana I' Pair Ts M_fun S"
and A: "A € reachable_constraints P"
and Z: "constraint_model I A"
shows "37.. welltyped_constraint_model Z,. A A
((Vn. welltyped_constraint_model Z, (proj n A)) V
(3A’. prefix A’ A N strand_leaks;ss: A’ Sec Z;))"

(proof)

end

end

2.4 Term Variants (Term_Variants)

theory Term_Variants
imports Stateful_Protocol_Composition_and_Typing.Intruder_Deduction
begin

fun term_variants where
"term_variants P (Var x) = [Var x]"
| "term_variants P (Fun £ T) = (
let S = product_lists (map (term_variants P) T)
in map (Fun f) S@concat (map (Ag. map (Fun g) S) (P f)))"

inductive term_variants_pred where
term_variants_Var:
"term_variants_pred P (Var x) (Var x)"
| term_variants_P:
"[length T = length S; Ai. i < length T —> term_variants_pred P (T ! i) (S ! i); g € set (P f)]
— term_variants_pred P (Fun f T) (Fun g S)"
| term_variants_Fun:
"[length T = length S; Ai. i < length T —> term_variants_pred P (T ! i) (S ! i)]
— term_variants_pred P (Fun f T) (Fun f S)"

lemma term_variants_pred_inv:
assumes "term_variants_pred P (Fun f T) (Fun h S)"
shows "length T = length S"
and "Ai. i < length T —> term_variants_pred P (T ! i) (S ! i)"
and "f # h = h € set (P )"
(proof)
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lemma term_variants_pred_inv’:
assumes "term_variants_pred P (Fun f T) t"
shows "is_Fun t"
and "length T = length (args t)"
and "Ai. i < length T —> term_variants_pred P (T ! i) (args t ! i)"
and "f # the_Fun t —> the_Fun t € set (P f)"
and "P = (A\_. [1)(g := [h]) = f # the_Fun t =—> f = g A the_Fun t = h"
(proof)

lemma term_variants_pred_inv’’:
assumes "term_variants_pred P t (Fun f T)"
shows "is_Fun t"
and "length T = length (args t)"
and "Ai. i < length T —> term_variants_pred P (args t ! i) (T ! i)"
and "f # the_ Fun t = f € set (P (the_Fun t))"
and "P = (A_. [1)(g := [h]) = f # the_Fun t =—> f = h A the_Fun t = g"
{proof)

lemma term_variants_pred_inv_Var:
"term_variants_pred P (Var x) t <— t = Var x"
"term_variants_pred P t (Var x) <— t
(proof)

Var x"

lemma term_variants_pred_inv_const:
"term_variants_pred P (Fun ¢ []) t <— ((3g € set (Pc). t =Fun g []) V (t = Fun c []))"
(proof)

lemma term_variants_pred_refl: "term_variants_pred P t t"
{proof)

lemma term_variants_pred_refl_inv:
assumes st: "term_variants_pred P s t"
and P: "Vf. Vg € set (P f). f = g"
shows "s = t"

{proof)

lemma term_variants_pred_const:
assumes "b € set (P a)"
shows "term_variants_pred P (Fun a []) (Fun b [])"

(proof)

lemma term_variants_pred_const_cases:
"P a # [] = term_variants_pred P (Fun a []) t +—
(t =Fun a [J] V (b € set (Pa). t =Fun b []))"
"P a = [] = term_variants_pred P (Fun a []) t <— t = Fun a []"
(proof)

lemma term_variants_pred_param:
assumes "term_variants_pred P t s"
and fg: "f =g V g € set (P £)"
shows "term_variants_pred P (Fun f (SOt#T)) (Fun g (S@s#T))"
(proof)

lemma term_variants_pred_Cons:
assumes t: "term_variants_pred P t s"
and T: "term_variants_pred P (Fun f T) (Fun f S)"
and fg: "f =g V g € set (P )"
shows "term_variants_pred P (Fun f (t#T)) (Fun g (s#S))"
(proof)

lemma term_variants_pred_dense:
fixes P Q::"’a set" and fs gs::"’a list"
defines "P_fs x = if x € P then fs else []"
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and "P_gs x if x € P then gs else []"
and "Q_fs x if x € Q then fs else []"
assumes ut: "term_variants_pred P_fs u t"
and g: "g € Q" "g € set gs"
shows "Jds. term_variants_pred P_gs u s A term_variants_pred (_fs s t"

(proof)

lemma term_variants_pred_dense’:
assumes ut: "term_variants_pred ((A_. [])(a := [b])) u t"
shows "ds. term_variants_pred ((A_. [])(a := [c])) us A
term_variants_pred ((A_. [])(c := [b])) s t"

(proof)

lemma term_variants_pred_eq_case:
fixes t s::"(’a,’b) term"
assumes "term_variants_pred P t s" "Vf € funs_term t. P f = []"
shows "t = s"

(proof)

lemma term_variants_pred_subst:

assumes "term_variants_pred P t s"

shows "term_variants_pred P (t - §) (s - §)"
{proof)

lemma term_variants_pred_subst’:
fixes t s::"(’a,’b) term" and §::"(’a,’b) subst"
assumes "term_variants_pred P (t - §) s"

and "Vx € fv t U fv s. (dy. d x =Var y) V (If. § x =Fun £ [J] NP £ = [])"

shows "Ju. term_variants_pred Pt u A s =u - 0"
(proof)

lemma term_variants_pred_iff_in_term_variants:
fixes t::"(’a,’b) term"
shows "term_variants_pred Pt s <— s € set (term_variants P t)"
(is "?7A t s «— 7B t s")
(proof)

lemma term_variants_pred_finite:
"finite {s. term_variants_pred P t s}"

(proof)

lemma term_variants_pred_fv_eq:
assumes "term_variants_pred P s t"
shows "fv s = fv t"

(proof)

lemma (in intruder_model) term_variants_pred_wf_trms:
assumes "term_variants_pred P s t"
and "Af g. g € set (P f) = arity f = arity g"
and "wfirm S"
shows "wfipm t"

(proof)

lemma term_variants_pred_funs_term:
assumes "term_variants_pred P s t"
and "f € funs_term t"
shows "f € funs_term s V (dg € funs_term s. f € set (P g))"

(proof)

end
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2.5 Term Implication (Term_Implication)

theory Term_Implication
imports Stateful_Protocol_Model Term_Variants
begin

2.5.1 Single Term Implications

definition timpl_apply_term ("(_ -->» _){_)") where
"(a --> b)(t) = term_variants ((A_. [])(Abs a := [Abs b])) t"

definition timpl_apply_terms ("(_ --> _){_)set") where
"(a == b){M)set = |J ((set o timpl_apply_term a b)  M)"

lemma timpl_apply_Fun:
assumes "Ai. i < length T => S ! i € set (a —=> b)(T ! i)"
and "length T = length S"
shows "Fun f S € set (a -->» b){Fun f T)"

(proof)

lemma timpl_apply_Abs:
assumes "Ai. i < length T = S ! i € set (a —=> b)(T ! i)"
and "length T = length S"
shows "Fun (Abs b) S € set (a --> b)(Fun (Abs a) T)"

{proof)

lemma timpl_apply_refl: "t € set (a -—> b)(t)"
(proof)

lemma timpl_apply_const: "Fun (Abs b) [] € set (a --» b)(Fun (Abs a) [])"
{proof)

lemma timpl_apply_const’:
"c = a = set (a -—> b)(Fun (4bs c¢) []) = {Fun (Abs b) [], Fun (Abs c) [I}"
"c # a =—> set (a -——» b)(Fun (Abs c) []) = {Fun (Abs c) [I}"

(proof)

lemma timpl_apply_term_subst:
"s € set (a —=> b)(t) = s - § € set (a ——> b)(t - I)"
(proof)

lemma timpl_apply_inv:
assumes "Fun h S € set (a --> b)(Fun £ T)"
shows "length T = length S"
and "Ai. i < length T =—> S ! i € set (a —=> b)(T ! i)"
and "f # h = f = Abs a A h = Abs b"
{proof)

lemma timpl_apply_inv’:
assumes "s € set (a -—> b)(Fun f T)"
shows "dg S. s = Fun g S"

(proof)

lemma timpl_apply_term_Var_iff:
"Var x € set (a -=» b)(t) «— t = Var x"

(proof)

2.5.2 Term Implication Closure

inductive_set timpl_closure for t TI where
FP: "t € timpl_closure t TI"
| TI: "[u € timpl_closure t TI; (a,b) € TI; term_variants_pred ((A_. [])(Abs a
=—> s € timpl_closure t TI"
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definition "timpl_closure_set M TI = (|Jt € M. timpl_closure t TI)"

inductive_set timpl_closure’_step for TI where
"[(a,b) € TI; term_variants_pred ((A_. [])(Abs a := [Abs b])) t s]
= (t,s) € timpl_closure’_step TI"

definition "timpl_closure’ TI = (timpl_closure’_step TI)™"

definition comp_timpl_closure where
"comp_timpl_closure FP TI =
let £ = AX. FP U (Ux € X. U (a,b) € TI. set (a --> b)(x))
in while (AX. £ X # X) £ {}"

definition comp_timpl_closure_list where
"comp_timpl_closure_list FP TI =
let f = AX. remdups (concat (map (MAx. concat (map (A(a,b). (a --> b)(x)) TI)) X))
in while (MAX. set (f X) # set X) f FP"

lemma timpl_closure_setI:
"t € M = t € timpl_closure_set M TI"
(proof)

lemma timpl_closure_set_empty_timpls:
"timpl_closure t {} = {t}" (is "?A = 7B")
(proof )

lemmas timpl_closure_set_is_timpl_closure_union = meta_eq_to_obj_eq[OF timpl_closure_set_def]

lemma term_variants_pred_eq_case_Abs:
fixes a b
defines "P = (A_. [])(4dbs a := [Abs b])"
assumes "term_variants_pred P t s" "Vf € funs_term s. —is_Abs f"
shows "t = s"
(proof)

lemma timpl_closure’_step_inv:

assumes "(t,s) € timpl_closure’_step TI"

obtains a b where "(a,b) € TI" "term_variants_pred ((A_. [])(Abs a := [Abs b])) t s"
(proof)

lemma timpl_closure_mono:
assumes "TI C TI’"
shows "timpl_closure t TI C timpl_closure t TI’"

{proof)

lemma timpl_closure_set_mono:
assumes "M C M’" "TI C TI’"
shows "timpl_closure_set M TI C timpl_closure_set M’ TI’"

(proof)

lemma timpl_closure_idem:
"timpl_closure_set (timpl_closure t TI) TI = timpl_closure t TI" (is "7A = 7B")

{proof)

lemma timpl_closure_set_idem:
"timpl_closure_set (timpl_closure_set M TI) TI = timpl_closure_set M TI"
(proof)

lemma timpl_closure_set_mono_timpl_closure_set:
assumes N: "N C timpl_closure_set M TI"
shows "timpl_closure_set N TI C timpl_closure_set M TI"

(proof)
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lemma timpl_closure_is_timpl_closure’:
"s € timpl_closure t TI <— (t,s) € timpl_closure’ TI"
(proof )

lemma timpl_closure’_mono:
assumes "TI C TI’"
shows "timpl_closure’ TI C timpl_closure’ TI’"

{proof)

lemma timpl_closureton_is_timpl_closure:
"timpl_closure_set {t} TI = timpl_closure t TI"
(proof)

lemma timpl_closure’_timpls_trancl_subset:
"timpl_closure’ (c) C timpl_closure’ c"

(proof)

lemma timpl_closure’_timpls_trancl_subset’:
"timpl_closure’ {(a,b) € ct. a # b} C timpl_closure’ c"
(proof)

lemma timpl_closure_set_timpls_trancl_subset:
"timpl_closure_set M (ct) C timpl_closure_set M c"
(proof)

lemma timpl_closure_set_timpls_trancl_subset’:
"timpl_closure_set M {(a,b) € cT. a # b} C timpl_closure_set M c"
(proof)

lemma timpl_closure’_timpls_trancl_supset’:
"timpl_closure’ ¢ C timpl_closure’ {(a,b) € cT. a # b}"
(proof)

lemma timpl_closure’_timpls_trancl_supset:
"timpl_closure’ ¢ C timpl_closure’ (ct)n
(proof)

lemma timpl_closure’_timpls_trancl_eq:
"timpl_closure’ (cT) = timpl_closure’ c"
(proof)

lemma timpl_closure’_timpls_trancl_eq’:
"timpl_closure’ {(a,b) € ct. a # b} = timpl_closure’ c"
(proof)

lemma timpl_closure’_timpls_rtrancl_subset:
"timpl_closure’ (c*) C timpl_closure’ c"
{proof )

lemma timpl_closure’_timpls_rtrancl_supset:
"timpl_closure’ ¢ C timpl_closure’ (c*)"

(proof)

lemma timpl_closure’_timpls_rtrancl_eq:
"timpl_closure’ (c¢*) = timpl_closure’ c"

(proof)

lemma timpl_closure_timpls_trancl_eq:
"timpl_closure t (c') = timpl_closure t c"
(proof)

lemma timpl_closure_set_timpls_trancl_eq:
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"timpl_closure_set M (c¢*) = timpl_closure_set M c"
(proof)

lemma timpl_closure_set_timpls_trancl_eq’:
"timpl_closure_set M {(a,b) € c*. a # b} = timpl_closure_set M c"

(proof)

lemma timpl_closure_Var_in_iff:
"Var x € timpl_closure t TI <— t = Var x" (is "?A <— 7B")
(proof )

lemma timpl_closure_set_Var_in_iff:
"Var x € timpl_closure_set M TI <— Var x € M"

(proof)

lemma timpl_closure_Var_inv:
assumes "t € timpl_closure (Var x) TI"
shows "t = Var x"

(proof)

lemma timpls_Un_mono: "momo (AX. FP U (Jx € X. |J(a,b) € TI. set (a -—> b)(x)))"
(proof)

lemma timpl_closure_set_lfp:
fixes M TI
defines "f = AXX. M U (Ux € X. U (a,b) € TI. set (a -=> b)(x))"
shows "1fp £ = timpl_closure_set M TI"

(proof)

lemma timpl_closure_set_supset:
assumes "Vt € FP. t € closure"
and "Vt € closure. V(a,b) € TI. Vs € set (a ——» b)(t). s € closure"
shows "timpl_closure_set FP TI C closure"

(proof)

lemma timpl_closure_set_supset’:
assumes "Vt € FP. VY (a,b) € TI. Vs € set (a --» b)(t). s € FP"
shows "timpl_closure_set FP TI C FP"

(proof )

lemma timpl_closure’_param:
assumes "(t,s) € timpl_closure’ c"
and fg: "f =g VvV (Jdab. (a,b) € ¢ AN f =Abs a N g = Abs b)"
shows "(Fun f (S@t#T), Fun g (S@s#T)) € timpl_closure’ c"
(proof)

lemma timpl_closure’_param’:

assumes "(t,s) € timpl_closure’ c"

shows "(Fun f (SO@t#T), Fun f (S@s#T)) € timpl_closure’ c"
(proof)

lemma timpl_closure_FunI:
assumes IH: "Ai. i < length T =— (T ! i, S ! i) € timpl_closure’ c"
and len: "length T = length S"
and fg: "f =g V (Jab. (a,b) € ct A f =Abs a A g =Abs b)"
shows "(Fun f T, Fun g S) € timpl_closure’ c"

(proof)

lemma timpl_closure_FunI’:
assumes IH: "Ai. i < length T = (T ! i, S ! i) € timpl_closure’ c"
and len: "length T = length S"
shows "(Fun f T, Fun f S) € timpl_closure’ c"
(proof)
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lemma timpl_closure_FunI2:
fixes £ g::"(’a, ’b, ’c) prot_fun"
assumes IH: "Ai. i < length T = Ju. (T!i, u) € timpl_closure’ ¢ A (S!i, u) € timpl_closure’ c"
and len: "length T = length S"
and fg: "f =gV (Jabd. (a, d € c™ A (b, d € ct ANf=4bs a A g=Abs b)"
shows "Jh U. (Fun £ T, Fun h U) € timpl_closure’ ¢ A (Fun g S, Fun h U) € timpl_closure’ c"
(proof)

lemma timpl_closure_FunI3:
fixes £ g::"(’a, ’b, ’c) prot_fun"
assumes IH: "Ai. i < length T = Ju. (T!i, u) € timpl_closure’ ¢ A (S!i, u) € timpl_closure’ c"
and len: "length T = length S"
and fg: "f =gV (3abd. (a, d) € c A (b, d € c ANf=24bs a A g=Abs b)"
shows "3h U. (Fun f T, Fun h U) € timpl_closure’ ¢ A (Fun g S, Fun h U) € timpl_closure’ c"
(proof)

lemma timpl_closure_fv_eq:
assumes "s € timpl_closure t T"
shows "fv s = fv t"

(proof)

lemma (in stateful_protocol_model) timpl_closure_subst:
assumes t: "wfirm t" "Vx € fv t. da. Iy, x = TAtom (Atom a)"
and §: "Wtsyupst 0" "Wftrms (subst_range 4)"
shows "timpl_closure (t - 6) T = timpl_closure t T -getr 0"
(proof )

lemma (in stateful_protocol_model) timpl_closure_subst_subset:
assumes t: "t € M"
and M: "wfirms M" "VX € fvger M. Ja. 'y x = TAtom (Atom a)"
and §: "Wtsubst 0" "Wfirms (Subst_range 0)" "ground (subst_range §)" "subst_domain § C fvge, M"
and M_supset: "timpl_closure t T C M"
shows "timpl_closure (t - 6) T C M -set 0"
(proof )

lemma (in stateful_protocol_model) timpl_closure_set_subst_subset:
assumes M: "wfirms M" "Vx € fvgey M. Ja. I'y x = TAtom (Atom a)"
and §: "Wtsubst 0" "Wfirms (subst_range 0)" "ground (subst_range §)" "subst_domain § C fvse, M"
and M_supset: "timpl_closure_set M T C M"
shows "timpl_closure_set (M -set 6) T C M 5ot 6"
(proof)

lemma timpl_closure_set_Union:
"timpl_closure_set (|JMs) T = (UM € Ms. timpl_closure_set M T)"
(proof)

lemma timpl_closure_set_Union_subst_set:
assumes "s € timpl_closure_set (|J{M -set 6 | §. P O}) T"
shows "3§. P § A s € timpl_closure_set (M -ger 0) T"

(proof)

lemma timpl_closure_set_Union_subst_singleton:
assumes "s € timpl_closure_set {t -6 | §. P 0} T"
shows "36. P § A s € timpl_closure_set {t - §} T"
(proof)

lemma timpl_closure’_inv:
assumes "(s, t) € timpl_closure’ TI"

shows "(dx. s =Var x ANt =Var x) V (3f g ST. s =Fun f S ANt =Fun g T A length S = length T)"
(proof)

lemma timpl_closure’_inv’:
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assumes "(s, t) € timpl_closure’ TI"
shows "(dx. s = Var x A t = Var x) V
(3f gST. s=Funf S At=FungT A length S = length T A
(Vi < length T. (S ! i, T ! i) € timpl_closure’ TI) A
(f # g — is_Abs f A is_Abs g A (the_Abs f, the_Abs g) € TIT))"
(is "?A s t V 7B s t (timpl_closure’ TI)")

(proof)

lemma timpl_closure’_inv’’:
assumes "(Fun f S, Fun g T) € timpl_closure’ TI"
shows "length S = length T"
and "Ai. i < length T = (S ! i, T ! i) € timpl_closure’ TI"
and "f # g = is_Abs f A is_Abs g A (the_Abs f, the_Abs g) € TI™"

(proof)

lemma timpl_closure_Fun_inv:
assumes "s € timpl_closure (Fun f T) TI"
shows "dg S. s = Fun g S"

(proof)

lemma timpl_closure_Fun_inv’:
assumes "Fun g S € timpl_closure (Fun f T) TI"
shows "length S = length T"
and "Ai. i < length S = S ! i € timpl_closure (T ! i) TI"
and "f # g = is_Abs f A is_Abs g A (the_Abs f, the_Abs g) € TI™*"

(proof)

lemma timpl_closure_Fun_not_Var[simp]:
"Fun f T ¢ timpl_closure (Var x) TI"

(proof)

lemma timpl_closure_Var_not_Fun[simp]:
"Var x ¢ timpl_closure (Fun f T) TI"

(proof)

lemma (in stateful_protocol_model) timpl_closure_wf_trms:
assumes m: "wfip; m"
shows "wfi;ms (timpl_closure m TI)"

(proof)

lemma (in stateful_protocol_model) timpl_closure_set_wf_trms:
assumes M: "wfipms M"
shows "wfirms (timpl_closure_set M TI)"

(proof)

lemma timpl_closure_Fu_inv:
assumes "t € timpl_closure (Fun (Fu f) T) TI"
shows "3S. length S = length T A t = Fun (Fu f) S"

(proof)

lemma timpl_closure_Fu_inv’:
assumes "Fun (Fu f) T € timpl_closure t TI"
shows "3S. length S = length T A t = Fun (Fu f) S"

{proof)

lemma timpl_closure_no_Abs_eq:
assumes "t € timpl_closure s TI"
and "Vf € funs_term t. —is_Abs f"
shows "t = s"
(proof)

lemma timpl_closure_set_no_Abs_in_set:
assumes "t € timpl_closure_set FP TI"
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and "Vf € funs_term t. —is_Abs f"
shows "t € FP"

{proof)

lemma timpl_closure_funs_term_subset:
"J (funs_term ¢ (timpl_closure t TI)) C funs_term t U Abs ‘ snd ¢ TI"
(is "7A C ?B U ?7C")

(proof)

lemma timpl_closure_set_funs_term_subset:
"J (funs_term ¢ (timpl_closure_set FP TI)) C |J (funs_term ¢ FP) U Abs ¢ snd ¢ TI"

(proof)

lemma funs_term_0CC_TI_subset:
defines "absc = Aa. Fun (Abs a) []"
assumes 0CC1: "Vt € FP. Vf € funs_term t. is_Abs f — f € Abs ¢ 0CC"
and 0CC2: "snd ¢ TI C 0cCC"
shows "Vt € timpl_closure_set FP TI. Vf € funs_term t. is_Abs f — f € Abs ¢ 0CC" (is 74)
and "Vt € absc ¢ 0CC. V (a,b) € TI. Vs € set (a -—> b)(t). s € absc ‘ 0CC" (is 7B)

{proof)

lemma (in stateful_protocol_model) intruder_synth_timpl_closure_set:
fixes M::"(’fun, ’atom, ’sets) prot_terms" and t::"(’fun, ’atom, ’sets) prot_term"
assumes "M . t"
and "s € timpl_closure t TI"
shows "timpl_closure_set M TI . s"

(proof)

lemma (in stateful_protocol_model) intruder_synth_timpl_closure’:
fixes M::"(’fun, ’atom, ’sets) prot_terms" and t::"(’fun,’atom, ’sets) prot_term"
assumes "timpl_closure_set M TI k. t"
and "s € timpl_closure t TI"
shows "timpl_closure_set M TI . s"

{proof)

lemma timpl_closure_set_absc_subset_in:
defines "absc = Aa. Fun (Abs a) []"
assumes A: "timpl_closure_set (absc ¢ A) TI C absc “ A"
and a: "a € A" "(a,b) € TIT"
shows "b € A"
(proof )

2.5.3 Composition-only Intruder Deduction Modulo Term Implication Closure of the
Intruder Knowledge

context stateful_protocol_model
begin

fun in_trancl where
"in_trancl TI a b = (
if (a,b) € set TI then True
else list_ex (A(c,d). ¢ = a A in_trancl (removeAll (c,d) TI) d b) TI)"

definition in_rtrancl where
"in_rtrancl TI a b = a = b V in_trancl TI a b"

declare in_trancl.simps[simp del]

fun timpls_transformable_to where
"timpls_transformable_to TI (Var x) (Var y) = (x = y)"
| "timpls_transformable_to TI (Fun f T) (Fun g S) = (
(f =g V (is_Abs f A is_Abs g N (the_Abs f, the_Abs g) € set TI)) A
list_all2 (timpls_transformable_to TI) T S)"
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| "timpls_transformable_to _ _ _ = False"

fun timpls_transformable_to’ where
"timpls_transformable_to’ TI (Var x) (Var y) = (x = y)"
| "timpls_transformable_to’ TI (Fun f T) (Fun g S) = (
(f =g V (is_Abs f A is_Abs g A in_trancl TI (the_Abs f) (the_Abs g))) A
list_all2 (timpls_transformable_to’ TI) T S)"
| "timpls_transformable_to’ _ _ _ = False"

fun equal_mod_timpls where
"equal_mod_timpls TI (Var x) (Var y) = (x = y)"
| "equal_mod_timpls TI (Fun f T) (Fun g S) = (
(f =g V (is_Abs £ A is_Abs g A
((the_Abs f, the_Abs g) € set TI V
(the_Abs g, the_Abs f) € set TI V
(3ti € set TI. (the_Abs f, snd ti) € set TI A (the_Abs g, snd ti) € set TI)))) A
list_all2 (equal_mod_timpls TI) T S)"
| "equal_mod_timpls _ _ _ = False"

fun intruder_synth_mod_timpls where
"intruder_synth_mod_timpls M TI (Var x) = List.member M (Var x)"
| "intruder_synth_mod_timpls M TI (Fun £ T) = (
(list_ex (At. timpls_transformable_to TI t (Fun f T)) M) V
(public f A length T = arity f A list_all (intruder_synth_mod_timpls M TI) T))"

fun intruder_synth_mod_timpls’ where
"intruder_synth_mod_timpls’ M TI (Var x) = List.member M (Var x)"
| "intruder_synth_mod_timpls’ M TI (Fun f T) = (
(list_ex (At. timpls_transformable_to’ TI t (Fun f T)) M) V
(public f A length T = arity f A list_all (intruder_synth_mod_timpls’ M TI) T))"

fun intruder_synth_mod_eq_timpls where
"intruder_synth_mod_eq_timpls M TI (Var x) = (Var x € M)"
| "intruder_synth_mod_eq_timpls M TI (Fun £ T) = (
(3t € M. equal_mod_timpls TI t (Fun f T)) V
(public f A length T = arity f A list_all (intruder_synth_mod_eq_timpls M TI) T))"

definition analyzed_closed_mod_timpls where
"analyzed_closed_mod_timpls M TI =
let f = list_all (intruder_synth_mod_timpls M TI);
g = At. if f (fst (Ana t)) then f (snd (4na t))
else Vs € comp_timpl_closure {t} (set TI). case Ana s of (K,R) = f K — f R
in list_all g M"

definition analyzed_closed_mod_timpls’ where
"analyzed_closed_mod_timpls’ M TI =
let f = list_all (intruder_synth_mod_timpls’ M TI);
g = At. if f (fst (Ana t)) then f (snd (Ana t))
else Vs € comp_timpl_closure {t} (set TI). case Ana s of (K,R) = f K — f R

in list_all g M"

definition analyzed_closed_mod_timpls_alt where
"analyzed_closed_mod_timpls_alt M TI timpl_cl_witness =
let £ = AR. Vr € set R. intruder_synth_mod_timpls M TI r;
N ={t € set M. £ (fst (4na t))};
N’ =set M - N
in (Vt € N. f (snd (Ana t))) A
N’ #A{}y — W’ U (Ux€timpl_cl_witness. |J (a,b) Eset TI. set (a -—»> b)(x)) C timpl_cl_witness))

(Vs € timpl_cl_witness. case Ana s of (K,R) = f K — f R)"

lemma in_trancl_closure_iff_in_trancl_fun:
"(a,b) € (set TI)' +— in_trancl TI a b" (is "?A TT a b +— ?B TI a b")
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(proof)

lemma in_rtrancl_closure_iff_in_rtrancl_fun:
"(a,b) € (set TI)* <— in_rtrancl TI a b"

(proof)

lemma in_trancl_mono:
assumes '"set TI C set TI’"
and "in_trancl TI a b"
shows "in_trancl TI’ a b"

(proof)

lemma equal_mod_timpls_refl:
"equal_mod_timpls TI t t"

(proof)

lemma equal_mod_timpls_inv_Var:
"equal_mod_timpls TI (Var x) t — t
"equal_mod_timpls TI t (Var x) — t
(proof)

Var x" (is "?A =— 7C")
Var x" (is "?B — 7C")

lemma equal_mod_timpls_inv:
assumes "equal_mod_timpls TI (Fun f T) (Fun g S)"
shows "length T = length S"
and "Ai. i < length T —> equal_mod_timpls TI (T ! i) (S ! i)"
and "f # g =—> (is_Abs f A is_Abs g N (
(the_Abs f, the_Abs g) € set TI V (the_Abs g, the_Abs f) € set TI V
(dti € set TI. (the_Abs f, snd ti) € set TI A
(the_Abs g, snd ti) € set TI)))"

(proof)

lemma equal_mod_timpls_inv’:
assumes "equal_mod_timpls TI (Fun f T) t"
shows "is_Fun t"
and "length T = length (args t)"
and "Ai. i < length T = equal_mod_timpls TI (T ! i) (args t ! i)"
and "f # the_Fun t = (is_Abs f A is_Abs (the_Fun t) A (
(the_Abs f, the_Abs (the_Fun t)) € set TI V
(the_Abs (the_Fun t), the_Abs f) € set TI V
(dti € set TI. (the_Abs f, snd ti) € set TI A
(the_Abs (the_Fun t), snd ti) € set TI)))"
and "—is_Abs f —> f = the_Fun t"

(proof)

lemma equal_mod_timpls_if_term_variants:
fixes s t::"((’a, ’b, ’c) prot_fun, ’d) term" and a b::"’c set"
defines "P = (A_. [])(Abs a := [Abs bl)"
assumes st: "term_variants_pred P s t"
and ab: "(a,b) € set TI"
shows "equal_mod_timpls TI s t"

(proof)

lemma equal_mod_timpls_mono:
assumes "set TI C set TI’"
and "equal_mod_timpls TI s t"
shows "equal_mod_timpls TI’ s t"
(proof)

lemma equal_mod_timpls_refl_minus_eq:
"equal_mod_timpls TI s t <— equal_mod_timpls (filter (A(a,b). a # b) TI) s t"
(is "?A <— 7B")

{proof)
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lemma timpls_transformable_to_refl:
"timpls_transformable_to TI t t" (is 74)
"timpls_transformable_to’ TI t t" (is 7B)

(proof)

lemma timpls_transformable_to_inv_Var:
"timpls_transformable_to TI (Var x) t = t = Var x" (is "7A — 7C")
"timpls_transformable_to TI t (Var x) =— t = Var x" (is "?B —> 7C")
"timpls_transformable_to’ TI (Var x) t — t Var x" (is "?A° =— 7C")
"timpls_transformable_to’ TI t (Var x) = t = Var x" (is "7?B’ — 7C")

(proof)

lemma timpls_transformable_to_inv:
assumes "timpls_transformable_to TI (Fun f T) (Fun g S)"
shows "length T = length S"
and "Ai. i < length T = timpls_transformable_to TI (T ! i) (S ! i)"
and "f # g =—> (is_Abs f A is_Abs g A (the_Abs f, the_Abs g) € set TI)"

(proof)

lemma timpls_transformable_to’_inv:
assumes "timpls_transformable_to’ TI (Fun f T) (Fun g S)"
shows "length T = length S"
and "Ai. i < length T = timpls_transformable_to’ TI (T ! i) (S ! i)"
and "f # g = (is_Abs f A is_Abs g A in_trancl TI (the_Abs f) (the_Abs g))"

{proof)

lemma timpls_transformable_to_inv’:

assumes "timpls_transformable_to TI (Fun f T) t"

shows "is_Fun t"
and "length T = length (args t)"
and "Ai. i < length T —> timpls_transformable_to TI (T ! i) (args t ! i)"
and "f # the_Fun t — (

is_Abs f A is_Abs (the_Fun t) A (the_Abs f, the_Abs (the_Fun t)) € set TI)"

and "—is_Abs f = f = the_Fun t"

{proof)

lemma timpls_transformable_to’_inv’:

assumes "timpls_transformable_to’ TI (Fun f T) t"

shows "is_Fun t"
and "length T = length (args t)"
and "Ai. i < length T —> timpls_transformable_to’ TI (T ! i) (args t ! i)"
and "f # the_Fun t = (

is_Abs f A is_Abs (the_Fun t) A in_trancl TI (the_Abs f) (the_Abs (the_Fun t)))"

and "—is_Abs f =—> f = the_Fun t"

{proof)

lemma timpls_transformable_to_size_eq:
fixes s t::"((’b, ’c, ’a) prot_fun, ’d) term"
shows "timpls_transformable_to TI s t —> size s = size t" (is "7?A = 7C")
and "timpls_transformable_to’ TI s t —> size s = size t" (is "7?B =— 7C")

{proof)

lemma timpls_transformable_to_if_term_variants:
fixes s t::"((’a, ’b, ’c) prot_fum, ’d) term" and a b::"’c set"
defines "P = (A_. [])(Abs a := [Abs b])"
assumes st: "term_variants_pred P s t"
and ab: "(a,b) € set TI"
shows "timpls_transformable_to TI s t"

{proof)

lemma timpls_transformable_to’_if_term_variants:
fixes s t::"((’a, ’b, ’c) prot_fun, ’d) term" and a b::"’c set"
defines "P = (A_. [])(Abs a := [Abs b])"
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assumes st: "term_variants_pred P s t"
and ab: "(a,b) € (set TI)T"
shows "timpls_transformable_to’ TI s t"
(proof)

lemma timpls_transformable_to_trans:
assumes TI_trancl: "V (a,b) € (set TI)T. a # b — (a,b) € set TI"
and st: "timpls_transformable_to TI s t"
and tu: "timpls_transformable_to TI t u"
shows "timpls_transformable_to TI s u"

(proof)

lemma timpls_transformable_to’_trans:
assumes st: "timpls_transformable_to’ TI s t"
and tu: "timpls_transformable_to’ TI t u"
shows "timpls_transformable_to’ TI s u"

(proof)

lemma timpls_transformable_to_mono:
assumes "set TI C set TI’"
and "timpls_transformable_to TI s t"
shows "timpls_transformable_to TI’ s t"

{proof)

lemma timpls_transformable_to’_mono:
assumes "set TI C set TI’"
and "timpls_transformable_to’ TI s t"
shows "timpls_transformable_to’ TI’ s t"

{proof)

lemma timpls_transformable_to_refl_minus_eq:
"timpls_transformable_to TI s t <— timpls_transformable_to (filter (A(a,b). a # b) TI) s t"
(is "7A <— 7B")

(proof)

lemma timpls_transformable_to_iff_in_timpl_closure:
assumes "set TI’ = {(a,b) € (set TI)". a # b}"
shows "timpls_transformable_to TI’ s t +— t € timpl_closure s (set TI)" (is "?PA st +<— 7B s t")

(proof)

lemma timpls_transformable_to’_iff_in_timpl_closure:
"timpls_transformable_to’ TI s t <— t € timpl_closure s (set TI)" (is "?A s t <— 7B s t")
(proof )

lemma equal_mod_timpls_iff_ex_in_timpl_closure:
assumes "set TI’ = {(a,b) € TIT. a # b}"
shows "equal_mod_timpls TI’ s t «— (Ju. u € timpl_closure s TI A u € timpl_closure t TI)"
(is "?7A s t +—— 7B s t")
(proof)

context
begin
private inductive timpls_transformable_to_pred where
Var: "timpls_transformable_to_pred A (Var x) (Var x)"
| Fun: "[-is_Abs f; length T = length S;
Ai. i < length T —> timpls_transformable_to_pred A (T ! i) (S ! i)]
— timpls_transformable_to_pred A (Fun f T) (Fun f S)"
| Abs: "b € A — timpls_transformable_to_pred A (Fun (Abs a) []) (Fun (Abs b) [])"

private lemma timpls_transformable_to_pred_inv_Var:
assumes "timpls_transformable_to_pred A (Var x) t"
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shows "t = Var x"
(proof) lemma timpls_transformable_to_pred_inv:
assumes "timpls_transformable_to_pred A (Fun f T) t"
shows "is_Fun t"
and "length T = length (args t)"
and "Ai. i < length T —> timpls_transformable_to_pred A (T ! i) (args t ! i)"
and "—is_Abs f —> f = the_Fun t"
and "is_Abs f —> (is_Abs (the_Fun t) A the_Abs (the_Fun t) € A)"
(proof) lemma timpls_transformable_to_pred_finite_auxl:
assumes f: "—is_Abs f"
shows "{s. timpls_transformable_to_pred A (Fun f T) s} C
(AS. Fun f S) ¢ {S. length T = length S A
(Vs € set S. It € set T. timpls_transformable_to_pred A t s)}"
(is "?B C 7C")
(proof) lemma timpls_transformable_to_pred_finite_aux2:

"{s. timpls_transformable_to_pred A (Fun (Abs a) []) s} C (Ab. Fun (Adbs b) []) ¢ A" (is "?B C 7C")

(proof) lemma timpls_transformable_to_pred_finite:
fixes t::"((’fun, ’atom, ’sets) prot_fun, ’a) term"
assumes A: "finite A"
and t: "wfippy t"
shows "finite {s. timpls_transformable_to_pred A t s}"
(proof) lemma timpls_transformable_to_pred_if_timpls_transformable_to:
assumes s: "timpls_transformable_to TI t s"
and t: "wfirm t" "Vf € funs_term t. is_Abs f — the_Abs f € A"
shows "timpls_transformable_to_pred (A U fst ¢ (set TI)T U snd ¢ (set TI)") t s"
(proof) lemma timpls_transformable_to_pred_if_timpls_transformable_to’:
assumes s: "timpls_transformable_to’ TI t s"
and t: "wfirm t" "VF € funs_term t. is_Abs f — the_Abs f € A"
shows "timpls_transformable_to_pred (A U fst ¢ (set TI)T U snd ¢ (set TI)") t s"
(proof) lemma timpls_transformable_to_pred_if_equal_mod_timpls:
assumes s: "equal_mod_timpls TI t s"
and t: "wfipm t" "V € funs_term t. is_Abs f — the_Abs f € A"
shows "timpls_transformable_to_pred (A U fst ¢ (set TI)Y U snd ¢ (set TI)V) t s"

(proof)

lemma timpls_transformable_to_finite:
assumes t: "wfip;, t"
shows "finite {s. timpls_transformable_to TI t s}" (is 7P)
and "finite {s. timpls_transformable_to’ TI t s}" (is ?7Q)

(proof)

lemma equal_mod_timpls_finite:
assumes t: "wfipy, t"
shows "finite {s. equal_mod_timpls TI t s}"

(proof)

end

lemma intruder_synth_mod_timpls_is_synth_timpl_closure_set:
fixes t::"((’fun, ’atom, ’sets) prot_fun, ’a) term" and TI TI’
assumes "set TI’ = {(a,b) € (set TI)". a # b}"
shows "intruder_synth_mod_timpls M TI’ t <— timpl_closure_set (set M) (set TI) +. t"
(is "?C t <— 7D t")

{proof)

lemma intruder_synth_mod_timpls’_is_synth_timpl_closure_set:
fixes t::"((’fun, ’atom, ’sets) prot_fun, ’a) term" and TI
shows "intruder_synth_mod_timpls’ M TI t <— timpl_closure_set (set M) (set TI) . t"
(is "?4 t +— 7B t")
(proof)

lemma intruder_synth_mod_eq_timpls_is_synth_timpl_closure_set:
fixes t::"((’fun, ’atom, ’sets) prot_fun, ’a) term" and TI
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defines "cl = ATI. {(a,b) € TIT. a # b}"
shows ‘'"set TI’ = {(a,b) € (set TI)V. a # b} =
intruder_synth_mod_eq_timpls M TI’ t <—
(ds € timpl_closure t (set TI). timpl_closure_set M (set TI) F. s)"
(is "?Q TI TI’ —> ?C t <— ?D t")

(proof)

lemma timpl_closure_finite:
assumes t: "wfipm t"
shows "finite (timpl_closure t (set TI))"

(proof)

lemma timpl_closure_set_finite:
fixes TI::"(’sets set X ’sets set) list"
assumes M_finite: "finite M"
and M_wf: "wfirms M"
shows "finite (timpl_closure_set M (set TI))"

(proof)

lemma comp_timpl_closure_is_timpl_closure_set:
fixes M and TI::"(’sets set X ’sets set) list"
assumes M_finite: "finite M"
and M_wf: "Wwfirms M"
shows "comp_timpl_closure M (set TI) = timpl_closure_set M (set TI)"

{proof)

context
begin

private lemma analyzed_closed_mod_timpls_is_analyzed_closed_timpl_closure_set_auxl:
fixes M::"(’fun, ’atom, ’sets) prot_terms"
assumes f: "arity; f = length T" "arity; f > 0" "Anay; f = (K, R)"
and i: "i < length R"
and M: "timpl_closure_set M TI . T ! (R ! i)"
and m: "Fun (Fu f) T € M"
and t: "Fun (Fu f) S € timpl_closure (Fun (Fu f) T) TI"
shows "timpl_closure_set M TI . S ! (R ! i)"
(proof) lemma analyzed_closed_mod_timpls_is_analyzed_closed_timpl_closure_set_aux2:
fixes M::"(’fun,’atom, ’sets) prot_terms"
assumes M: "Vs € set (snd (Ana m)). timpl_closure_set M TI . s"
and m: "m € M"
and t: "t € timpl_closure m TI"
and s: "s € set (snd (Ana t))"
shows "timpl_closure_set M TI F. s"

(proof)

lemma analyzed_closed_mod_timpls_is_analyzed_timpl_closure_set:
fixes M::"(’fun, ’atom, ’sets) prot_term list"
assumes TI’: "set TI’ = {(a,b) € (set TI)". a # b}"
and M_wf: "wfirms (set M)"
shows "analyzed_closed_mod_timpls M TI’ <— analyzed (timpl_closure_set (set M) (set TI))"
(is "?A +— 7B")

{proof)

lemma analyzed_closed_mod_timpls’_is_analyzed_timpl_closure_set:
fixes M::"(’fun, ’atom, ’sets) prot_term list"
assumes M_wf: "wfirms (set M)"
shows "analyzed_closed_mod_timpls’ M TI <— analyzed (timpl_closure_set (set M) (set TI))"
(is "?A <— 7B")
(proof)

end
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end

end

2.6 Stateful Protocol Verification (Stateful_Protocol_Verification)

theory Stateful_Protocol_Verification
imports Stateful_Protocol_Model Term_Implication
begin

2.6.1 Fixed-Point Intruder Deduction Lemma

context stateful_protocol_model
begin

abbreviation pubval_terms::"(’fun,’atom,’sets) prot_terms" where
"pubval_terms = {t. Jf € funs_term t. is_Val f A public f}"

abbreviation abs_terms::"(’fun, ’atom, ’sets) prot_terms" where
"abs_terms = {t. If € funs_term t. is_Abs f}"

definition intruder_deduct_GSMP: :
"[(’fun, ’atom, ’sets) prot_terms,
(’fun, ’atom, ’sets) prot_ternms,
(’fun, ’atom, ’sets) prot_term]
= bool" ("(_;_) Fasmp _" 50)
where
"(M; T) Fgsmp t = intruder_deduct_restricted M (At. t € GSMP T - (pubval_terms U abs_terms)) t"

lemma intruder_deduct_GSMP_induct[consumes 1, case_names AxiomH ComposeH DecomposeH] :
assumes "(M; T) Fgsmup t" "At. t € M = P M t"
"AS f. [length S = arity f; public f;
Ns. s € set S = (M; T) Fgsmp S;
Ns. s € set S = P M s;
Fun f S € GSMP T - (pubval_terms U abs_terms)
] = PM (Fun £ S)"
"At KT t;. [(M; T) Fgsmp t; PM t; Ana t = (K, T’); Ak. k € set K = (M; T) Fasmup k;
Nk. k € set K = P Mk; t; € set T’] = P M t;"
shows "P M t"

(proof)

lemma pubval_terms_subst:
assumes "t - ¥ € pubval_terms" "¢ ¢ fv t N pubval_terms = {}"
shows "t € pubval_terms"

(proof)

lemma abs_terms_subst:
assumes "t - 9 € abs_terms" "9 ¢ fv t N abs_terms = {}"
shows "t € abs_terms"

(proof)

lemma pubval_terms_subst’:
assumes "t - ¥ € pubval_terms" "Vn. Val (n,True) ¢ |J (funs_term ¢ (¥ ¢ fv t))"
shows "t € pubval_terms"

{proof)

lemma abs_terms_subst’:
assumes "t - ¥ € abs_terms" "Vn. Abs n ¢ |J (funs_term ¢ (¥ ¢ fv t))"
shows "t € abs_terms"

(proof)

lemma pubval_terms_subst_range_disj:
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"subst_range ¥ N pubval_terms = {} = ¢ ¢ fv t N pubval_terms = {}"
(proof)

lemma abs_terms_subst_range_disj:
"subst_range ¥ N abs_terms = {} = ¢ ¢ fv t N abs_terms = {}"

(proof)

lemma pubval_terms_subst_range_comp:
assumes "subst_range ¥ N pubval_terms = {}" "subst_range J N pubval_terms = {}"
shows "subst_range (¥ os 6) N pubval_terms = {}"

(proof)

lemma pubval_terms_subst_range_comp’:
assumes "(¥ ¢ X) N pubval_terms = {}" "(§ ¢ fvser (¥ ¢ X)) N pubval_terms = {}"
shows "((¢ o5 §) ¢ X) N pubval_terms = {}"

(proof )

lemma abs_terms_subst_range_comp:
assumes "subst_range ¥ N abs_terms = {}" "subst_range § N abs_terms = {}"
shows "subst_range (¥ os 6) N abs_terms = {}"

(proof)

lemma abs_terms_subst_range_comp”’ :
assumes "(9 ¢ X) N abs_terms = {}" "(§ ¢ fvser (¥ ¢ X)) N abs_terms = {}"
shows "((Y os §) ¢ X) N abs_terms = {}"

{proof)

context
begin
private lemma Ana_abs_aux1:
fixes §::"((’fun,’atom, ’sets) prot_fun, nat, (’fun,’atom,’sets) prot_var) gsubst"
and «::"nat X bool = ’sets set'
assumes "Anay f = (K,T)"
shows "(K -1ist 0) ‘alist & = K -155¢ (An. 0 n o )"
(proof) lemma Ana_abs_aux2:
fixes «::"nat X bool = ’sets set"
and K::"((’fun,’atom, ’sets) prot_fun, nat) term list"
and M::"nat list"
and T::"(’fun, ’atom, ’sets) prot_term list"
assumes "Vi € fvge; (set K) U set M. i < length T"
and "(K -1is¢ (1) T) -qiist @« =K 156¢ (An. T !'n o a)"
shows "(K -1ist (1) T) -aiist @ = K -1ist (1) (map (As. s o a) T)" (is "7A1 = 7A2")
and "(map ((!) T) M) -aiist o = map ((!) (map (As. s « a) T)) M" (is "7B1 = 7B2")
(proof) lemma Ana_abs_auxl_set:
fixes §::"((’fun, ’atom, ’sets) prot_fun, nat, (’fun,’atom,’sets) prot_var) gsubst"
and «::"nat X bool = ’sets set"
assumes "Anay f = (K,T)"
shows "(set K ‘set 0) ‘aset & = set K gset (An. d n o a)"
(proof) lemma Ana_abs_aux2_set:
fixes «::"nat X bool = ’sets set'
and K::"((’fun,’atom, ’sets) prot_fun, nat) terms"
and M::"nat set"
and T::"(’fun, ’atom, ’sets) prot_term list"
assumes "Vi € fvgey K U M. i < length T"
and "(K -set (1) T) -aset K ‘set (An. T !'n -4 a)"
shows "(K -set (1) T) -aset =K -get (1) (map (As. s o @) T)" (is "7A1 = 7A2")
and "((!) T “ M) -qset @ (!) (map (As. s '« ) T) ¢ M" (is "?B1 = 7B2")
(proof )

[ oS

lemma Ana_abs:
fixes t::"(’fun,’atom, ’sets) prot_term"
assumes "Ana t = (K, T)"
shows "Ana (t o @) = (K -aiist &, T -aiist 0)"
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(proof )
end

lemma deduct_FP_if_deduct:
fixes M IK FP::"(’fun, ’atom, ’sets) prot_terms"
assumes IK: "IK C GSMP M - (pubval_terms U abs_terms)" "Vt € IK -qset «. FP . t"
and t: "IK - t" "t € GSMP M - (pubval_terms U abs_terms)"
shows "FP + t -, a"

{proof)

end

2.6.2 Computing and Checking Term Implications and Messages

context stateful_protocol_model
begin

abbreviation (input) "absc s = (Fun (4bs s) []::(’fun, ’atom, ’sets) prot_term)"

fun absdbupd where
"absdbupd [] _ a = a"
| "absdbupd (insert(Var y, Fun (Set s) T)#D) x a = (
if x = y then absdbupd D x (insert s a) else absdbupd D x a)"
| "absdbupd (delete(Var y, Fun (Set s) T)#D) x a = (
if x = y then absdbupd D x (a - {s}) else absdbupd D x a)"
| "absdbupd (_#D) x a = absdbupd D x a"

lemma absdbupd_cons_cases:
"absdbupd (insert(Var x, Fun (Set s) T)#D) x d = absdbupd D x (insert s d)"
"absdbupd (delete(Var x, Fun (Set s) T)#D) x d = absdbupd D x (d - {s})"
"t # Var x V (#s T. u = Fun (Set s) T) = absdbupd (insert(t,u)#D) x d = absdbupd D x d"
"t # Var x V (fs T. u = Fun (Set s) T) = absdbupd (delete(t,u)#D) x d = absdbupd D x d"

{proof)

lemma absdbupd_filter: "absdbupd S x d = absdbupd (filter is_Update S) x d"
(proof)

lemma absdbupd_append:
"absdbupd (A@B) x d = absdbupd B x (absdbupd A x d)"

(proof)

lemma absdbupd_wellformed_transaction:
assumes T: "wellformed_transaction T"
shows "absdbupd (unlabel (transaction_strand T)) = absdbupd (unlabel (transaction_updates T))"

{proof)

fun abs_substs_set::
"[(’fun, ’atom, ’sets) prot_var list,
’sets set list,
(’fun, ’atom, ’sets) prot_var = ’sets set,
(’fun, ’atom, ’sets) prot_var = ’sets set]
= (((’fun,’atom, ’sets) prot_var X ’sets set) list) list"
where
"abs_substs_set [] _ _ _ = [[]]"
| "abs_substs_set (x#xs) as posconstrs negconstrs = (
let bs = filter (Aa. posconstrs x C a A a N negconstrs x = {}) as
in concat (map (Ab. map (AJ. (x, b)#0) (abs_substs_set xs as posconstrs negconstrs)) bs))"

definition abs_substs_fun::
"[((’fun, ’atom, ’sets) prot_var X ’sets set) list,
(’fun, ’atom, ’sets) prot_var]
= ’sets set"
where
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"abs_substs_fun § x = (case find (Ab. fst b = x) 6 of Some (_,a) = a | None = {})"
lemmas abs_substs_set_induct = abs_substs_set.induct[case_names Nil Cons]

fun transaction_poschecks_comp: :
"((’fun, ’atom, ’sets) prot_fun, (’fun,’atom,’sets) prot_var) stateful_strand
= ((’fun,’atom, ’sets) prot_var = ’sets set)"
where
"transaction_poschecks_comp [] = (A_. {})"
| "transaction_poschecks_comp ((_: Var x € Fun (Set s) [1)#T) = (
let f = transaction_poschecks_comp T in f(x := insert s (f x)))"
| "transaction_poschecks_comp (_#T) = transaction_poschecks_comp T"

fun transaction_negchecks_comp::
"((’fun, ’atom, ’sets) prot_fun, (’fun,’atom,’sets) prot_var) stateful_strand
= ((’fun,’atom, ’sets) prot_var = ’sets set)"
where
"transaction_negchecks_comp [] = (A_. {})"
| "transaction_negchecks_comp ((Var x not in Fun (Set s) [])#T) = (
let f = transaction_negchecks_comp T in f(x := insert s (f x)))"
| "transaction_negchecks_comp (_#T) = transaction_negchecks_comp T"

definition transaction_check_pre where
"transaction_check_pre FP TI T § =
let C = set (unlabel (transaction_checks T));
S = set (unlabel (transaction_selects T));
xs = fv_1listss: (unlabel (transaction_strand T));
¥ = A0 x. if fst x = TAtom Value then (absc o ¢) x else Var x
in (Vx € set (transaction_fresh T). § x = {}) A
(Vt € trms;ss: (transaction_receive T). intruder_synth_mod_timpls FP TI (t - ¥ §)) A
(Vu € S UC.
(is_InSet u — (
let x = the_elem_term u; s = the_set_term u
in (is_Var x A is_Fun_Set s) —— the_Set (the_Fun s) € § (the_Var x))) A
((is_NegChecks u A bvarssstp u = [] A the_eqs u = [] A length (the_ins u) = 1) — (
let x = fst (hd (the_ins u)); s = snd (hd (the_ins u))
in (is_Var x A is_Fun_Set s) —— the_Set (the_Fun s) ¢ § (the_Var x))))"

definition transaction_check_post where
"transaction_check_post FP TI T § =
let xs = fv_listss; (unlabel (transaction_strand T));
¥ = N x. if fst x = TAtom Value then (absc o §) x else Var x;
u = A0 x. absdbupd (unlabel (transaction_updates T)) x (§ x)
in (Vx € set xs - set (transaction_fresh T). § x # u § x —> List.member TI (6 x, u 6§ x)) A
(Vt € trms;ss: (transaction_send T). intruder_synth_mod_timpls FP TI (t - 9 (u §)))"

definition transaction_check_comp: :
"[(’fun, ’atom, ’sets) prot_term list,
’sets set list,
(’sets set X ’sets set) list,
(’fun, ’atom, ’sets, ’1bl) prot_transaction]
= (((’fun,’atom, ’sets) prot_var X ’sets set) list) list"
where
"transaction_check_comp FP OCC TI T =
let S = unlabel (transaction_strand T);
C = unlabel (transaction_selects T@transaction_checks T);
xs = filter (Ax. x ¢ set (transaction_fresh T) A fst x = TAtom Value) (fv_listss: S);
posconstrs = transaction_poschecks_comp C;
negconstrs = transaction_negchecks_comp C;
pre_check = transaction_check_pre FP TI T
in filter (AJ. pre_check (abs_substs_fun §)) (abs_substs_set xs 0OCC posconstrs negconstrs)"

definition transaction_check::
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"[(’fun, ’atom, ’sets) prot_term list,
‘sets set list,
(’sets set X ’sets set) list,
(’fun, ’atom, ’sets, ’1bl) prot_transaction]

= bool"

where

"transaction_check FP OCC TI T =

list_all (A6. transaction_check_post FP TI T (abs_substs_fun J)) (transaction_check_comp FP 0OCC TI T)"

lemma abs_subst_fun_cons:
"abs_substs_fun ((x,b)#0) = (abs_substs_fun ) (x := b)"
(proof )

lemma abs_substs_cons:
assumes "§ € set (abs_substs_set xs as poss negs)" "b € set as" "poss x C b" "b N negs x = {}"
shows "(x,b)#J € set (abs_substs_set (x#xs) as poss negs)"

(proof)

lemma abs_substs_cons’:
assumes 0: " € abs_substs_fun ¢ set (abs_substs_set xs as poss negs)"
and b: "b € set as" "poss x C b" "b N negs x = {}"
shows "§(x := b) € abs_substs_fun ‘ set (abs_substs_set (x#xs) as poss negs)"
(proof)

lemma abs_substs_has_all_abs:
assumes "Vx. x € set xs — 0 x € set as"
and "Vx. x € set xs — poss x C § x"
and "Vx. x € set xs — 0 x N negs x = {}"
and "Vx. x ¢ set xs — § x = {}"
shows "§ € abs_substs_fun ‘ set (abs_substs_set xs as poss negs)"

(proof)

lemma abs_substs_abss_bounded:
assumes "§ € abs_substs_fun ¢ set (abs_substs_set xs as poss negs)"
and "x € set xs"
shows "§ x € set as"
and "poss x C & x"
and "§ x N negs x = {}"
(proof)

lemma transaction_poschecks_comp_unfold:
"transaction_poschecks_comp C x = {s. Ja. (a: Var x € Fun (Set s) []) € set C}"
(proof )

lemma transaction_poschecks_comp_notin_fv_empty:
assumes "x ¢ fvese C"
shows "transaction_poschecks_comp C x = {}"
(proof)

lemma transaction_negchecks_comp_unfold:
"transaction_negchecks_comp C x = {s. (Var x not in Fun (Set s) []) € set C}"
(proof)

lemma transaction_negchecks_comp_notin_fv_empty:
assumes "x ¢ fvesr C"
shows "transaction_negchecks_comp C x = {}"
(proof)

lemma transaction_check_prel[intro]:

fixes T

defines "¢ = A0 x. if fst x = TAtom Value then (absc o ¢) x else Var x"
and "S = set (unlabel (transaction_selects T))"
and "C = set (unlabel (transaction_checks T))"
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assumes a0: "Vx € set (transaction_fresh T). 6 x = {}"

and al: "Vx € fv_transaction T - set (transaction_fresh T). fst x = TAtom Value — § x € set 0CC"

and a2: "Vt € trms;ss¢ (transaction_receive T). intruder_synth_mod_timpls FP TI (t - 9 )"
and a3: "Va x s. (a: Var x € Fun (Set s) []) € SUC — s € § x"
and a4: "Vx s. (Var x not in Fun (Set s) []) € SUC — s ¢ § x"

shows "transaction_check_pre FP TI T §"

(proof)

lemma transaction_check_pre_InSetE:
assumes T: "transaction_check_pre FP TI T §"
and u: "u = (a: Var x € Fun (Set s) [])"
"u € set (unlabel (transaction_selects T)) U set (unlabel (transaction_checks T))"
shows "s € §

(proof)

x"

lemma transaction_check_pre_NotInSetE:
assumes T: "transaction_check_pre FP TI T §"
and u: "u = (Var x not in Fun (Set s) [])"
"u € set (unlabel (transaction_selects T)) U set (unlabel (transaction_checks T))"
shows "s ¢ ¢

(proof)

x"

lemma transaction_check_compI[intro]:
assumes T: "transaction_check_pre FP TI T o"
and T_adm: "admissible_transaction T"
and x1: "Vx. (x € fv_transaction T - set (transaction_fresh T) A fst x = TAtom Value)
— 0 x € set OCC"
and x2: "Vx. (x ¢ fv_transaction T - set (transaction_fresh T) V fst x # TAtom Value)
— § x = {}"
shows "§ € abs_substs_fun ¢ set (transaction_check_comp FP 0CC TI T)"

(proof)

context
begin
private lemma transaction_check_comp_in_aux:
fixes T
defines "S = set (unlabel (transaction_selects T))"
and "C = set (unlabel (transaction_checks T))"
assumes T_adm: "admissible_transaction T"
and al: "Vx € fv_transaction T - set (transaction_fresh T). fst x = TAtom Value — (Vs.
select(Var x, Fun (Set s) []1) € S — s € a x)"
and a2: "Vx € fv_transaction T - set (transaction_fresh T). fst x = TAtom Value — (Vs.
(Var x in Fun (Set s) []) € C — s € a )"
and a3: "Vx € fv_transaction T - set (transaction_fresh T). fst x = TAtom Value — (Vs.
(Var x not in Fun (Set s) []) € C — s ¢ a x)"
shows "Va x s. (a: Var x € Fun (Set s) []) € SUC — s € a x" (is 74)
and "Vx s. (Var x not in Fun (Set s) []) € S U C — s ¢ a x" (is ?B)

(proof)

lemma transaction_check_comp_in:
fixes T
defines "¢ = A0 x. if fst x = TAtom Value then (absc o §) x else Var x"
and "S set (unlabel (transaction_selects T))"
and "C set (unlabel (transaction_checks T))"
assumes T_adm: "admissible_transaction T"
and al: "Vx € set (transaction_fresh T). o x = {}"
and a2: "Vt € trms;ss: (transaction_receive T). intruder_synth_mod_timpls FP TI (t - ¥ a)"
and a3: "Vx € fv_transaction T - set (transaction_fresh T). Vs.
select(Var x, Fun (Set s) []) € S — s € a x"
and a4: "Vx € fv_transaction T - set (transaction_fresh T). Vs.
(Var x in Fun (Set s) []) € C — s € o x"
and a5: "Vx € fv_transaction T - set (transaction_fresh T). Vs.
(Var x not in Fun (Set s) []) € C — s ¢ a x"
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and a6: "Vx € fv_transaction T - set (transaction_fresh T).
fst x = TAtom Value — « x € set 0CC"
shows "3§ € abs_substs_fun ¢ set (transaction_check_comp FP OCC TI T). Vx € fv_transaction T.
fst x = TAtom Value — « x = § x"

(proof )
end

end

2.6.3 Automatically Checking Protocol Security in a Typed Model

context stateful_protocol_model
begin

definition abs_intruder_knowledge ("a;i") where
"oy S 7 = (iklsst S set I) ‘aset Q0 (dblsst S I) "

definition abs_value_constants ("awais") where
"pals S T = {t € subtermsse: (trms;sst S) ‘set Z. dn. t = Fun (Val n) []} -aset oo (dbjsst S IZ)"

definition abs_term_implications ("a:;") where
"ao; AT oaZ=1{(s,t) | st x.
s # t A x € fv_transaction T A x ¢ set (transaction_fresh T) A
Fun (Abs s) []1 = (0 os o) x - T .o g (dbisst A Z) A
Fun (Abs t) [] (0 os o) x -+ L o g (dbjsst (A@dual;ss; (transaction_strand T -jss¢ O 05 o)) L)}"

lemma abs_intruder_knowledge_append:
"oy (AGB) I =
(ikisst A set I) -aset ao (dbrsst (AGB) I) U
(ikisst B set I) -aset o (dbiss¢ (A@B) I)"
(proof)

lemma abs_value_constants_append:
fixes A B::"(’a,’b, ’c,’d) prot_strand"
shows "aya1s (A@GB) 1T =
{t € subtermsgse; (trms;ss¢ A) -ser Z. Jn. t
{t € subtermsse: (trms;sst B) ‘set Z. dn. t

(proof)

Fun (Val n) [J} ‘aset Q0 (dblsst (4@B) 1) U
Fun (Val n) [1} -aset (&7} (dblsst (A@B) I)"

lemma transaction_renaming_subst_has_no_pubconsts_abss:
fixes «::"(’fun,’atom,’sets) prot_subst"
assumes "transaction_renaming_subst o P A"
shows "subst_range « N pubval_terms = {}" (is 74)
and "subst_range a N abs_terms = {}" (is 7B)

(proof)

lemma transaction_fresh_subst_has_no_pubconsts_abss:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
shows "subst_range o N pubval_terms = {}" (is 74)
and "subst_range o N abs_terms = {}" (is 7B)
(proof)

lemma reachable_constraints_no_pubconsts_abss:
assumes "A € reachable_constraints P"
and P: "VT € set P. Vn. Val (n,True) ¢ |J (funs_term ¢ trms_transaction T)"
"VT € set P. Vn. Abs n ¢ |J (funs_term ¢ trms_transaction T)"
"YT € set P. Vx € set (transaction_fresh T). Iy, x = TAtom Value"
"WT € set P. bvars;sst (transaction_strand T) = {}"
and Z: "interpretationgsubst L" "Wtsubst L" "Wfirms (subst_range T)"
"Vn. Val (n,True) ¢ |J (funs_term ¢ (T ° fvisst A"
"Wn. Abs n ¢ | (funs_term ¢ (I ¢ fvisse A"
shows "trms;sst A set Z C GSMP (|JT € set P. trms_transaction T) - (pubval_terms U abs_terms)"
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(is "?A C 7B")

{proof)

lemma «:;_covers_oaqg_aux:

assumes A_reach: "A € reachable_constraints P"
and T: "T € set P"
and 7Z: "welltyped_constraint_model Z (A@dual;ss: (transaction_strand T :;sst 0 05 a))"
and o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst a P A"
and P: "VT € set P. admissible_transaction T"
and t: "t € subtermss.: (trms;ss¢ A)"

"t = Fun (Val n) [] V t = Var x"

and neq:

"t - T ‘a 0 (dblsst A I) #

t - T o ag (dbjsst (A@dual;ss; (transaction_strand T -jss¢ 0 0s o)) I)"

shows "Jy € fv_transaction T - set (transaction_fresh T).

{proof)

t-Z=(rosa)y - -Z AT, y= TAtom Value"

lemma o;;_covers_ag_Var:
assumes A_reach: "A € reachable_constraints P"
and T: "T € set P"
and Z: "welltyped_constraint_model Z (.A@dual;ss; (transaction_strand T -jss¢ 0 05 a))"

"transaction_fresh_subst o T A"

and o:

and «: "transaction_renaming_subst a P A"
and P: "VT € set P. admissible_transaction T"
and x: "x € fvisst A"

shows "7T x .o aog (dbysst (A@dual;ss: (transaction_strand T -jsst 0 o5 «)) 1) €

(proof)

timpl_closure_set {Z x o ag (dbisst A ID} (ari AT o o I)"

lemma «y;_covers_ag_Val:
assumes A_reach: "A € reachable_constraints P"
and T: "T € set P"
and Z: "welltyped_constraint_model T (A@dual;ss: (transaction_strand T :jss¢ 0 05 a))"

"transaction_fresh_subst o T A"

and o:
and «a: "transaction_renaming_subst o P A"
and P: "VT € set P. admissible_transaction T"

and n: "Fun (Val n) [] € subtermsse: (trms;sst A)"
shows "Fun (Val n) [] o ao (db;ss¢ (A@dual;ss: (transaction_strand T -jss¢ 0 05 «)) L) €

(proof)

timpl_closure_set {Fun (Val n) [] -o oo (dbisst A D)} (s AT o o I)"

lemma o;;_covers_oao_ik:
assumes A_reach: "A € reachable_constraints P"
and T: "T € set P"
and Z: "welltyped_constraint_model T (A@dual;ss: (transaction_strand T :jss¢ 0 05 a))"

and o: "transaction_fresh_subst o T A"

and «a: "transaction_renaming_subst o P A"
and P: "VT € set P. admissible_transaction T"
and t: "t € ikjsst A"

shows "t - 7 -4, oo (dbiss¢ (A@dual;ss; (transaction_strand T -ss¢ 0 05 )) L) €

{proof)

timpl_closure_set {t - Z o ao (dbisst A ZD} (avi AT o o I)"

lemma transaction_propi:
assumes "§ € abs_substs_fun ¢ set (tramsaction_check_comp FP 0CC TI T)"
and "x € fv_transaction T"
and "x ¢ set (transaction_fresh T)"
and "6 x # absdbupd (unlabel (transaction_updates T)) x (§ x)"
and "transaction_check FP 0CC TI T"
and TI:

62

"set TI = {(a,b) € (set TI)". a # b}"



2.6 Stateful Protocol Verification (Stateful_Protocol_Verification)

shows "(§ x, absdbupd (unlabel (transaction_updates T)) x (§ x)) € (set TI)'"
{proof)

lemma transaction_prop2:
assumes 0: "§ € abs_substs_fun ¢ set (transaction_check_comp FP 0OCC TI T)"
and x: "x € fv_transaction T" "fst x = TAtom Value"
and T_check: "transaction_check FP 0CC TI T"
and T_adm: "admissible_transaction T"
and FP:
"analyzed (timpl_closure_set (set FP) (set TI))"
"wftrms (set FP)"
and 0CC:

"Vt € timpl_closure_set (set FP) (set TI). Vf € funs_term t. is_Abs f — f € Abs ¢ set 0OCC"

"timpl_closure_set (absc ¢ set 0CC) (set TI) C absc ‘ set 0OCC"
and TI:
"set TI = {(a,b) € (set TI)". a # b}"
shows "x ¢ set (transaction_fresh T) — 0 x € set 0CC" (is "?A’ —> ?74A")
and "absdbupd (unlabel (transaction_updates T)) x (0 x) € set 0CC" (is 7B)

(proof)

lemma transaction_prop3:
assumes A_reach: "A € reachable_constraints P"
and T: "T € set P"

and Z: "welltyped_constraint_model T (A@dual;ss: (transaction_strand T -jss¢ 0 05 ))"

and o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst o P A"
and FP:
"analyzed (timpl_closure_set (set FP) (set TI))"
"wftrms (set FP)"
"Wt € ajr A Z. timpl_closure_set (set FP) (set TI) k. t"
and 0CC:

"Vt € timpl_closure_set (set FP) (set TI). Vf € funs_term t. is_Abs f — f € Abs ¢ set 0OCC"

"timpl_closure_set (absc ¢ set 0CC) (set TI) C absc ¢ set 0OCC"
"Qpats A L C absc ¢ set 0CC"
and TI:
"set TI = {(a,b) € (set TI)". a # b}"
and P:
"W T € set P. admissible_transaction T"

shows "Vx € set (transaction_fresh T). (o os o) x - L -4 oo (dbisst A Z) = absc {}" (is ?4)

and "Vt € trms;ss¢+ (transaction_receive T).

intruder_synth_mod_timpls FP TI (t - (0 o5 a) - T o a9 (dbjsst A Z))" (is ?B)

and "Vx € fv_transaction T - set (transaction_fresh T).
Vs. select(Var x,Fun (Set s) []) € set (unlabel (tramsaction_selects T))

— (dss. (0 o5 @) x - T o ap (dbjsst A Z) = absc ss N s € ss)" (is 7C)

and "Vx € fv_transaction T - set (transaction_fresh T).
Vs. (Var x in Fun (Set s) []) € set (unlabel (transaction_checks T))

— (dss. (0 os a) x - T o g (dbjssy A L) = absc ss N s € ss)" (is ?D)

and "Vx € fv_transaction T - set (transaction_fresh T).
Vs. (Var x not in Fun (Set s) []) € set (unlabel (transaction_checks T))

— (3ss. (0 o5 @) x - T o ap (dbisst A L) = absc ss N s ¢ ss)" (is ?7E)
and "Vx € fv_transaction T - set (transaction_fresh T). I'y, x = TAtom Value —

(0 os a) x - L -4 ag (dbysst A L) € absc ¢ set 0CC" (is 7F)
(proof )

lemma transaction_prop4:
assumes A_reach: "A € reachable_constraints P"

and T: "T € set P"

and Z: "welltyped_constraint_model 7 (A@dual;ss; (transaction_strand T -jsst 0 05 a))"
and o: "transaction_fresh_subst o T A"

and «: "transaction_renaming _subst a P A"

and P: "VT € set P. admissible_transaction T"

and x: "x € set (transaction_fresh T)"

and y: "y € fv_transaction T - set (transaction_fresh T)" "I', y = TAtom Value"
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shows "(o os @) x - T ¢ subtermsse: (trmsisst (A -1sst Z))" (is ?74)
and "(o o5 a) y - I € subtermsse; (trmsisst (A <ss¢ L))" (is 7B)

{proof)

lemma transaction_props:
fixes T o a AZ T’ a0 a0’ ¢
defines "T’ = dual;ss: (transaction_strand T -jsst O 05 )"
and "a0 = ag (dbissi A I)"
and "a0’ = «o (db;ss: (A@T’) I)"
and "9 = X0 x. if fst x = TAtom Value then (absc o §) x else Var x"
assumes A_reach: "A € reachable_constraints P"
and T: "T € set P"
and 7Z: "welltyped_constraint_model Z (A@T’)"
and o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst « P A"
and FP:
"analyzed (timpl_closure_set (set FP) (set TI))"
"wftrms (set FP)"
"Vt € ajr A Z. timpl_closure_set (set FP) (set TI) k. t"
and 0CC:
"Vt € timpl_closure_set (set FP) (set TI). Vf € funs_term t. is_Abs f — f € Abs ¢ set 0CC"
"timpl_closure_set (absc ¢ set 0CC) (set TI) C absc ¢ set 0CC"
"Qypais A I C absc ¢ set 0CC"
and TI:
"set TI = {(a,b) € (set TI)". a # b}"
and P:
"YT € set P. admissible_transaction T"
and step: "list_all (transaction_check FP 0CC TI) P"
shows "30 € abs_substs_fun ¢ set (transaction_check_comp FP 0OCC TI T).
Vx € fv_transaction T. I'y, x = TAtom Value —
(0 os ) x - T -« a0 = absc (6 x) A
(0 os @) x - T -, a0’ = absc (absdbupd (unlabel (transaction_updates T)) x (§ x))"

(proof)

lemma transaction_prop6:
fixes T o a A Z T’ a0 a0’
defines "T’ = dual;ss: (transaction_strand T -jss¢ O Os )"
and "a0 = «ap (dbisst A )"
and "a0’ = «a¢ (db;ss: (AQT’) I)"
assumes A_reach: "A € reachable_constraints P"
and T: "T € set P"
and Z: "welltyped_constraint_model Z (A@T’)"
and o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst a P A"
and FP:
"analyzed (timpl_closure_set (set FP) (set TI))"
"wfirms (set FP)"
"Wt € ajr A Z. timpl_closure_set (set FP) (set TI) k. t"
and 0CC:
"Vt € timpl_closure_set (set FP) (set TI). Vf € funs_term t. is_Abs f — f € Abs ¢ set 0OCC"
"timpl_closure_set (absc ¢ set 0CC) (set TI) C absc ¢ set 0OCC"
"Qyats A L C absc ¢ set 0CC"
and TI:
"set TI = {(a,b) € (set TI)". a # b}"
and P:
"Y' T € set P. admissible_transaction T"
and step: "list_all (transaction_check FP 0CC TI) P"
shows "Vt € timpl_closure_set (a;x A Z) (a; AT o a ).
timpl_closure_set (set FP) (set TI) k. t" (is 74)
and "timpl_closure_set (ayais A Z) (ati AT o a Z) C absc ¢ set 0CC" (is 7B)
and "Vt € trms;ss¢+ (transaction_send T). is_Fun (t - (o o5 o) - T -, a0’) —
timpl_closure_set (set FP) (set TI) k. t - (0 o5 a) - T .o a0’" (is ?7C)
and "Vx € fv_transaction T. 'y, x = TAtom Value —>

64



2.6 Stateful Protocol Verification (Stateful_Protocol_Verification)

(0 o5 ) x - T -, a0’ € absc ¢ set 0OcCC" (is 7D)
(proof )

lemma reachable_constraints_covered_step:
fixes A::"(’fun, ’atom, ’sets, ’1bl) prot_constr"
assumes A_reach: "A € reachable_constraints P"
and T: "T € set P"
and Z: "welltyped_constraint_model Z (A@dual;ss; (transaction_strand T -jss¢ 0 05 a))"
and o: "transaction_fresh_subst o T A"
and «: "transaction_renaming _subst a P A"
and FP:
"analyzed (timpl_closure_set (set FP) (set TI))"
"wftrms (set FP)"
"Wt € aijr A Z. timpl_closure_set (set FP) (set TI) k. t"
"ground (set FP)"
and 0CC:
"Vt € timpl_closure_set (set FP) (set TI). Vf € funs_term t. is_Abs f — f € Abs ¢ set 0OCC"
"timpl_closure_set (absc ¢ set 0CC) (set TI) C absc ¢ set 0OCC"
"avals A A Q absc ¢ set 0CC"
and TI:
"set TI = {(a,b) € (set TI)". a # b}"
and P:
"WT € set P. admissible_transaction T"
and transactions_covered: "list_all (transaction_check FP 0CC TI) P"
shows "Vt € air (A@dual;.s:+ (transaction_strand T -jsst 0 0s )) L.
timpl_closure_set (set FP) (set TI) k. t" (is 74)
and "oyars (A@dual;ss; (transaction_strand T +ss: 0 os o)) I C absc ¢ set 0CC" (is 7B)

(proof)

lemma reachable_constraints_covered:
assumes A_reach: "A € reachable_constraints P"
and Z: "welltyped_constraint_model 7 A"
and FP:
"analyzed (timpl_closure_set (set FP) (set TI))"
"wftrms (set FP)"
"ground (set FP)"
and 0CC:
"Vt € timpl_closure_set (set FP) (set TI). Vf € funs_term t. is_Abs f — f € Abs ¢ set 0OCC"
"timpl_closure_set (absc ¢ set 0CC) (set TI) C absc ¢ set 0OCC"
and TI:
"set TI = {(a,b) € (set TD*V. a # b}"
and P:
"WT € set P. admissible_transaction T"
and transactions_covered: "list_all (transaction_check FP 0CC TI) P"
shows "Vt € «a;x A Z. timpl_closure_set (set FP) (set TI) k. t"
and "ayais A Z C absc ¢ set 0OCC"

(proof)

lemma attack_in_fixpoint_if_attack_in_ik:
fixes FP::"(’fun,’atom, ’sets) prot_terms"
assumes "Vt € IK -qset a. FP . t"
and "attack(n) € IK"
shows "attack(n) € FP"

{proof)

lemma attack_in_fixpoint_if_attack_in_timpl_closure_set:
fixes FP::"(’fun, ’atom, ’sets) prot_terms"
assumes "attack(n) € timpl_closure_set FP TI"
shows "attack(n) € FP"

(proof)

theorem prot_secure_if_fixpoint_covered_typed:
assumes FP:
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"analyzed (timpl_closure_set (set FP) (set TI))"
"wftrms (set FP)"
"ground (set FP)"

and 0CC:
"Vt € timpl_closure_set (set FP) (set TI). VYf € funs_term t. is_Abs f — f € Abs ¢ set 0OCC"
"timpl_closure_set (absc ¢ set 0CC) (set TI) C absc ¢ set 0OCC"

and TI:
"set TI = {(a,b) € (set TI)". a # b}"

and P:
"WT € set P. admissible_transaction T"

and transactions_covered: "list_all (transaction_check FP 0CC TI) P"

and attack_notin_FP: "attack(n) ¢ set FP"

and A: "A € reachable_constraints P"

shows "}Z. welltyped_constraint_model T (A@[(1, send{attack(n)))])" (is "PZ. 2P IT")

(proof)

end

2.6.4 Theorem: A Protocol is Secure if it is Covered by a Fixed-Point

context stateful_protocol_model
begin

theorem prot_secure_if_fixpoint_covered:
fixes P
assumes FP:

"analyzed (timpl_closure_set (set FP) (set TI))"

"wfirms (set FP)"

"ground (set FP)"
and 0CC:

"Vt € timpl_closure_set (set FP) (set TI). Vf € funs_term t. is_Abs f — f € Abs ¢ set 0OCC"

"timpl_closure_set (absc ¢ set O0CC) (set TI) C absc ‘ set 0OCC"
and TI:

"set TI = {(a,b) € (set TI)". a # b}"
and M:

"has_all_wt_instances_of I' (|JT € set P. trms_transaction T) N"

"finite N"

"tfrse:e N"

"wfirms N"
and P:

"WT € set P. admissible_transaction T"

"VT € set P. list_all tfrgs;p (unlabel (transaction_strand T))"
and transactions_covered: "list_all (transaction_check FP 0CC TI) P"
and attack_notin_FP: "attack(n) ¢ set FP"
and A: "A € reachable_constraints P"

shows "#Z. constraint_model T (Ae@[(1, send{attack(n)))])"
(is "#Z. 2P A I")
(proof)

end

2.6.5 Automatic Fixed-Point Computation

context stateful_protocol_model
begin

definition compute_fixpoint_fun’ where
"compute_fixpoint_fun’ P (n::nat option) enable_traces SO0 =
let sy = intruder_synth_mod_timpls;

FP’ = )\S. fst (fst S);

TI’ = AS. snd (fst S);
0cc’ = AS. remdups (
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(map (At. the_Abs (the_Fun (args t ! 1)))
(filter (At. is_Fun t A the_Fun t = OccursFact) (FP’ S)))e@
(map snd (TI’ S)));

equal_states = AS S’. set (FP’ S) = set (FP’ S’) A set (TI’ S) = set (TI’ S’);
trace’ = AS. snd S;

close = AM f. let g = remdups o f in while (MA. set (g A) # set A) g M;
close’ = MM f. let g = remdups o f in while (MA. set (g A) #* set A) g M;
trancl_minus_refl = ATI.

let aux = Ats p. map (Aq. (fst p,snd q)) (filter ((=) (snd p) o fst) ts)

in filter (Ap. fst p # snd p) (close’ TI (Ats. concat (map (aux ts) ts)@ts));
snd_Ana = AN M TI. let N’ = filter (At. Vk € set (fst (Ana t)). sy M TI k) N in

filter (At. —sy M TI t)

(concat (map (At. filter (As. s € set (snd (4dna t))) (args t)) N’));

Ana_cl = MFP TI.

close FP (AM. (M@snd_Ana M M TI));
TI_cl = MAFP TI.

close FP (AM. (Mefilter (At. —sy M TI t)

(concat (map (Am. concat (map (A(a,b). {(a -=> b)(m)) TI)) M))));

Ana_cl’ = XFP TI.

let N = AM. comp_timpl_closure_list (filter (At. Jk€set (fst (Ana t)). —-sy M TI k) M) TI

in close FP (AM. M@snd_Ana (N M) M TI);

A = \S. transaction_check_comp (FP’ S) (0cc’ S) (TI’ S);
result = AS T §.
let not_fresh = Ax. x ¢ set (transaction_fresh T);
xs = filter not_fresh (fv_listss; (unlabel (transaction_strand T)));
u = A0 x. absdbupd (unlabel (transaction_strand T)) x (§ x)
in (remdups (filter (At. —sy (FP’ S) (TI’ S) t)
(map (At. the_msg t - (absc o u 4))
(filter is_Send (unlabel (transaction_send T))))),
remdups (filter (As. fst s # snd s) (map (Ax. (§ x, u 0 x)) xs)));
update_state = A\S. if list_ex (At. is_Fun t A is_Attack (the_Fun t)) (FP’ S) then S
else let results = map (AT. map (AJ. result S T (abs_substs_fun §)) (A S T)) P;
newtrace_flt = (An. let x = results ! n; y = map fst x; z = map snd x
in set (concat y) - set (FP’ S) # {} V set (concat z) - set (TI’ S) # {});
trace =
if enable_traces
then trace’ S@[filter newtrace_flt [0..<length results]]
else [];
U = concat results;
V = ((remdups (concat (map fst U)@FP’ S),
remdups (filter (Ax. fst x # snd x) (concat (map snd U)@TI’ S))),
trace);
W = ((Ana_cl (TI_cl (FP’> V) (TI’ V)) (TI’ V),
trancl_minus_refl (TI’ V)),
trace’ V)
in if —equal_states W S then W
else ((Ana_cl’ (FP’ W) (TI’ W), TI’ W), trace’ W);

S = ((Ah. case n of None = while (AS. —equal_states S (h S)) h | Some m = h "~ m)
update_state S0)

in ((FP’ S8, 0OCC’ S, TI’ S), trace’ S)"

definition compute_fixpoint_fun where
"compute_fixpoint_fun P = fst (compute_fixpoint_fun’ P None False (([],[1),[1))"

end
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2.6.6 Locales for Protocols Proven Secure through Fixed-Point Coverage

type_synonym (’f,’a,’s) fixpoint_triple =
"(’f,’a,’s) prot_term list X ’s set list X (’s set X ’s set) list"

context stateful_protocol_model
begin

definition "attack_notin_fixpoint (FPT::(’fun,’atom,’sets) fixpoint_triple) =
list_all (At. Vf € funs_term t. —is_Attack f) (fst FPT)"

definition "protocol_covered_by_fixpoint (FPT::(’fun,’atom,’sets) fixpoint_triple) P =
let (FP, 0OCC, TI) = FPT
in list_all (transaction_check FP OCC TI) P"

definition "analyzed_fixpoint (FPT::(’fun,’atom,’sets) fixpoint_triple) =
let (FP, _, TI) = FPT
in analyzed_closed_mod_timpls FP TI"

definition "wellformed_protocol’ (P::(’fun,’atom,’sets,’lbl) prot) N =
list_all admissible_transaction P A
has_all_wt_instances_of I' (|JT € set P. trms_transaction T) (set N) A
comp_tfrse: arity Ana I' N A
list_all (AT. list_all (comp_tfrssp I' Pair) (unlabel (transaction_strand T))) P"

definition "wellformed_protocol (P::(’fun,’atom,’sets,’1bl) prot) =
let £ = AM. remdups (concat (map subterms_list M@map (fst o Ana) M));
NO = remdups (concat (map (trms_listss¢ o unlabel o transaction_strand) P));
N = while (MA. set (f A) # set A) f NO
in wellformed_protocol’ P N"

definition "wellformed_fixpoint (FPT::(’fun,’atom,’sets) fixpoint_triple) =
let (FP, 0OCC, TI) = FPT; 0CC’ = set 0OCC
in list_all (At. wfirm’ arity t A fv t = {}) FP A
list_all (Ma. a € 0CC’) (map snd TI) A
list_all (A(a,b). list_all (A(c,d). b = c N a # d — List.member TI (a,d)) TI) TI A
list_all (Ap. fst p # snd p) TI A
list_all (At. Vf € funs_term t. is_Abs f — the_Abs f € 0CC’) FP"

lemma protocol_covered_by_fixpoint_I1[intro]:
assumes "list_all (protocol_covered_by_fixpoint FPT) P"
shows "protocol_covered_by_fixpoint FPT (concat P)"

(proof)

lemma protocol_covered_by_fixpoint_I2[intro]:
assumes "protocol_covered_by_fixpoint FPT P1"
and "protocol_covered_by_fixpoint FPT P2"
shows "protocol_covered_by_fixpoint FPT (P1@P2)"

(proof)

lemma protocol_covered_by_fixpoint_I3[intro]:
assumes "VT € set P. V§::(’fun,’atom, ’sets) prot_var = ’sets set.
transaction_check_pre FP TI T § — transaction_check_post FP TI T §"
shows "protocol_covered_by_fixpoint (FP,0CC,TI) P"

(proof)

lemmas protocol_covered_by_fixpoint_intros =
protocol_covered_by_fixpoint_I1
protocol_covered_by_fixpoint_I2
protocol_covered_by_fixpoint_I3

lemma prot_secure_if_prot_checks:
fixes P::"(’fun, ’atom, ’sets, ’1bl) prot_transaction list"
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and FP_OCC_TI:: "(’fun, ’atom, ’sets) fixpoint_triple"
assumes attack_notin_fixpoint: "attack_notin_fixpoint FP_OCC_TI"
and transactions_covered: "protocol_covered_by_fixpoint FP_OCC_TI P"
and analyzed_fixpoint: "analyzed_fixpoint FP_OCC_TI"
and wellformed_protocol: "wellformed_protocol’ P N"
and wellformed_fixpoint: "wellformed_fixpoint FP_OCC_TI"
shows "V A € reachable_constraints P. BZ. constraint_model T (A@[(1, send{attack(n)))])"
(proof)

end

locale secure_stateful_protocol =
pm: stateful_protocol_model arityy arity, publicy Anay; I'y label_witnessl label_witness2
for arity;::"’fun = nat"
and arity,::"’sets = nat"
and publicy::"’fun = bool"
and Anay::"’fun = (((’fun,’atom::finite,’sets) prot_fun, nat) term list X nat list)"
and I'y::"’fun = ’atom option"
and label_witnessl::"’1bl"
and label_witness2::"’1bl"
+
fixes P::"(’fun, ’atom, ’sets, ’lbl) prot_transaction list"
and FP_OCC_TI:: "(’fun, ’atom, ’sets) fixpoint_triple"
and P_SMP::"(’fun, ’atom, ’sets) prot_term list"
assumes attack_notin_fixpoint: "pm.attack_notin_fixpoint FP_OCC_TI"
and transactions_covered: "pm.protocol_covered_by_fixpoint FP_OCC_TI P"
and analyzed_fixpoint: "pm.analyzed_fixpoint FP_OCC_TI"
and wellformed_protocol: "pm.wellformed_protocol’ P P_SMP"
and wellformed_fixpoint: "pm.wellformed_fixpoint FP_OCC_TI"
begin

theorem protocol_secure:
"Y A € pm.reachable_constraints P. #Z. pm.constraint_model T (A@[(1, send(attack(n)))])"
(proof)

end

locale secure_stateful_protocol’ =
pm: stateful_protocol_model arityy aritys publicy Anay Ff label_witnessl label_witness2
for arityy;::"’fun = nat"
and aritys::"’sets = nat"
and publicy::"’fun = bool"
and Anay::"’fun = (((’fun,’atom::finite,’sets) prot_fun, nat) term list X nat list)"
and I'y::"’fun = ’atom option"
and label_witnessl::"’1bl"
and label_witness2::"’1bl"
+
fixes P::"(’fun, ’atom, ’sets, ’l1bl) prot_transaction list"
and FP_OCC_TI:: "(’fun, ’atom, ’sets) fixpoint_triple"
assumes attack_notin_fixpoint’: "pm.attack_notin_fixpoint FP_OCC_TI"
and transactions_covered’: "pm.protocol_covered_by_fixpoint FP_OCC_TI P"
and analyzed_fixpoint’: "pm.analyzed_fixpoint FP_OCC_TI"
and wellformed_protocol’: "pm.wellformed_protocol P"
and wellformed_fixpoint’: "pm.wellformed_fixpoint FP_OCC_TI"
begin

sublocale secure_stateful_protocol
arityy aritys public; Anay I'y label_witnessl label_witness2 P
FP_0CC_TI
"let £ = AM. remdups (concat (map subterms_list M@map (fst o pm.Ana) M));
NO = remdups (concat (map (trms_listss+ o unlabel o transaction_strand) P))
in while (MA. set (f A) # set A) f NO"
(proof)
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end

locale secure_stateful_protocol’’ =
pm: stateful_protocol_model arity; arity, publicy Anay; I'y label_witnessl label_witness2
for arityy::"’fun = nat"
and aritys::"’sets = nat"
and publicy::"’fun = bool"
and Anay::"’fun = (((’fun,’atom::finite,’sets) prot_fun, nat) term list X nat list)"
and I'y::"’fun = ’atom option"
and label_witnessl::"’1bl"
and label_witness2::"’1bl"
+
fixes P::"(’fun, ’atom, ’sets, ’lbl) prot_transaction list"
assumes checks: "let FPT = pm.compute_fixpoint_fun P
in pm.attack_notin_fixpoint FPT A pm.protocol_covered_by_fixpoint FPT P A
pm.analyzed_fixpoint FPT A pm.wellformed_protocol P A pm.wellformed_fixpoint FPT"
begin

sublocale secure_stateful_protocol’
arityy aritys publicy Anay Ff label_witnessl label_witness2 P "pm.compute_fixpoint_fun P"
(proof)

end

locale secure_stateful_protocol’’’ =
pm: stateful_protocol_model arity; arity, publicy Anay I'y label_witnessl label_witness2
for arityy::"’fun = nat"
and arity::"’sets = nat"
and publicy::"’fun = bool"
and Anay::"’fun = (((’fun,’atom::finite, ’sets) prot_fun, nat) term list X nat list)"
and I'y::"’fun = ’atom option"”
and label_witness1::"’1bl"
and label_witness2::"’1bl"
+
fixes P::"(’fun, ’atom, ’sets, ’1bl) prot_transaction list"
and FP_OCC_TI:: "(’fun, ’atom, ’sets) fixpoint_triple"
and P_SMP::"(’fun, ’atom, ’sets) prot_term list"
assumes checks’: "let P’ = P; FPT = FP_OCC_TI; P’_SMP = P_SMP
in pm.attack_notin_fixpoint FPT A
pm.protocol_covered_by_fixpoint FPT P’ A
pm.analyzed_fixpoint FPT A
pm.wellformed_protocol’ P’ P’_SMP A
pm.wellformed_fixpoint FPT"
begin

sublocale secure_stateful_protocol
arityy aritys publicy Anay I'y label_witnessl label_witness2 P FP_OCC_TI P_SMP
(proof)

end

locale secure_stateful_protocol’’’’ =
pm: stateful_protocol_model arityy arity, publicy Anay I'y label_witnessl label_witness2
for aritys::"’fun = nat"
and arity,::"’sets = nat"
and publicy::"’fun = bool"
and Anay::"’fun = (((’fun,’atom::finite,’sets) prot_fun, nat) term list X nat list)"
and I'j::"’fun = ’atom option"
and label_witness1::"’1bl"
and label_witness2::"’1bl"
+

fixes P::"(’fun, ’atom, ’sets, ’1bl) prot_transaction list"
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and FP_OCC_TI:: "(’fun, ’atom, ’sets) fixpoint_triple"
assumes checks’’: "let P’ = P; FPT = FP_OCC_TI

begin

in pm.attack_notin_fixpoint FPT A
pm.protocol_covered_by_fixpoint FPT P’ A
pm.analyzed_fixpoint FPT A
pm.wellformed_protocol P’ A
pm.wellformed_fixpoint FPT"

sublocale secure_stateful_protocol’
arityy aritys publicy; Anay I'y label_witnessl label_witness2 P FP_OCC_TI

(proof)

end

2.6.7 Automatic Protocol Composition

context stateful_protocol_model

begin

definition wellformed_composable_protocols where

"wellformed_
let

composable_protocols (P::(’fun, ’atom, ’sets,’1bl) prot list) N =

Ts = concat P;

steps =
MPO = U
in
list_all
has_all_

concat (map transaction_strand Ts);
T € set Ts. trms_transaction T U pair’ Pair ¢ setops_transaction T

(wfirm’ arity) N A
wt_instances_of I' MPO (set N) A

comp_tfrse: arity Ana I' N A

list_all
list_all
list_all
list_all

(comp_tfrgsip I Pair o snd) steps A

(AT. wellformed_transaction T) Ts A

(AT. wftrms’ arity (trms_transaction T)) Ts A

(AT. list_all (Mx. T'y, x = TAtom Value) (transaction_fresh T)) Ts"

definition composable_protocols where
"composable_protocols (P::(’fun,’atom,’sets,’1bl) prot list) Ms S =

let
Ts = con
steps =
MPO = U
M_fun =

cat P;

concat (map transaction_strand Ts);

T € set Ts. trms_transaction T U pair’ Pair ‘ setops_transaction T;
(MA1. case find ((=) 1 o fst) Ms of Some M = snd M | None = [])

¢

in comp_par_comp;ss¢ public arity Ana I' Pair steps M_fun S"

lemma composable_protocols_par_comp_constr:

fixes S f

defines "f = MM. {t - § | t §. t € M N\ Wtsubst 0 N Wli¢rms (sSubst_range §) A fv (t - 0) = {}}"

and "Sec

(f (set S)) - {m. intruder_synth {} m}"

assumes Ps_pc: "wellformed_composable_protocols Ps N" "composable_protocols Ps Ms S"
shows "V.A € reachable_constraints (concat Ps). VZI. constraint_model 7 A —
(3Z,. welltyped_constraint_model Z, A A

(is "VA €

(proof)

end

end

((Vn. welltyped_constraint_model Z, (proj n A)) V
(3A’. prefix A’ A A strand_leaks;ss: A’ Sec Z;)))"
. V_. _ — 2 ATI")
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3 Trac Support and Automation

3.1 Useful Eisbach Methods for Automating Protocol Verification
(Eisbach_Protocol Verification)

theory Eisbach_Protocol_Verification
imports Main "HOL-Eisbach.Eisbach_Tools"
begin

named_theorems exhausts

named_theorems type_class_instance_lemmata
named_theorems protocol_checks

named_theorems coverage_check_unfold_protocol_lemma
named_theorems coverage_check_unfold_lemmata
named_theorems coverage_check_intro_lemmata
named_theorems transaction_coverage_lemmata

method UNIV_lemma =
(rule UNIV_eq_I; (subst insert_iff)+; subst empty_iff; smt exhausts)+

method type_class_instance =
(intro_classes; auto simp add: type_class_instance_lemmata)

method protocol_model_subgoal =
(((rule alll, case_tac f); (erule forw_subst)+)?; simp_all)

method protocol_model_interpretation =
(unfold_locales; protocol_model_subgoal+)

method check_protocol_intro =
(unfold_locales, unfold protocol_checks[symmetric])

method check_protocol_with methods meth =
(check_protocol_intro, meth)

method check_protocol’ =
(check_protocol_with (code_simp+))

method check_protocol_unsafe’ =
(check_protocol_with (eval+))

method check_protocol =

(check_protocol_with (
code_simp,
code_simp,
code_simp,
code_simp,
code_simp))

method check_protocol_unsafe =
(check_protocol_with (
eval,
eval,
eval,
eval,
eval))
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method coverage_check_intro =
(((unfold coverage_check_unfold_protocol_lemma)?;
intro coverage_check_intro_lemmata;
simp only: list_all_simps list_all_append list.map concat.simps map_append product_concat_map;
intro conjI Truel);
(clarsimp+)?;
((rule transaction_coverage_lemmata)+)?)

method coverage_check_unfold =
(unfold coverage_check_unfold_protocol_lemma coverage_check_unfold_lemmata
list_all_iff Let_def case_prod_unfold Product_Type.fst_conv Product_Type.snd_conv)

end

3.2 ML Yacc Library (ml_yacc_lib)

theory
"ml_yacc_lib"
imports
Main

begin

(ML)

end

3.3 Abstract Syntax for Trac Terms (trac_term)

theory
trac_term
imports
"First_Order_Terms.Term"
"ml_yacc_1lib"

begin
datatype cMsg = cVar "string * string"
| cConst string

| cFun "string * cMsg list"

(ML)

end

3.4 Parser for Trac FP definitions (trac_fp_parser)

theory
trac_fp_parser
imports
"trac_term"
begin

(ML)

end
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3.5 Parser for the Trac Format (trac_protocol_parser)

3.5 Parser for the Trac Format (trac_protocol parser)

theory
trac_protocol_parser
imports
"trac_term"
begin

(ML)
end

3.6 Support for the Trac Format (trac)

theory
n trac n
imports
trac_fp_parser
trac_protocol_parser

keywords
"trac" :: thy_decl
and "trac_import" :: thy_decl
and "trac_trac" :: thy_decl
and "trac_import_trac" :: thy_decl
and "protocol_model_setup" :: thy_decl
and "protocol_security_proof" :: thy_decl
and "manual_protocol_model_setup" :: thy_decl
and "manual_protocol_security_proof" :: thy_decl
and "compute_fixpoint" :: thy_decl
and "compute_SMP" :: thy_decl
and "setup_protocol_model’" :: thy_decl
and "protocol_security_proof’" :: thy_decl
and "setup_protocol_checks" :: thy_decl
begin
(ML)
end
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4 Examples

4.1 The Keyserver Protocol (Keyserver)
theory Keyserver

imports "../PSPSP"
begin

declare [[code_timing]]

trac
Protocol: keyserver

Types:
honest = {a,b,c}
server = {s}

agents = honest ++ server

Sets:
ring/1 valid/2 revoked/2

Functions:
Public sign/2 crypt/2 pair/2
Private inv/1

Analysis:

sign(X,Y) > Y
crypt(X,Y) 7 inv(X) -> Y
pair(X,Y) -> X,Y

Transactions:
# Out-of-band registration
outOfBand (A:honest,S:server)
new NPK
insert NPK ring(4)
insert NPK valid(4,S)
send NPK.

# User update key
keyUpdateUser (A:honest,PK:value)
PK in ring(4)
new NPK
delete PK ring(4)
insert NPK ring(4)
send sign(inv(PK),pair(A,NPK)).

# Server update key
keyUpdateServer (A:honest,S:server,PK:value, NPK:value)
receive sign(inv(PK),pair(A,NPK))
PK in valid(A4,S)
NPK notin valid(_)
NPK notin revoked(_)
delete PK valid(A4,S)
insert PK revoked(A,S)
insert NPK valid(A4,S)
send inv(PK).
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# Attack definition
authAttack (A:honest,S:server,PK:value)

receive inv(PK)

PK in valid(4,S)

attack.
IX¢
val(ring(A)) where A:honest
sign(inv(val(0)),pair(A,val(ring(A)))) where A:honest
inv(val(revoked(A,S))) where A:honest S:server
pair(A,val(ring(A))) where A:honest

occurs (val(ring(A))) where A:honest

timplies(val(ring(A)),val(ring(4),valid(A,S))) where A:honest S:server
timplies(val(ring(A)),val(0)) where A:honest
timplies(val(ring(A),valid(4,S)),val(valid(A,S))) where A:honest S:server
timplies(val(0),val(valid(4,S))) where A:honest S:server
timplies(val(valid(4,S)),val(revoked(4,S))) where A:honest S:server

)

4.1.1 Proof of security

protocol_model_setup spm: keyserver
compute_SMP [optimized] keyserver_protocol keyserver_SMP
manual_protocol_security_proof ssp: keyserver

for keyserver_protocol keyserver_fixpoint keyserver_SMP

(proof)

end

4.2 A Variant of the Keyserver Protocol (Keyserver2)

theory Keyserver2
imports "../PSPSP"
begin

declare [[code_timing]]

trac
Protocol: keyserver2

Types:

honest = {a,b,c}

dishonest = {i}

agent = honest ++ dishonest

Sets:
ring’/1 seen/1 pubkeys/0 valid/1

Functions:
Public h/1 sign/2 crypt/2 scrypt/2 pair/2 update/3
Private inv/1 pw/1

Analysis:

sign(X,Y) -> Y
crypt(X,Y) ? inv(X) ->Y
scrypt(X,Y) 7 X > Y
pair(X,Y) -> X,Y

update (X,Y,Z) -> X,Y,Z

Transactions:
passwordGenD (A:dishonest)
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send pw(4).

pubkeysGen ()
new PK
insert PK pubkeys
send PK.

updateKeyPw(A:honest,PK:value)
PK in pubkeys
new NPK
insert NPK ring’ (A)
send NPK
send crypt (PK,update (A,NPK,pw(4))).

updateKeyServerPw(A:agent,PK:value, NPK:value)
receive crypt(PK,update(A,NPK,pw(4)))
PK in pubkeys
NPK notin pubkeys
NPK notin seen(_)
insert NPK valid(4)
insert NPK seen(4).

authAttack2(A:honest,PK:value)
receive inv(PK)
PK in valid(4)
attack.

4.2.1 Proof of security

protocol_model_setup spm: keyserver2
compute_fixpoint keyserver2_protocol keyserver2_fixpoint
protocol_security_proof ssp: keyserver2

4.2.2 The generated theorems and definitions

thm ssp.protocol_secure

thm keyserver2_enum_consts.nchotomy
thm keyserver2_sets.nchotomy

thm keyserver2_fun.nchotomy

thm keyserver2_atom.nchotomy

thm keyserver2_arity.simps

thm keyserver2_public.simps

thm keyserver2_ I'.simps

thm keyserver2_Ana.simps

thm keyserver2_transaction_passwordGenD_def
thm keyserver2_transaction_pubkeysGen_def

thm keyserver2_transaction_updateKeyPw_def

thm keyserver2_transaction_updateKeyServerPw_def
thm keyserver2_transaction_authAttack2_def

thm keyserver2_protocol_def

thm keyserver2_ fixpoint_def

end

4.3 The Composition of the Two Keyserver Protocols
(Keyserver_Composition)

theory Keyserver_Composition
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imports "../PSPSP"
begin

declare [[code_timing]]

trac
Protocol: kscomp

Types:

honest = {a,b,c}

dishonest = {i}

agent = honest ++ dishonest

Sets:
ring/1 valid/1 revoked/1 deleted/1
ring’/1 seen/1 pubkeys/0

Functions:
Public h/1 sign/2 crypt/2 scrypt/2 pair/2 update/3
Private inv/1 pw/1

Analysis:

sign(X,Y) > Y
crypt(X,Y) 7 inv(X) -> Y
scrypt(X,Y) 7 X > Y
pair(X,Y) -> X,Y

update (X,Y,Z) -> X,Y,Z

Transactions:
### The signature-based keyserver protocol
pl_outOfBand (A:honest)
new PK
insert PK ring(4)
* insert PK valid(4)
send PK.

pl_oufOfBandD(A:dishonest)
new PK

* insert PK valid(A)
send PK
send inv(PK).

pl_updateKey (A:honest,PK:value)
PK in ring(A)
new NPK
delete PK ring(4)
insert PK deleted(4)
insert NPK ring(A)
send sign(inv(PK),pair(A,NPK)).

pl_updateKeyServer (A:agent,PK:value,NPK:value)
receive sign(inv(PK),pair(A,NPK))
* PK in valid(A)
* NPK notin valid(_)
NPK notin revoked(_)
* delete PK valid(A)
insert PK revoked(A)
* insert NPK valid(A)
send inv(PK).

pl_authAttack(A:honest,PK:value)

receive inv(PK)
* PK in valid(A)
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attack.

### The password-based keyserver protocol
p2_passwordGenD (A:dishonest)
send pw(4).

p2_pubkeysGen ()
new PK
insert PK pubkeys
send PK.

p2_updateKeyPw(A:honest,PK:value)

PK in pubkeys

new NPK
# NOTE: The ring’ sets are not used elsewhere, but we have to avoid that the fresh keys generated
# by this rule are abstracted to the empty abstraction, and so we insert them into a ring’
# set. Otherwise the two protocols would have too many abstractions in common (in particular,
# the empty abstraction) which leads to false attacks in the composed protocol (probably
# because the term implication graphs of the two protocols then become ’linked’ through the
# empty abstraction)

insert NPK ring’ (A)

send NPK

send crypt (PK,update (A,NPK,pw(A))).

#Transactions of p2:
p2_updateKeyServerPw(A:agent,PK:value,NPK:value)
receive crypt(PK,update(A,NPK,pw(4)))

PK in pubkeys

NPK notin pubkeys

NPK notin seen(_)
* insert NPK valid(A)

insert NPK seen(4).

p2_authAttack2(A:honest,PK:value)
receive inv(PK)
* PK in valid(A)
attack.
y <
sign(inv(val(deleted(4))),pair(A,val(ring(A)))) where A:honest
sign(inv(val(deleted(4),valid(B))),pair(A,val(ring(A)))) where A:honest B:dishonest
sign(inv(val(deleted(4),seen(B),valid(B))),pair(A,val(ring(A)))) where A:honest B:dishonest
sign(inv(val(deleted(4),valid(4))),pair(A,val(ring(A)))) where A:honest B:dishonest
sign(inv(val(deleted(A),seen(B),valid(B),valid(4))),pair(A,val(ring(A)))) where A:honest B:dishonest
pair(A,val(ring(A))) where A:honest
inv(val(deleted(A),revoked(A))) where A:honest
inv(val(valid(A))) where A:dishonest
inv(val(revoked(4A))) where A:dishonest
inv(val (revoked(A),seen(4))) where A:dishonest
inv(val (revoked(B),seen(B),revoked(A),deleted(A))) where A:honest B:dishonest
inv(val (revoked (A),deleted(A),seen(B),valid(B))) where A:honest B:dishonest
occurs(val(ring(A))) where A:honest
occurs(val(valid(A))) where A:dishonest
occurs(val(ring’ (A))) where A:honest
occurs (val (pubkeys))
occurs(val(valid(A),ring(A))) where A:honest
pw(A) where A:dishonest
crypt (val (pubkeys) ,update (A,val(ring’ (A)),pw(A))) where A:honest
val(ring(A)) where A:honest
val(valid(A)) where A:dishonest
val(ring’ (A)) where A:honest
val (pubkeys)
val(valid(A),ring(A)) where A:honest
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timplies (val (pubkeys),val(valid(A),pubkeys)) where A:dishonest

timplies(val(ring’ (A)),val(ring’(A),valid(B))) where A:honest B:dishonest
timplies(val(ring’(A)),val(ring’(A),valid(A),seen(A))) where A:honest
timplies(val(ring’(A)),val(ring’(4),valid(A),seen(4),valid(B))) where A:honest B:dishonest
timplies(val(ring’ (A)),val(seen(B),valid(B),ring’(A))) where A:honest B:dishonest

timplies(val(ring’ (A),valid(B)),val(ring’ (A),valid(A),seen(A),valid(B))) where A:honest B:dishonest
timplies(val(ring’ (A),valid(B)),val(seen(B),valid(B),ring’(A))) where A:honest B:dishonest

timplies(val(ring(4)),val(ring(A4),valid(A))) where A:honest
timplies(val(ring(A)),val(ring(A),valid(B))) where A:honest B:dishonest
timplies(val(ring(A)),val(deleted(A))) where A:honest

timplies(val(ring(A)),val (revoked(A),deleted(A),seen(B),valid(B))) where A:honest B:dishonest
timplies(val(ring(A)),val(revoked(A),deleted(4),seen(B),revoked(B))) where A:honest B:dishonest
timplies(val(ring(A)),val(deleted(A),seen(B),valid(B))) where A:honest B:dishonest
timplies(val(ring(4)),val(ring(A),seen(B),valid(B))) where A:honest B:dishonest
timplies(val(ring(A)),val(valid(4),deleted(4),seen(B),valid(B))) where A:honest B:dishonest
timplies(val(ring(A)),val(valid(4),ring(A),seen(B),valid(B))) where A:honest B:dishonest

timplies(val(ring(A),valid(4)),val(deleted(A),valid(A))) where A:honest
timplies(val(ring(A),valid(B)),val(deleted(A),valid(B))) where A:honest B:dishonest
timplies(val(ring(4),valid(A)),val(deleted(A),revoked(4))) where A:honest

timplies(val(deleted(4)),val(deleted(A),valid(A))) where A:honest
timplies(val(deleted(4)),val(deleted(A),valid(B))) where A:honest B:dishonest
timplies(val(deleted(A)),val(revoked(4A),seen(B),valid(B),deleted(A))) where A:honest B:dishonest
timplies(val(deleted(4)),val(revoked(B),seen(B),revoked(A),deleted(A))) where A:honest B:dishonest
timplies(val(deleted(4)),val(seen(B),valid(B),deleted(A))) where A:honest B:dishonest
timplies(val(deleted(A)),val(seen(B),valid(B),valid(A),deleted(A))) where A:honest B:dishonest

timplies(val(revoked(A)),val(seen(A),revoked(4))) where A:dishonest
timplies (val(revoked(A)),val(seen(A),revoked(4),valid(A))) where A:dishonest

timplies(val(revoked(4),deleted(A)),val(revoked(B),seen(B),revoked(A),deleted(A))) where A:honest B:dishonest
timplies (val(revoked(A),deleted(4)),val(seen(B),valid(B),revoked(A),deleted(A))) where A:honest B:dishonest

timplies(val(seen(B),valid(B),deleted(A),valid(4)),val(revoked(A),seen(B),valid(B),deleted(A))) where A:honest
B:dishonest

timplies(val(seen(B),valid(B),deleted(A),valid(4)),val(revoked(B),seen(B),revoked(A),deleted(4))) where
A:honest B:dishonest
timplies(val(seen(B),valid(B),revoked(A),deleted(4)),val(revoked(B),seen(B),revoked(A),deleted(4))) where
A:honest B:dishonest

timplies(val(seen(4),valid(A)),val(revoked(A),seen(A))) where A:dishonest
timplies(val(seen(A),valid(A),revoked(A)),val(seen(A),revoked(4))) where A:dishonest
timplies(val(seen(B),valid(B),ring(A)),val(deleted(A),seen(B),valid(B))) where A:honest B:dishonest
timplies(val(seen(B),valid(B),valid(A),ring(A)),val(deleted(4),seen(B),valid(B),valid(A))) where A:honest
B:dishonest

timplies(val(seen(B),valid(B),valid(A),ring(4)),val(revoked(4),seen(B),valid(B),deleted(4))) where A:honest
B:dishonest

timplies(val(seen(B),valid(B),valid(A),ring(A)),val(revoked(B),seen(B),revoked(A),deleted(4))) where A:honest
B:dishonest

timplies(val(valid(A)),val(revoked(A))) where A:dishonest

timplies(val(valid(A),deleted(A)),val(deleted(A),revoked(A))) where A:honest
timplies(val(valid(A),deleted(A)),val(revoked(A),seen(B),valid(B),deleted(A))) where A:honest B:dishonest
timplies(val(valid(A),deleted(A)),val(revoked(B),seen(B),revoked(A),deleted(A))) where A:honest B:dishonest
timplies(val(valid(A),deleted(A)),val(seen(B),valid(B),valid(A),deleted(A))) where A:honest B:dishonest

timplies(val(ring(A),valid(A)),val(deleted(4),seen(B),valid(B),valid(A))) where A:honest B:dishonest

timplies(val(ring(A),valid(A)),val(revoked(B),seen(B),revoked(4),deleted(A))) where A:honest B:dishonest
timplies(val(ring(A),valid(4)),val(seen(B),valid(B),valid(A),ring(A))) where A:honest B:dishonest
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timplies(val(valid(B),deleted(A)),val(seen(B),valid(B),deleted(A))) where A:honest B:dishonest
timplies(val(ring(A),valid(B)),val(deleted(4),seen(B),valid(B))) where A:honest B:dishonest
timplies(val(ring(A),valid(B)),val(seen(B),valid(B),ring(A))) where A:honest B:dishonest

timplies(val(valid(A)),val(seen(A),valid(4))) where A:dishonest
)

4.3.1 Proof: The composition of the two keyserver protocols is secure

protocol_model_setup spm: kscomp
setup_protocol_checks spm kscomp_protocol
manual_protocol_security_proof ssp: kscomp

(proof)

4.3.2 The generated theorems and definitions

thm ssp.protocol_secure

thm kscomp_enum_consts.nchotomy
thm kscomp_sets.nchotomy

thm kscomp_fun.nchotomy

thm kscomp_atom.nchotomy

thm kscomp_arity.simps

thm kscomp_public.simps

thm kscomp_T'.simps

thm kscomp_Ana.simps

thm kscomp_transaction_pl_outOfBand_def

thm kscomp_transaction_pl_oufOfBandD_def
thm kscomp_transaction_pl_updateKey_def

thm kscomp_transaction_pl_updateKeyServer_def
thm kscomp_transaction_pl_authAttack_def
thm kscomp_transaction_p2_passwordGenD_def
thm kscomp_transaction_p2_pubkeysGen_def
thm kscomp_transaction_p2_updateKeyPw_def
thm kscomp_transaction_p2_updateKeyServerPw_def
thm kscomp_transaction_p2_authAttack2_def
thm kscomp_protocol_def

thm kscomp_fixpoint_def

end

4.4 The PKCS Model, Scenario 3 (PKCS_Model03)

theory PKCS_Model03
imports "../../PSPSP"

begin
declare [[code_timing]]

trac(
Protocol: ATTACK_UNSET

Types:
token = {tokenl}

Sets:
extract/1 wrap/1 decrypt/1 sensitive/1

Functions:
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Public senc/2 h/1
Private inv/1

Analysis:
senc(M,K2) 7 K2 -> M #This analysis rule corresponds to the decrypt2 rule in the AIF-omega specification.
#M was type untyped

Transactions:

iik1(Q)

new K1

insert K1 sensitive(tokenl)
insert K1 extract (tokenl)
send h(K1).

iik2()

new K2

insert K2 wrap(tokenl)
send h(K2).

# wrap
wrap (K1:value,K2:value)
receive h(K1)

receive h(K2)

K1 in extract(tokenl)

K2 in wrap(token1)

send senc(K1,K2).

# set wrap
setwrap (K2:value)

receive h(K2)

K2 notin decrypt (tokenl)

insert K2 wrap(tokenl).

# set decrypt
setdecrypt (K2:value)

receive h(K2)

K2 notin wrap (tokenl)

insert K2 decrypt(tokenl).

# decrypt
decryptl(K2:value,M:value) #M was untyped in the AIF-omega specification.
receive h(K2)

receive senc(M,K2)

K2 in decrypt(tokenl)

send M.

# attacks
attackl (K1:value)

receive K1

K1 in sensitive(tokenl)

attack.

)

4.4.1 Protocol model setup

protocol_model_setup spm: ATTACK_UNSET

4.4.2 Fixpoint computation

compute_fixpoint ATTACK_UNSET_protocol ATTACK_UNSET_fixpoint
compute_SMP [optimized] ATTACK_UNSET_protocol ATTACK_UNSET_SMP
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4.4.3 Proof of security

manual_protocol_security_proof ssp: ATTACK_UNSET
for ATTACK_UNSET_protocol ATTACK_UNSET_fixpoint ATTACK_UNSET_SMP

{proof)

4.4.4 The generated theorems and definitions

thm ssp.protocol_secure

thm ATTACK_UNSET_enum_consts.nchotomy
thm ATTACK_UNSET_sets.nchotomy

thm ATTACK_UNSET_fun.nchotomy

thm ATTACK_UNSET_atom.nchotomy

thm ATTACK_UNSET_arity.simps

thm ATTACK_UNSET_public.simps

thm ATTACK_UNSET_T'.simps

thm ATTACK_UNSET_Ana.simps

thm ATTACK_UNSET_transaction_iikl_def

thm ATTACK_UNSET_transaction_iik2_def

thm ATTACK_UNSET_transaction_wrap_def

thm ATTACK_UNSET_transaction_setwrap_def
thm ATTACK_UNSET_transaction_setdecrypt_def
thm ATTACK_UNSET_transaction_decryptl_def
thm ATTACK_UNSET_transaction_attackl_def
thm ATTACK_UNSET_protocol_def

thm ATTACK_UNSET_fixpoint_def
thm ATTACK_UNSET_SMP_def

end

4.5 The PKCS Protocol, Scenario 7 (PKCS_Model07)

theory PKCS_Model0O7
imports "../../PSPSP"

begin
declare [[code_timing]]

trac(
Protocol: RE_IMPORT_ATT

Types:
token = {tokenl}

Sets:
extract/1 wrap/1 unwrap/1 decrypt/1 sensitive/1

Functions:

Public senc/2 h/2 bind/2

Private inv/1

Analysis:

senc(M1,K2) 7 K2 -> M1 #This analysis rule corresponds to the decrypt2 rule in the AIF-omega specification.
#M1 was type untyped

Transactions:

iik1()
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new K1

new N1

insert N1 sensitive(tokenl)
insert N1 extract (tokenl)
insert K1 sensitive(tokenl1)
send h(N1,K1).

iik2()

new K2

new N2

insert N2 wrap(tokenl)
insert N2 extract (tokenl)
send h(N2,K2).

setwrap (N2:value,K2:value)
receive h(N2,K2)

N2 notin sensitive(tokenl)
N2 notin decrypt (tokenl)
insert N2 wrap(tokenl).

# =====set unwrap===
setunwrap (N2:value,K2:value)
receive h(N2,K2)

N2 notin sensitive(tokenl)
insert N2 unwrap(tokenl).

unwrapsensitive (M2:value, K2:value, N1:value, N2:value) #M2 was untyped in the AIF-omega specification.
receive senc(M2,K2)

receive bind(N1,M2)

receive h(N2,K2)

N1 in sensitive(tokenl)

N2 in unwrap(tokenl)

new Nnew

insert Nnew sensitive(tokenl)

send h(Nnew,M2).

wrapattr (M2:value, K2:value, N1:value, N2:value) #M2 was untyped in the AIF-omega specification.
receive senc(M2,K2)

receive bind(N1,M2)

receive h(N2,K2)

N1 in wrap(tokenl)

N2 in unwrap(tokenl)

new Nnew

insert Nnew wrap(tokenl)

send h(Nnew,M2).

decryptlattr(M2:value,K2:value,N1:value,N2:value) #M2 was untyped in the AIF-omega specification.
receive senc(M2,K2)

receive bind(N1,M2)

receive h(N2,K2)

N1 in decrypt (tokenl)

N2 in unwrap(tokenl)

new Nnew

insert Nnew decrypt (tokenl)

send h(Nnew,M2).

decrypt2attr(M2:value,K2:value,N1:value,N2:value) #M2 was untyped in the AIF-omega specification.
receive senc(M2,K2)
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receive bind(N1,M2)
receive h(N2,K2)

N1 notin sensitive(tokenl)
N1 notin wrap(tokenl)

N1 notin decrypt (tokenl)
N2 in unwrap(tokenl)

new Nnew

send h(Nnew,M2).

# wrap

wrap (N1:value,K1:value,N2:value,K2:value)
receive h(N1,K1)

receive h(N2,K2)

N1 in extract(tokenl)

N2 in wrap(tokenl)

send senc(K1,K2)

send bind(N1,K1).

# =====get decrypt===
setdecrypt (Nnew:value, K2:value)
receive h(Nnew,K2)

Nnew notin wrap(tokenl)

insert Nnew decrypt (tokenl).

# decrypt
decryptl (Nnew:value, K2:value,M1:value) #M1 was untyped in the AIF-omega specification.
receive h(Nnew,K2)

receive senc(M1,K2)

Nnew in decrypt (tokenl)

delete Nnew decrypt (tokenl)

send M1.

# attacks
attackl (K1:value)

receive K1

K1 in sensitive(tokenl)

attack.

)

4.5.1 Protocol model setup

protocol_model _setup spm: RE_IMPORT_ATT

4.5.2 Fixpoint computation

compute_fixpoint RE_IMPORT_ATT_protocol RE_IMPORT_ATT_fixpoint
compute_SMP [optimized] RE_IMPORT_ATT_protocol RE_IMPORT_ATT_SMP

4.5.3 Proof of security

protocol_security_proof [unsafe] ssp: RE_IMPORT_ATT
for RE_IMPORT_ATT protocol RE_IMPORT_ATT_fixpoint RE_IMPORT_ATT_SMP

4.5.4 The generated theorems and definitions

thm ssp.protocol_secure

thm RE_IMPORT_ATT_enum_consts.nchotomy
thm RE_IMPORT_ATT_sets.nchotomy

thm RE_IMPORT_ATT_fun.nchotomy

thm RE_IMPORT_ATT_atom.nchotomy

thm RE_IMPORT_ATT_arity.simps

thm RE_IMPORT_ATT_public.simps
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thm RE_IMPORT_ATT_I'.simps
thm RE_IMPORT_ATT_Ana.simps

thm RE_IMPORT_ATT_transaction_iikl_def

thm RE_IMPORT_ATT_ transaction_iik2_def

thm RE_IMPORT_ATT_transaction_setwrap_def
thm RE_IMPORT_ATT_transaction_setunwrap_def
thm RE_IMPORT_ATT_transaction_unwrapsensitive_def
thm RE_IMPORT_ATT_transaction_wrapattr_def
thm RE_IMPORT_ATT_ transaction_decryptlattr_def
thm RE_IMPORT_ATT_transaction_decrypt2attr_def
thm RE_IMPORT_ATT_transaction_wrap_def

thm RE_IMPORT_ATT_ transaction_setdecrypt_def
thm RE_IMPORT_ATT_transaction_decryptl_def
thm RE_IMPORT_ATT_transaction_attackl_def

thm RE_IMPORT_ATT_protocol_def

thm RE_IMPORT_ATT fixpoint_def
thm RE_IMPORT_ATT_SMP_def

end

4.6 The PKCS Protocol, Scenario 9 (PKCS_Model09)

theory PKCS_Model0O9
imports "../../PSPSP"

begin
declare [[code_timing]]

trac(
Protocol: LOSS_KEY_ATT

Types:
token = {tokenl}

Sets:
extract/1 wrap/1 unwrap/1 decrypt/1 sensitive/1

Functions:
Public senc/2 h/2 bind/3
Private inv/1

Analysis:
senc(M1,K2) ? K2 -> M1 #This analysis rule corresponds to the decrypt2 rule in the AIF-omega specification.
#M1 was type untyped

Transactions:

iik1Q)

new K1

new N1

insert N1 sensitive(tokenl)
insert N1 extract (tokenl)
insert K1 sensitive(tokenl)
send h(N1,K1).

iik2()
new K2
new N2
insert N2 wrap(tokenl)
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insert N2 extract (tokenl)
send h(N2,K2).

iik30)

new K3

new N3

insert N3 extract (tokenl)
insert N3 decrypt (tokenl)
insert K3 decrypt (tokenl)
send h(N3,K3)

send K3.

setwrap(N2:value,K2:value) where N2 != K2
receive h(N2,K2)

N2 notin sensitive(tokenl)

N2 notin decrypt (tokenl)

insert N2 wrap(tokenl).

# =====set unwrap===

setunwrap (N2:value,K2:value) where N2 != K2
receive h(N2,K2)

N2 notin sensitive (tokenl)

insert N2 unwrap (tokenl).

unwrapWrap (M2:value,K2:value,N1:value,N2:value) where M2 != K2, M2 != N1, M2 != N2, K2 != N1, K2 != N2,
N1 != N2 #M2 was untyped in the AIF-omega specification.

receive senc(M2,K2)

receive bind(N1,M2,K2)

receive h(N2,K2)

N1 in wrap(tokenl)

N2 in unwrap(tokenl)

new Nnew

insert Nnew wrap(tokenl)

send h(Nnew,M2).

unwrapSens (M2:value,K2:value,N1:value,N2:value) where M2 != K2, M2 != N1, M2 != N2, K2 != N1, K2 != N2,
N1 != N2 #M2 was untyped in the AIF-omega specification.

receive senc(M2,K2)

receive bind(N1,M2,K2)

receive h(N2,K2)

N1 in sensitive(tokenl)

N2 in unwrap(tokenl)

new Nnew

insert Nnew sensitive(tokenl)

send h(Nnew,M2).

decryptiAttr(M2:value, K2:value,N1:value,N2:value) where M2 != K2, M2 != N1, M2 != N2, K2 != N1, K2 != N2,
N1 != N2 #M2 was untyped in the AIF-omega specification.

receive senc(M2,K2)

receive bind(N1,M2,K2)

receive h(N2,K2)

N1 in decrypt(tokenl)

N2 in unwrap(tokenl)

new Nnew

insert Nnew decrypt(tokenl)

send h(Nnew,M2) .

decrypt2Attr (M2:value, K2:value,N1:value,N2:value) where M2 != K2, M2 != N1, M2 != N2, K2 != N1, K2 != N2,
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N1 != N2 #M2 was untyped in the AIF-omega specification.
receive senc (M2,K2)

receive bind(N1,M2,K2)

receive h(N2,K2)

N1 notin wrap (tokenl)

N1 notin sensitive(tokenl)

N1 notin decrypt(tokenl)

N2 in unwrap(tokenl)

new Nnew

send h(Nnew,M2).

# wrap

wrap (N1:value,K1:value, N2:value, K2:value) where N1 != N2, N1 != K2, N1 != K1, N2 != K2, N2 != K1, K2 !=
K1

receive h(N1,K1)

receive h(N2,K2)

N1 in extract(tokenl)

N2 in wrap(tokenl)

send senc(K1,K2)

send bind(N1,K1,K2).

# bind generation
bind1 (K3:value,N2:value,K2:value, K1:value) where K3 != N2, K3 != K2, K3 != K1, N2 != K2, N2 != K1, K2 !=
K1

receive K3

receive h(N2,K2)

send bind(N2,K3,K3).

bind2(K3:value,N2:value,K2:value, Kl1:value) where K3 != N2, K3 != K2, K3 != K1, N2 != K2, N2 != K1, K2 I=
K1

receive K3

receive K1

receive h(N2,K2)

send bind (N2,K1,K3)

send bind(N2,K3,K1).

# =====get decrypt===

setdecrypt (Nnew:value,K2:value) where Nnew != K2
receive h(Nnew,K2)

Nnew notin wrap(tokenl)

insert Nnew decrypt(tokenl).

# decrypt
decryptl (Nnew:value,K2:value,M1:value) where Nnew != K2, Nnew != M1, K2 != M1 #M1 was untyped in the AIF-omega
specification.

receive h(Nnew,K2)
receive senc(M1,K2)
Nnew in decrypt (tokenl)
send M1.

# attacks
attackl (K1:value)

receive K1

K1 in sensitive(tokenl)

attack.

4.6.1 Protocol model setup

protocol_model_setup spm: LOSS_KEY_ATT
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4.6 The PKCS Protocol, Scenario 9 (PKCS_Model09)

4.6.2 Fixpoint computation
compute_fixpoint LOSS_KEY_ATT_protocol LOSS_KEY_ATT_fixpoint
The fixpoint contains an attack signal

value "attack_notin_fixpoint LOSS_KEY_ATT fixpoint"

4.6.3 The generated theorems and definitions

thm LOSS_KEY_ATT_enum_consts.nchotomy
thm LOSS_KEY_ATT_sets.nchotomy

thm LOSS_KEY_ATT_fun.nchotomy

thm LOSS_KEY_ATT_atom.nchotomy

thm LOSS_KEY_ATT_arity.simps

thm LOSS_KEY_ATT public.simps

thm LOSS_KEY_ATT_T'.simps

thm LOSS_KEY_ATT_Ana.simps

thm LOSS_KEY_ATT_transaction_iikl_def

thm LOSS_KEY_ATT_transaction_iik2_def

thm LOSS_KEY_ATT_transaction_iik3_def

thm LOSS_KEY_ATT_transaction_setwrap_def
thm LOSS_KEY_ATT_transaction_setunwrap_def
thm LOSS_KEY_ATT_transaction_unwrapWrap_def
thm LOSS_KEY_ATT_transaction_unwrapSens_def
thm LOSS_KEY_ATT_transaction_decryptlAttr_def
thm LOSS_KEY_ATT_transaction_decrypt2Attr_def
thm LOSS_KEY_ATT_transaction_wrap_def

thm LOSS_KEY_ATT_transaction_bindl_def

thm LOSS_KEY_ATT_transaction_bind2_def

thm LOSS_KEY_ATT_transaction_setdecrypt_def
thm LOSS_KEY_ATT_transaction_decryptl_def
thm LOSS_KEY_ATT_transaction_attackl_def

thm LOSS_KEY_ATT_protocol_def
thm LOSS_KEY_ATT_fixpoint_def

end
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